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Configuration Manual

Sahana Lakshmikanthaiah
Student ID: x24172812

1 Introduction

This report will provide us with a step-by-step guide on how to set up and implement the project.

2  Environment Setup

2.1 System Configuration

2.1.1 Software Requirements

Requirement Specification
Programming Python 3.10
Language
Notebook
Environment Jupyter Notebook
) . NumPy, Pandas, Scikit-learn, LightGBM, XGBoost, CatBoost,
Libraries

Matplotlib, Seaborn

ML Frameworks

Gradient Boosting Libraries (LGBM/XGB/CAT)

Probability sklearn.calibration
Calibration
OS Used macOS 14.x (Sonoma)

Browsers / Tools

Chrome, Terminal, Conda

2.1.2 Hardware Requirements

Requirement| Specification

Device Apple MacBook (M3)

CPU Apple M3

GPU Apple M3 GPU via Metal Performance Shaders (MPS)
RAM 16 GB

Storage 256 GB




2.2 Python Environment Setup

2.2.1 Create and Activate Virtual Environment

python3 -m venv uav_env
source uav_env/bin/activate ~ # macOS / Linux
uav_env\Scripts\activate # Windows

2.2.2 Install Required Libraries

pip install numpy pandas matplotlib seaborn scikit-learn

pip install lightgbm xgboost catboost
pip install shap

3 Dataset

Source: https://www.kaggle.com/datasets/datasetengineer/tokyo-drone-communication-and-
security-dataset?select=drone _communication dataset.csv

4 Running the Project

4.1.1 Step 1: Launch the Notebook

Open Jupyter : jupyter notebook

7 Code — -zsh — 80x24
Last login: Thu Dec 11 ©1:27:24 on ttyseel
sahana@Sahanas-Air Code % [T ATTEOEITITT]

Then open x24172812_UAV.ipynb


http://www.kaggle.com/datasets/datasetengineer/tokyo-drone-communication-and-

Z Jupyt

File View

er

Settings Help

M Files

© Running

Select items to perform actions on them.

-/

Name

Mm anaconda_projects

w x241

72812_UAV.ipynb

F drone_communication_dataset.csv

4.1.2 Datais downloaded.

# Purpose: load CSV, normalize timestamps, derive IntrusionBinary from Target Label (attack/intrusion=1).

# Assumption: Target Label strings include 'attack' or 'intrusion'

#Load + Path to

your CSV

DATA_PATH = "drone_communication_dataset.csv"

# Load

df = pd.read_csv(DATA_PATH)

print(df.shape)
df.head()

(52585, 29)

Source

Timestamp Dro’l‘; Destination Plcsllx;: ‘I’nmmln'::o': s"s.lg::.:
0 2000000 D1 D1 2000 1 -48.674464
I e D D2 500 5 -51506394
2 2033:'83;&‘, D2 BaseStation 500 1 -44.884766
8 2000 D1 D3 2000 1 -58.707466

o2 D3 D2 1000 1 -44503895

5 rows x 29 columns

4.1.3 Data Preparation Blocks

What happens in these cells:

e Load and clean telemetry
e Normalize timestamps

o Enforce strict chronological ordering
e Build 3-minute intrusion labels

e Build QoS degradation targets (ARTT, Alitter, AThroughput)

for positives; 'Normal'

Error Encryption Protocol

Rate

0.06

0.01

0.01

0.01

0.01

e Create SLA violation labels (binary)

M: Data Understandi
stamp column is

g)
required.”

assert ‘Target Label' im df.colusns, “Target Label column is required.”

# Parse & sort time
df ['Tinestanp’| = pd.t
df = df.dropnalsubsets

# Create Intrusion@inary f

lab = df [ 'Target Label'

df [ *IntrusionBinary

print(“Original rows:",

o_datetise(df|'Timestamp’|, error:

“Timestamp' |).sort_values('Timestanp').reset_index(dropsTrue)
® Target Label (attack/intrusion w» 1, else 0)
Jastype(str).str. lower()
= np.where(lab.str.contains( ‘attack’) | lab.str.contains(’intrusion’), 1,
len(df), "Intrusion rate:", df|'IntrusionBinary'|.mean())

s='coerce’)

Original rows: 52585 Intrusion rate: 0.14914899686222308

0
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¥ UUTPUT: GT (SLINEG), MUNETIC_ TESTUrES/CETEGOTICHE_TESTSTES, M DITedel

# Fix hori

HMINUTES = 3
TARGET_FREQ = f'(HMINTES)T' & ‘37" « 3 minute
# Feature 1ists fr
NM_COLS =
"packet
R
R
« a
(
CAT_COLS = mte
MM_COLS = [c for ¢ dn NUN_COLS 4f ¢ dn of.
CAT_COLS = [c for ¢ dn CAT_COLS Af ¢ in of.
for € An NUM_COLS
dfic) » pd, to_numerictdf (), errerse’conrce )
( ned
dfres = df.5 1 ') s
need_resample = True
At step_sec is not Wane:
need_resangle = step_sec 1= (WJIMUTES « 4)
# <oe SAFEGUARD: Only keep ———
Keep_cols = [c for ¢ 4n (MM_COLS + CAT_COLS + (“Target Label’, Intrustondinery’ |} Af ¢ in @f_res.colums
df_res = df_res keep_cols
At need_resengle:
df_res = df_res, resangle(TARGET_FREQ) . as
117 NUM_CoLS:
Af_res NUM_COLS] = df_res MM_COLS) . methoss'tise’, Lisit_girections )
fHiLLCols = (c for ¢ in (CAT_COLS » (1 -81s if ¢ in f_res.column

A ffil_colss
df_res #fil1_cols! = @f_res H1l1_cols

df = df_res, reset_index{). rensne{columms={ *indes": Timestan’ )}

9 Rebu
dt | 'vear'
af [ ‘Month*
df{'Day’'] = df{'Tines
df [ *DayOfleek | = df Gayofurek

4.1.4 Exploratory Data Analysis
The notebook includes visualizations for:

e Missing values

e Class imbalance

o KPI distributions

o Attack rate by category

This validates data quality and informs later modeling decisions.

Overall class balance
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Attack rate by Protocol Type (top 12)
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4.1.5 Feature Engineering

The system automatically generates:

e Short lags (t-1, t-2)

e Rolling statistics (3-min windows)
e Ratios and normalized KPIs

o Compact, leakage-free features

o Train-only fit for scalers / encoders

¥ IMpACT TArgeTS {4 OVEr MEXT 3 MINUTES; TOT yOur AFIs
kpi_serses = {}
if 'Data Throughput' im df.columns:

kpi_series|'Data Throughput'| = future_min_deltaldf ‘Data Throughput®!, M_STEPS)
if 'Round Trip Time' in df.columns:

Kkpi_series('Round Trip Time'] = future_sax_delta(df!*Round Trip Time'|, W_STEPS)
if 'Jitter' in df.columns:

kpi_series|'Jitter’] = future_max_delta(df('Jitter’], W_STEPS)
if ‘Packet Loss Rate' im df.columns:

Kkpi_series('Packet Loss Rate’] = future_max delta(df|'Packet Loss Rate'|, M_STEPS)

for k in list(kpi_series.keys()):
kpi_series k) = kpi_series ki.locivalid_idx

print("Torgets resdy. Positives(attack in mext 3m):", intly_sttack h.locivalid_idx.sus()))

Targets ready. Positives(attack in next 3m): 156860

# wen NEW: KPT SUA Violotion Lebels within (t, ted)] wes

KPI_THRESHOLDS =
"Round Trip Time's
ditter's 20.9,
‘Packet Loss Rate's 9.05,
'Data Throughput's 2.8

dot future_window_extrems(series, W _STEPS, modes'sax'):
vals = series.to_numpyl)
out = np, full(len(vals)
for t dn range(len(
window = vals it
it o
continue
out(t] = np.max(window) if modess'sax’' else np.min(window)
return pd.Series(out, indexsseries.index)

np.nen, float)
M STEPS) 1
_STEPS+1
np.any(np. & )

y.viol =
AT 'Round Trip Time' &n df.columns:

fv » future_window_extrema(df | ‘Aound Trip Time'!, M_STEPS, modes'max’)

y_viol['Round Trip Time'| = (fv.locivalid_idx| > KPI_THRESHOLDS | ‘Round Trip Time'!).astype(int)
it ‘Jitter' in df.columns:

fv = future_window_extrema(df(‘Jitter’ |, W_STEPS, modes'sax’)

y_viol[‘Jitter') = (fv.locivalid_idx] » KPI_THRESHOLDS 'Jitter')).astype(int)
Af 'Packet Loss Rate' im df.columns:

v = future_window_extresa(df|'Packet Loss Rate'|, H_STEPS, modes'sax’)

y.viol|'Packet Loss Rate'] = (fv.loc/valid_idx) > KPI_THRESHOLDS ‘Packet Loss Rate')).astype(int)
it ‘Data Throughput' in df.colusns:

fv = future_window_extresa(df 3 Throughput'|, H_STEPS, modes'min')

y_viol('Dsta Throughput'] = (fv.locivelid_idx] < KPI_THRESHOLDS | ‘Data Throughput®!).astypelint)

print({kiintiv.sum()) for k,v in y_viol.itess()}}

{'Round Trip Time': ®, ‘Jitter': 8, ‘Packet Loss Rate': 56189, 'Data Throughput': 851}



4.1.6 Intrusion Prediction Models
Three models are trained:

o LightGBM
o XGBoost
o CatBoost

Outputs include:

« ROC-AUC

e Precision—Recall curves
o Confusion matrices

e Brier score

o Calibration curves

BASE-XGB Acc=0.63@0 F1=0.200 ROC_AUC=0.495 PR_AUC=0.150 Brier=0.228

precision recall fl-score support

1] 0.849 0.687 0.759 178736

1 9.148 0.308 0.200 31600

accuracy 0.630 210336
macro avg 0.498 0.497 0.479 210336
weighted avg 0.743 0.630 0.675 210336
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120000

100000

122706
80000

60000

40000

20000

0 1
Predicted

BASE-XGB - ROC

101 . AUC=0.495 e

0.8 A
0.6

a
= 0.4 - ’
0.2 4 ol
004 -~
0.0 0.2 0.4 0.6 0.8 1.0

FPR

BASE-XGB - Precision-Recall

i — AP=0.150
0.8

0.6

Precision

0.4

0.2

4.1.7 QoS Impact Forecasting Models
For each KPI (RTT, Jitter, Throughput), three regressors are trained:



XGBoost
CatBoost

Reports include:

MAE
RMSE
R2

V2-XGB Acc=0.664 F1=0.197 ROC_AUC=0.498 PR_AUC=0.152

precision recall fl-score support
e 9.851 0.734 e.788 178736

1 9.154 0.273 ©.197 31600

accuracy 0.664 210336
macro avg 0.502 9.503 ©.492 210336
weighted avg 0.746 0.664 0.699 210336

V2-XGB - Confusion
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4.1.8 SLA Violation Models
Binary classifiers predict:

e RTT violation

o Jitter violation

e Throughput violation

Outputs:

Brier=0.219

o Probability of violation within 3 minutes

e Accuracy metrics
e Brier score
e ROC-AUC



Name Accuracy F1 ROC_AUC PR_AUC Brier
BASE-LGBM 0732000 0.165000 0507000 0.153000 0.203700
BASE-CAT 0601000 0.211000 0.498000 0.152000 0.234500

BASE-XGB 0.630000 0200000 0.495000 0.150000 0.228400

Name Accuracy F1 ROC_AUC PR_AUC Brier
V2-CAT 0.623000 0.206000 0504000 0151000 0.229700
V2-XGB 0664000 0197000 0.498000 0.152000 0.218500
V2-LGBM 0750000 0.148000 0498000 0.151000 0.195200

Label MAE RMSE R2

Data Throughput - CAT 0243800 0539300 0.853700
Data Throughput - LGBM  0.179400 0.361800 0.934200
Data Throughput - XGB 0193700 0.391200 0.923000
Jitter - CAT 0.024700 0.055000 0.847400

Jitter - LGBM  0.017500 0.036100 0.934300

Jitter - XGB  0.019300 0039700 0920300

Packet Loss Rate - CAT  0.000100 0000500 0934800
Packet Loss Rate - LGBM 0.000100 0.000300 0.970700
Packet Loss Rate - XGB 0.000100 0.000300 0.970000
Round Trip Time - CAT 0.149700 0512900 0.901800
Round Trip Time - LGBM 0.062800 0.276800 0.971400
Round Trip Time - XGB 0.066200 0281100 0.970500

4.1.9 Unified Risk Scoring
The final block computes: Risk Score = P(Intrusion) x £( weight k x |AKPI k| )
Weights used:

e RTT:1.0
e Throughput: 0.9
o Jitter: 0.7
e Packet-loss: 0.8

A second variant uses violation probabilities instead of magnitude deltas.
The output is:

e A ranked list of high-risk windows
e A timeline showing spikes that align with intrusion periods

Top 10 risky 3-minute windows:
948914 2.765646

948918 2.744070

948919 2.603439

977513 2.587890

977516 2.585247

977514 2.583538

977512 2.553700

977515 2.483674

977510 2.461179

977509 2.436062

Name: RiskScore, dtype: float64



Top 10 risky windows (Violation-based RiskScore):

917819
886061
886062
944279
1009839
1023818
843879
904539
914759
914758 0.

(S

0
0
0
0
0
0
0
0

.436682
.434665
.433476
.328030
.314335
.303384
.301396
.301396
.301394

301394

Name: RiskScore_Violation, dtype: float64

5 Configuration Knobs (User-Adjustable Settings)

Component

Configurable Parameter

Effect

Forecast Horizon

H = 3 minutes

Adjusts future window size

Lag Depth lag_steps Controls temporal sensitivity
Model Choice LGBM/XGB/CAT Can prefer speed vs accuracy
Calibration Method |isotonic / Platt Improves probability reliability
KPI Weights RTT=1.0, Jitter=0.7, etc. Prioritizes mission-critical KPIs

Train/Val/Test Split

Date boundaries

Controls time-honest segmentation

Thresholds

SLA-based or quantile-based

Affects violation detection

6 Troubleshooting

6.1.1 Dataset not loading

o Ensure file exists under /data/
e Check CSV encoding
e Validate timestamp formatting

6.1.2 Calibration Errors

o Ensure classifier is already fitted before calibration
e Check class imbalance; consider adjusting class weights

6.1.3 LGBM/XGB not installing on Mac

Use: pip install lightgbm --config-settings cmake.define. USE METAL=ON
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