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Configuration Manual 

 
Sahana Lakshmikanthaiah 

Student ID: x24172812 

 

1 Introduction 

This report will provide us with a step-by-step guide on how to set up and implement the project. 

 

 

2 Environment Setup 

2.1 System Configuration 

2.1.1 Software Requirements 

 

Requirement Specification 

Programming 

Language 
Python 3.10 

Notebook 

Environment 
Jupyter Notebook 

Libraries 
NumPy, Pandas, Scikit-learn, LightGBM, XGBoost, CatBoost, 

Matplotlib, Seaborn 

ML Frameworks Gradient Boosting Libraries (LGBM/XGB/CAT) 

Probability 

Calibration 

sklearn.calibration 

OS Used macOS 14.x (Sonoma) 

Browsers / Tools Chrome, Terminal, Conda 

 

 

2.1.2 Hardware Requirements 
 

Requirement Specification 

Device Apple MacBook (M3) 

CPU Apple M3 

GPU Apple M3 GPU via Metal Performance Shaders (MPS) 

RAM 16 GB 

Storage 256 GB 



2  

2.2 Python Environment Setup 

2.2.1 Create and Activate Virtual Environment 

python3 -m venv uav_env 

source uav_env/bin/activate  # macOS / Linux 

uav_env\Scripts\activate # Windows 

 

2.2.2 Install Required Libraries 

pip install numpy pandas matplotlib seaborn scikit-learn 

pip install lightgbm xgboost catboost 
pip install shap 

 

3 Dataset 

Source: https://www.kaggle.com/datasets/datasetengineer/tokyo-drone-communication-and- 

security-dataset?select=drone_communication_dataset.csv 

4 Running the Project 

 
4.1.1 Step 1: Launch the Notebook 

Open Jupyter : jupyter notebook 
 

 

Then open x24172812_UAV.ipynb 

http://www.kaggle.com/datasets/datasetengineer/tokyo-drone-communication-and-
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4.1.2 Data is downloaded. 
 

 

4.1.3 Data Preparation Blocks 

What happens in these cells: 

• Load and clean telemetry 

• Normalize timestamps 

• Enforce strict chronological ordering 

• Build 3-minute intrusion labels 

• Build QoS degradation targets (ΔRTT, ΔJitter, ΔThroughput) 

• Create SLA violation labels (binary) 
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4.1.4 Exploratory Data Analysis 

The notebook includes visualizations for: 

• Missing values 

• Class imbalance 

• KPI distributions 

• Attack rate by category 

 

This validates data quality and informs later modeling decisions. 
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4.1.5 Feature Engineering 

The system automatically generates: 

• Short lags (t-1, t-2) 

• Rolling statistics (3-min windows) 

• Ratios and normalized KPIs 

• Compact, leakage-free features 

• Train-only fit for scalers / encoders 
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4.1.6 Intrusion Prediction Models 

Three models are trained: 

• LightGBM 

• XGBoost 

• CatBoost 

 

Outputs include: 

• ROC-AUC 

• Precision–Recall curves 

• Confusion matrices 

• Brier score 

• Calibration curves 
 

 

 

 

4.1.7 QoS Impact Forecasting Models 

For each KPI (RTT, Jitter, Throughput), three regressors are trained: 

 

• LightGBM 
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• XGBoost 

• CatBoost 

Reports include: 

• MAE 

• RMSE 

• R² 
 

 

 

 

4.1.8 SLA Violation Models 

Binary classifiers predict: 

 
• RTT violation 

• Jitter violation 

• Throughput violation 

Outputs: 

• Probability of violation within 3 minutes 

• Accuracy metrics 

• Brier score 

• ROC-AUC 



8  

 

 

4.1.9 Unified Risk Scoring 

The final block computes: Risk Score = P(Intrusion) × Σ( weight_k × |ΔKPI_k| ) 

 

Weights used: 

 
• RTT: 1.0 

• Throughput: 0.9 

• Jitter: 0.7 

• Packet-loss: 0.8 

 

A second variant uses violation probabilities instead of magnitude deltas. 

The output is: 

• A ranked list of high-risk windows 

• A timeline showing spikes that align with intrusion periods 
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5 Configuration Knobs (User-Adjustable Settings) 
 

 

Component Configurable Parameter Effect 

Forecast Horizon H = 3 minutes Adjusts future window size 

Lag Depth lag_steps Controls temporal sensitivity 

Model Choice LGBM/XGB/CAT Can prefer speed vs accuracy 

Calibration Method isotonic / Platt Improves probability reliability 

KPI Weights RTT=1.0, Jitter=0.7, etc. Prioritizes mission-critical KPIs 

Train/Val/Test Split Date boundaries Controls time-honest segmentation 

Thresholds SLA-based or quantile-based Affects violation detection 

 

 

6 Troubleshooting 

6.1.1 Dataset not loading 

• Ensure file exists under /data/ 

• Check CSV encoding 

• Validate timestamp formatting 

6.1.2 Calibration Errors 

• Ensure classifier is already fitted before calibration 

• Check class imbalance; consider adjusting class weights 

 

6.1.3 LGBM/XGB not installing on Mac 

Use: pip install lightgbm --config-settings cmake.define.USE_METAL=ON 
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