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1 System Requirement and Setup 

All experiments in this dissertation were executed locally using Jupyter Notebook, managed within an 
Anaconda (conda) environment. This setup provided a controlled, reproducible environment suitable 
for natural language processing, machine-learning experimentation, and model explainability using 
SHAP. 

The following hardware and software configurations were used to ensure full reproducibility of the 
results. 

 

 

1.1 Hardware Configuration 

 
The project was developed and executed on a standard personal workstation using virtualised 

environments provided by Anaconda. 
Hardware Specifications Used: 

• CPU: Intel® Core™ i5 Processor (Quad-Core) 
• RAM: 16 GB 

• Disk Storage: 256 GB SSD (with ~20 GB available for datasets and model caching) 

• Graphics: No GPU required (all models were executed on CPU) 

• Environment: Local Jupyter Notebook (browser-based interface) 
This configuration is sufficient to support: 

• SBERT embedding generation (inference only) 

• Fuzzy string-similarity computations 

• Training and evaluation of lightweight ML classifiers (Random Forest, XGBoost, SVM) 

• SHAP explainability visualisations 

• Data preprocessing and exploratory analysis 

Because the project uses only three engineered similarity features and does not perform any 

transformer model fine-tuning, CPU-only execution is efficient and fully adequate. 

 

 

1.2 Software Configuration 

All development and experimentation were carried out using the following software stack: 
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Figure 1: Importing Libraries 

 

 

Platform & Environment 

• Development Platform: Jupyter Notebook 

• Environment Manager: Anaconda (Conda environment) 
• Programming Language: Python 3.10 

• Operating System: Windows 11 (local machine) 

• Compatible with macOS and Linux (Ubuntu 20.04+) 

Core Libraries Used 

Data Handling & Processing 

• pandas 

• NumPy 

• xml.etree.ElementTree (for UN sanctions list parsing) 
• Faker – synthetic customer profile generation 

• unidecode and random – Unicode normalisation and sampling 

Similarity & NLP Components 

• Rapidfuzz (TokenSetRatio, PartialRatio string similarity) 

• sentence-transformers (Sentence-BERT embeddings) 

Machine Learning Models 

• RandomForestClassifier 

• SVM (Support Vector Machine) – RBF Kernel 

• GridSearchCV – hyperparameter tuning 

• XGBClassifier – gradient-boosted tree model 

Model Explainability 

SHAP - (SHAP KernelExplainer and visualisations) 

Visualisation 

• matplotlib 

• seaborn 

• 

1.3 Creating the Project Environment 

A special Conda environment is developed to make the project reproducible and prevent dependency conflicts. 

It is an environment that contains all the necessary libraries, such as pandas, NumPy, Rapidfuzz, sentence- 

transformers, scikit-learn, XGBoost and SHAP. 
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Step 1: Create a new Conda environment 

 

Figure 1: Conda Environment Creation 

 

Step 2: Activate the environment 

 
Figure 2: Activating the environment 

Step 3: Install essential libraries 
 

Figure 3: Installing Libraries 

Step 4: Downloading the Datasets 

Download the datasets from the link mentioned in section 2.1 and save them in a single folder. This 
Folder path should be passed in juypter notebook while loading the datasets as mention in Figure 4, 5 
and 6. 

Figure 4: Loading EU dataset 
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Figure 5: Loading OFAC Dataset 

 

Figure 6: Loading UN Consolidated List 

 

 

2 Dataset Description 

This project utilised two primary data sources: (1) publicly available international sanctions lists, and 

(2) synthetic customer-name data generated using using the Faker library. No real customer 

information was used at any stage, ensuring full compliance with privacy and ethical standards. 

 

The combined dataset was used to create labelled name pairs (match / non-match) for training and 

evaluating the hybrid NLP–ML classification framework. 

 

2.1 Source 

Three major global sanctions lists were used as the authoritative dataset from which sanctioned entity 

names and aliases were extracted: 

1. OFAC – Specially Designated Nationals (SDN) List 

• Format: CSV 

• Content: sanctioned individuals, organisations, known aliases, and transliteration variants. 

• Link: https://www.treasury.gov/ofac/downloads/sdn.csv 

2. United Nations Consolidated Sanctions List 

• Format: XML 

• Content: individuals and entities with multiple name components (first/middle/family names) 

and structured aliases. 

• Link: https://scsanctions.un.org/resources/xml/en/consolidated.xml 

3. European Union (EU) Sanctions List 

• Format: CSV 

• Content: consolidated list of sanctioned persons, groups, and entities, including alternative 

spellings. 

https://www.treasury.gov/ofac/downloads/sdn.csv
https://scsanctions.un.org/resources/xml/en/consolidated.xml
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• Link: 

https://webgate.ec.europa.eu/fsd/fsf/public/files/csvFullSanctionsList_1_1/content?token=dG 

9rZW4tMjAxNw 

 

Watchlist Cleaning & Integration 

Using Python preprocessing scripts, the following steps were performed: 

• Parsing XML and CSV structures 

• Extracting primary names and alias names 

• Normalising unicode characters for multilingual consistency 

• Removing duplicates, blanks, and non-name artefacts 

• Combining all three sources into a single master sanctions database 

This consolidated watchlist served as the reference list for generating meaningful name-pair 

combinations. 

 

 

2.2 Synthetic Customer Dataset 

 
A synthetic customer dataset was generated programmatically to avoid the use of real customer 

information and ensure full compliance with privacy and ethical requirements. The Faker Python 

library was used to create artificial customer profiles that resemble realistic naming and demographic 

patterns. 

 

Data Fields Generated 

Each synthetic customer record included: 

 

• CustomerName 

• Country 

• DateOfBirth 

• Address 

 

These fields were generated automatically using Faker, ensuring diversity and realism without 

exposing any personal data. 

 

Injection of Sanctioned Names (2%) 

To create a small number of true match cases: 

https://webgate.ec.europa.eu/fsd/fsf/public/files/csvFullSanctionsList_1_1/content?token=dG9rZW4tMjAxNw
https://webgate.ec.europa.eu/fsd/fsf/public/files/csvFullSanctionsList_1_1/content?token=dG9rZW4tMjAxNw
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• 2% of customer names were randomly replaced with names sampled from the combined 

sanctions dataset. 

• The remaining 98% were fully synthetic Faker-generated names. 

 

This helped maintain a controlled balance of match and non-match labels for later model training 

 

 

 
Figure 7: Synthetic data 

 

2.3 Formatting, Cleaning and Standardisation 

 
All preprocessing steps in this project were executed programmatically inside the Jupyter Notebook to 

ensure consistency, reproducibility, and the absence of manual intervention. Both the sanctions dataset 

and the synthetic customer dataset were passed through a uniform cleaning workflow. 

 

Automated Cleaning Procedures 

• Basic Normalisation 

Lowercasing and Unicode stripping were applied to create consistent clean-name fields across 

datasets. 
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2.4 Combined Name-Pair Dataset Construction 

After the sanctions dataset and synthetic customer dataset were cleaned and standardised, a combined 

name-pair dataset was created. This dataset forms the input for all subsequent similarity computations 

and machine-learning models. 

Pair Generation Process 

The following steps were performed programmatically in Jupyter Notebook: 

• Matched pairs (Label = 1) were created by pairing synthetic customer names with 

randomly sampled sanctioned names 

• Non-matched pairs (Label = 0) were created by pairing the same customer names 

with different randomly selected sanctioned names. 

 

 

Figure 8: Programmatic Construction of Labeled Customer–Sanctions Name Pairs 

 

 

3 Feature Engineering Setup 
This section describes how similarity features were generated for each customer–sanction name pair 

after the combined labelled dataset (Section 2.4) was prepared. All steps were executed inside Jupyter 

Notebook. 
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3.1 Fuzzy Similarity Feature Generation. 

 
Run the notebook cell that produces fuzzy string similarity scores for each name pair using rapidfuzz. 

The following features are created: 

 

• TokenSetRatio 

• PartialRatio 

 

These values quantify the surface-level similarity between the two names in each pair. 

 

3.2 SBERT Semantic Similarity 

 
Load the Sentence-BERT model (all-MiniLM-L6-v2) in the notebook and execute the encoding cell 

to generate semantic embeddings for: 

 

• CustomerName 

• SanctionName 

 

Cosine similarity is computed using the SentenceTransformers util.cos_sim function. 

 

Figure 9: Computing Name Similarities 

 

 

 

 

3.3 Final Feature Dataset 

 

Once all similarity scores are computed, the following DataFrame is created: 

 

Figure 10: Final DataFrame 
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4 Model Training Setup 

This section outlines the steps required to train the machine-learning models after the feature dataset 

is prepared. 

 

4.1 Train Test Split 

Run the cell that divides the feature dataset into training and testing sets: 
 

 
Figure 11: Splitting the data for training 

 

4.2 Training the Models 

 
Execute the model-training cells for: 

 

• Random Forest 

• XGBoost 

• SVM (RBF kernel) 

 

 
Figure 12: Model training 

 

4.3 Hyperparameter Tuning 

Run the GridSearchCV blocks to perform tuning for each model 
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Figure 13: Hyperparameter Tuning 

 

4.4 Metrics 

Some of the measures of performance that led to model behaviour were: 

• Accuracy to define the accuracy of predicted matches. 

• Recall to help capture true sanctioned entities. 

• F1-score to balance recall and precision. 

• ROC-AUC measure of discriminative ability. 

 

 

 

5. Evaluation Setup 

After model training, run the notebook cells that compute: 

• classification metrics 

• ROC curves 

• confusion matrices 

These commands evaluate model performance on the test set. 



11  

References 

 
Gandhi, H., Tandon, K., Gite, S., Pradhan, B., & Alamri, A. (2024). Navigating the 

complexity of money laundering: anti–money laundering advancements with AI/ML 

insights. International Journal on Smart Sensing and Intelligent Systems, (1). 

https://sciendo.com/pdf/10.2478/ijssis-2024-0024 

Kalusivalingam, A.K., Sharma, A., Patel, N. & Singh, V., (2022). Enhancing corporate 

governance and compliance through AI: Implementing natural language processing 

and machine learning algorithms. International Journal of AI and ML, 3(9). 

https://cognitivecomputingjournal.com/index.php/IJAIML-V1/article/view/73 

Kute, D.V., Pradhan, B., Shukla, N. & Alamri, A., (2021). Deep Learning and Explainable 

Artificial Intelligence Techniques Applied to Detecting Money Laundering: A Critical 

Review. IEEE Access, 9, pp.82300-82317. 

https://ieeexplore.ieee.org/iel7/6287639/9312710/09446887.pdf 

Pettersson Ruiz, E. & Angelis, J. (2022). Combating money laundering with machine 

learning–applicability of supervised-learning algorithms at cryptocurrency 

exchanges. Journal of Money Laundering Control, 25(4), pp.766-778. 

https://www.emerald.com/insight/content/doi/10.1108/jmlc-09-2021-0106/full/pdf 

https://sciendo.com/pdf/10.2478/ijssis-2024-0024
https://cognitivecomputingjournal.com/index.php/IJAIML-V1/article/view/73
https://ieeexplore.ieee.org/iel7/6287639/9312710/09446887.pdf
https://www.emerald.com/insight/content/doi/10.1108/jmlc-09-2021-0106/full/pdf

