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1.Connecting a Colab session to Google Drive for file
access

Step 1 : Launching the colab environment ( navigating to google colab website)
Step 2: Sign in into the google account

Step 3:uploading the ipynb file /notebook

Step 4: Enabling the GPU Acceleration ( in this change the runtime)

Step 5 : change the hardware accelerator to T4 GPU

Do the above steps and SAVE the selection and the google colab session is set

AL FRAUD DETECTION Open notebook
Examples >
Recent >
Google Drive >

GitHub >

o
Ypload >
AL proble

or drag a file here

2. Starting the session

Step 1: open the google colab session
Step 2:Sign in to your Gmail
Step 3:start a new note book



Step 4 : Activate the GPU acceleration
Step 5:Create a folder on the website
1. Upload the file into the colab

Change runtime type

Runtime type

Python 3

Hardware accelerator @

O cru @ moocru (O L4GPU

O we11PU () v5e-1TPU

High RAM

Runtime version @

Latest (recommended) ~

Cancel Save

3.Data import

Step 1: Mount to the drive ( change the path)
than traditional IF/LOF/AE.

° 1 from google.colab import drive

2 drive.mount('/content/drive")

e Mounted at /content/drive



Step 2:Load the data into the note book (ieee_cis_combined.parquet)

print("\n" + * 80)
print("SECTION 1: DATA LOADING")
print("=" * 80)

df pd.read_parquet("/content/drive/MyDr /RahulFraudData i bined|. parquet™)
train_df = df[df[ isFraud’].notna()].copy()

# Remove duplicate columns
cols_to_drop = [c for c in train_df.columns if c.startswith('id-")]
train_df = train_df.drop(columns=cols_to_drop, errors="ignore")

n_fraud = train_df['i aud'].sum()

n_total = len(train_df)
print(f"Done: {n_total:,} rows, {n_fraud/n_total*1ee:.2f fraud ({int(n_fraud):,} ca

SECTION

Done: 590,540 rows, 3.50% fraud (20,663 cases)

3. Final Result

SECTION 14: SUPERVISED MODELS

>

print("
print(

# Apply
if SMOTE_AVAILABLE:

print(“Apply ")

smote = SMOTE(random_state=42, sampling_strategy=0.5)

X_train_sm, y_train_sm = smote.fit_resample(X_train, y_train)

print(f"Aft SMOTE: {len(X_train_sm):,} sa _train_sm.mean()*100:.1f}% frau
else:

©WNOOV A WN R

X_train_sm, y_train_sm = X_train, y_train

# Random Forest
print("\n[1/3] Ranc F ..
rf = RandomForestClassifier(

n_estimators=300,

max_depth=20,

min_samples_leaf=10,

class_weight="balance

n_jobs=-1,

random_state=42
)
rf.fit(X_train_sm, y_train_sm)
rf_val_proba = rf.predict_proba(X_val)[:, 1]
rf_test_proba = rf.predict_proba(X_test)[:, 1]
rf_pr_auc = average_precision_score(y_val, rf_val_proba)
print(f"RF PR-AUC: {rf_pr_auc:.4f}")

# XG st
if XGB_AVAILABLE:
print("\n[2/3




SECTION 13: OPTIMIZED UNSUPERVISED COMBINATION

o print("\n" + * 80)
print(" 1 (o] D UNSUPERVISED COMBINATION")
print("

3 to [0, 1]
normalize_scores(scores):
scores = np.array(scores)
min_s, max_s = scores.min(), scores.max()
if max_s - min_s > @:
return (scores - min_s) / (max_s - min_s)
return scores

graph_val_norm normalize_scores(graph_score_val)
entity_val_norm = normalize_scores(entity_score_val)
if_val_norm = normalize_scores(if_ensemble_val)

graph_test_norm = normalize_scores(graph_score_test)
entity_test_norm = normalize_scores(entity_score_test)
if_test_norm = normalize_scores(if_ensemble_test)

print("F
best_unsup_prauc
best_unsup_weights = (.33, 0.33, 0.34)

for w_graph in np.arange(@.1, 0.8, 0.1
for w_entity in np.arange(@.1, ©.8 - w_graph, ©.1):
w_if = 1.0 - w_graph - w_entity
if w_if < 0.85:
continue

combined = w_graph * graph_val_norm + w_entity * entity_val_norm + w_if * if_val_norm
pr_auc = average_precision_score(y_val, combined)

if pr_auc > best_unsup_prauc:
best_unsup_prauc = pr_auc
w_unsup, w_rf, w_xgb, w_lgb = best_final_weights
print(f"Best: Unsup={w_unsup:.2f}, RF={w_rf:.2f}, {w_: 25 LGB={w_1gb:.

final_val = (w_unsup * unsup_val +
w_rf * rf_val_norm +
w_xgb * xgb_val_norm +
w_1lgb * 1gb_val_norm)

final_test = (w_unsup * unsup_test +
w_rf * rf_test_norm +
w_xgb * xgb_test_norm +
w_1lgb * 1gb_test_norm)

# Find optimal threshold

precisions, recalls, thresholds = precision_recall_curve(y_val, final_val)
fl_scores = 2 * precisions * recalls / (precisions + recalls + 1le-8)
f2_scores = 5 * precisions * recalls / (4 * precisions + recalls + 1le-8)
best_threshold = thresholds[np.argmax(f2_scores[:-1])]

print(f"Optimal threshold (F2): {best_threshold:.4f}")

SECTION 14: FINAL ENSEMBLE OPTIMIZATION

Finding optimal ensemble weights.

(Minimum 3% unsupervised contribution)
Best: Unsup=0.30, RF=0.10, XGB=0.40, LGB=0
Optimal threshold (F2): ©.2238




S 16: MODEL COMPARISON

FINAL ENSEMBLE
Combined Unsupervised Unsupervised ©.157829
Graph Score Unsupervised ©.138282
Entity Risk Score Unsupervised ©.156937
IF Ensemble (graph) Unsupervised ©.112227
Random Forest Supervised ©.522859
XGBoost  Supervised ©.543408
LightGBM Supervised ©.541102

Saved: final_model_comparison.csv

Figure 3: Unsupervised Component PR-AUC Comparison
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Figure 5: Confusion Matrix on Test Set (n = 50,067)

Figure 7: Component Contribution Analysis
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