
 

 

Configuration Manual 

 
 

 

 

 

 

 

 

 

 

 

 

 

Configuration Manual 
 

 

 

 

 

MSc Research Project 
 

APPLICATION OF NATURAL LANGUAGE 

PROCESSING FOR FAKE JOB POSTING DETECTION 

 
 

 

 

Vaishnavi Gadikota  
 

Student ID: 23393777 
 

 

 

School of Computing 
 

National College of Ireland 

                     

                               Supervisor:  Arjun chikkankod 



 

 

Configuration Manual 

 

 

National College of Ireland 

 

MSc Project Submission Sheet 

 

School of Computing 

 

Student Name: 

 

…Vaishnavi Gadikota…. ………………………………… 

 

Student ID: 

 

…23393777………………………………………………………….…… 

 

Programme: 

 

MSc Data Analytics …………………………… 

 

Year: 

 

…2025-2026… 

 

Module: 

 

…Research practicum 2……………………………………………… 

 

Lecturer: 

 

…Arjun chikkankod…………………………… 

Submission 

Due Date: 

 

…11/12/2025……………………………………………………………………………

………………………….……… 

 

Project Title: 

APPLICATION OF NATURAL LANGUAGE PROCESSING FOR FAKE JOB 

POSTING DETECTION 

 

…………………………………………………………………………………………

……………….……… 

Word Count:  

……………………………………… Page Count: 10………………… 

 

I hereby certify that the information contained in this (my submission) is information pertaining to research I 

conducted for this project.  All information other than my own contribution will be fully referenced and listed in 

the relevant bibliography section at the rear of the project. 

ALL internet material must be referenced in the bibliography section.  Students are required to use the Referencing 

Standard specified in the report template.  To use other author's written or electronic work is illegal (plagiarism) 

and may result in disciplinary action. 

 

Signature: 

 

………vaishnavi gadikota 

……………………………………………………………………… 

 

Date: 

 

……11/12/2025……………………………………………………………………

…………………………………… 

 

 

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST 

 

Attach a completed copy of this sheet to each project (including multiple copies) □ 

Attach a Moodle submission receipt of the online project submission, to each project 

(including multiple copies). 

□ 

You must ensure that you retain a HARD COPY of the project, both for your own 

reference and in case a project is lost or mislaid.  It is not sufficient to keep a copy on 

computer.   

□ 

 

 



 

 

Configuration Manual 

 

Assignments that are submitted to the Programme Coordinator Office must be placed into the assignment box 

located outside the office. 

 

Office Use Only 

Signature:  

Date:  

Penalty Applied (if applicable):  



 

 

Configuration Manual 

1 
 

 

 

 

Configuration Manual 
 

Vaishnavi Gadikota 

Student ID: 23393777 
 

 

1 Section 1 
 

The importance of fake job posting detection has been growing as online recruitment websites 

receive more fraud adverts that take advantage of job seekers by using vague descriptions and 

lack of company information (Goud and Reddy, 2025). In this research, Natural Language 

Processing and machine learning are used to find a solution to this problem in the Kaggle 

dataset named Real or Fake Job Posting that has 17,880 listings (Bansal, 2020). The research 

takes the shape of a structured NLP pipeline including preprocessing, TF-IDF feature 

engineering and model evaluation. Four major models are used, including Logistic Regression, 

Naive Bayes, XGBoost, and LSTM, to compare the performance, detect linguistic features of 

a lie, and design a robust classification model to promote trust in online job markets. 

 

2 Section 2 
 

Hardware 

● Storage capacity: 10GB-free (dataset, Python environment, model weights). 

● CPU: Current multi-core processor (at least 4 cores are required). 

● RAM: 16GB or 8GB is acceptable but 16GB is preferable. 

Operating System 

● Linux (Ubuntu), MacOS or Windows 10/11. 

● The notebook will be authored in Google Colab and can be transported to any setting 

with an equal number of requirements. 

3 Section 3 
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Libraries 

 
Figure 1: Importing key libraries 

 

● File name: fake_job_postings.csv (50.06 MB) 

● Kaggle (2020). Real / Fake Job Posting Prediction. [online] Kaggle.com. Available at: 

https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-

prediction/data  

● Separator: Comma-separated values (CSV). 

Data loading and checking  

https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-prediction/data
https://www.kaggle.com/datasets/shivamb/real-or-fake-fake-jobposting-prediction/data
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Figure 2: Loading and checking of the dataset 

 

● Displayed the first and last five rows of the data to graphically examine the data 

structure, missing data, and the column format. 

● Examined dataset statistics with df.info(), which determines the types of data, non-

NULLs and the total number of entries in all columns. 
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● Removed the job -id column since it was not a predictor to model training but it was 

just an identifier. 

 

Data Quality checking 
 

 

 

Figure 3: Data Quality checking 

 

● Computed the total number of null values per column to find out which features needed 

to be cleaned or deleted. 

● Dropped columns salary_range, department, and benefits, because they contained 

extremely high missing values and contributed little to prediction. 

● Replaced missing values in categorical columns such as company_profile, description, 

requirements, employment_type, required_experience, required_education, industry, 

function, and location with the placeholder "Unknown". 

● Retested values that were absent to ensure that all the null values were filled or deleted. 
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● Uniqueness of rows was ensured by dropping duplicate rows so that there is no model 

bias due to job adverts being repeated. 

● Final dataset upon cleaning, with the row and column numbers updated to indicate 

successful preprocessing. 

 

Text based preprocessing using NLP 
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Figure 4: Text based preprocessing using NLP 

● Implemented NLP cleaning in text_preprocessing.py using functions 

normalize_and_clean(), tokenize_remove_stop_lemm(), and preprocess_doc(). 

● Removed HTML, URLs, punctuation, stopwords, and applied lemmatization. 

● Used build_vocab_and_filter() for rare-word filtering (min_freq=5). 

● Processed text columns (title, company_profile, description, requirements) and 

generated cleaned versions for model input. 

Feature engineering, data splitting and balancing 

 
Figure 5: Feature engineering, data splitting and balancing 

● In feature engineering.py, use Tfidfvectorizer() on description clean. 

● Split dataset using train_test_split(). 

● Balanced classes with SMOTE using sm.fit_resample(), with an equal sample of fraud 

and non-fraud to model. 

Implementation of Models 

XGBoost classifier 

 

 

Figure 6: Performance of XGBoost 
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Logistic Regression 

 

 

Figure 7: Performance of Logistic Regression  

Naive Bayes 

 

 

Figure 8: Performance of Naive Bayes 
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LSTM 

 

 

Figure 9: Performance of LSTM 

This has been same for all the machine learning models from figure 6 to 9: 

● Formulation of each classification model resulted in performance based on TF-IDF or 

sequence input and achieved performance metrics using the Scikit-learn 

Classification_report() and Metrics functions: Accuracy, Precision, Recall, F1-score 

and ROC-AUC scores. 

● To visualise how well each of the classification models performed in terms of correct 

versus incorrect predictions, confusion matrices were created for each model using 

confusion_matrix() from Scikit-learn and visualised using Matplotlib. 

● Comparative performance of the different classification models was tabulated along 

with a final ranking order based on Recall, Precision, F1-score, ROC-AUC. 

Flask implementation for real-world fake job deployment 
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Figure 10: Flask-based web application  

● Created using Flask, a Python micro framework, to deploy the application on the web. 

● Using pickle/joblib, the model and preprocessing pipeline were saved and were 

imported in the web application for real-time predictions. 

● Designed using HTML, CSS and Bootstrap in the main folder of Flask. Backend 

prediction interface is served using the Flask routing decorator @app.route('/', 

methods=['GET','POST']). 

● Predicted output (Fake/Real) is shown along with its probability on the application's 

front-end interface. 

● Dynamic threshold adjustment has been added to the application through user supplied 

HTML form input. 

● Locally hosted using the development server of Flask for testing of its actual use to 

detect fake and real websites. 
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