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The configuration manual provides a detailed guide to replicate the Automated Risk
Assessment Tool for SMEs project which is a user-friendly application to conduct self-
assessments and generate risk registers with custom mitigations, visualization dashboard.
This document contains details on the tools, structure and working setup to execute this
project from the start.

1. System Requirements
e Operating System: Windows 11 was used for this project but can be implemented
in Linux, MacOS and Windows.
e Hardware: Minimal specifications with 4GB RAM for database functions and
connecting to the local server.
e Internet: Critical for the HTML application to connect with the server and run
throughout the process.

2. Application Setup
Python was used to develop the project for HTML page routing and database processing,
running the application in a virtual environment with Flask installed (pip install flask).
This library is critical for SQL, OS and HTML functions to be integrated in the code. The
code is executed to run through python and the risk assessment tool is accessed in the web
browser (http://127.0.0.1/5000/) with the database and HTML, CSS files stored in the
current working directory. Open-source libraries like Chart.js (heatmaps, bar charts),
html2canvas (downloadable export to PNG) and Sheet]S (downloadable export to XLSX)
are incorporated in the code. Application versions used for implementation:

e HTMLS

e (SS3

e Python 3.12.7

e SQLite 3.13.1

e Kleopatra GPG 3.3.0

3. Folder Structure

The python code and database are stored in the main directory with the static and
templates folder. The templates folder contains the main questionnaire page code as
website.html, the automated risk register as page2.html and the mitigation table,
visualization dashboard as page3.html. The static folder consists of the CSS style codes
associated with the 3 HTML pages. The directory (os.chdir) would have to be modified to
the local path for implementation.


http://127.0.0.1/5000/

RISK ASSESSMENT TOOL

I

[ Main Directory ]

Database ] TEMPLATES | [ sTATIC
Risk_Assessment.db Tool.py FOLDER ) i FOLDER
X Y
HTML Codes CS8 Codes
1 | Website_himi 1 | Style.css
2 | Page2.html 2 | Style2.css
3 | Page3.html 3 | Styled.css

4. Database Setup

SQLite was utilised to create the tables within the Risk Assessment database. Tables
such as questions and risk score contain a fixed number of rows with prepared details,
supporting the responses and risk register calculations. Providing an entry through the
application will populate a response in the risk register and responses table.

a) CREATE TABLE guestions [guestion_id INTEGER PRIMARY KEY, question_number
TEXT, risk_category TEXT, risk_description TEXT);

b) CREATE TABLE responses (response_id INTEGER PRIMARY KEY AUTOINCREMENT,
company_name TEXT, industry TEXT, g1 TEXT, q2 TEXT, g3 TEXT, g4 TEXT, g5 TEXT,
g6 TEXT, g7 TEXT, g8 TEXT, g9 TEXT, gl0 TEXT, g11 TEXT, q12 TEXT, q13 TEXT, ql4
TEXT, ql5 TEXT, ql6 TEXT, ql7 TEXT, gl8& TEXT, gl1S TEXT, g20 TEXT,
submission_date DATETIME DEFAULT CURRENT TIMESTAME);

c] CREATE TABLE risk_score (score_id INTEGER PRIMARY KEY AUTOINCREMENT,
guestion_number TEXT, response TEXT, answer TEXT, likelihood INTEGER, impact
INTEGER, mitigation TEXT, duration TEXT);

d) CREATE TABLE risk_register (risk_id INTEGER PRIMARY KEY AUTOINCREMENT,
guestion_number TEXT NOT NULL, risk_category TEXT, risk_description TEXT,
answer TEXT, likelihood TEXT, impact TEXT, risk_score INTEGER, severity TEXT,
mitigation TEXT, duration TEXT, company _name TEXT, id INTEGER,
submission_date DATETIME DEFAULT CURRENT TIMESTAMP, selected strategy
TEXT DEFAULT ", residual severity TEXT DEFAULT ", residual score INTEGER
DEFAULT O);

e) CREATE TABLE residual_risk [residual_id INTEGER PRIMARY KEY, question_number
TEXT, response TEXT, risk_score INTEGER, accept INTEGER, avoid INTEGER,
terminate INTEGER, transfer_risk INTEGER);

5. Application Testing

Setting up all the listed details will prepare the python code for a successful execution.
Data entries can be tested to check the workflow, button functionality and validate the
accuracy of the risk assessment.



