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Abstract

Small and Medium Enterprises (SMEs) make up 99% of European businesses fa-
cing cybersecurity risks due to limited resources. 46% of data breaches target SMEs
with phishing and ransomware attacks. Risk assessments can strengthen security
posture of the company but can be challenging to implement due to complexity
of global frameworks such as NIST CSF and ISO 27001 and manual errors. The
proposed solution includes the development of an automated open-source risk as-
sessment tool for SMEs with Python, HTML, CSS and MySQL. The tool consists of
a 20-question qualitative questionnaire aligned by NIST, OWASP Top 10 and EN-
ISA standards, automating a risk scoring methodology and generating a dynamic
risk register with customised mitigation solutions and residual risk calculations. A
dashboard is created with visualizations like heat maps and bar charts presenting
key security metrics for easy decision-making. The tool was able to achieve 85% of
threat coverage along with improvements highlighted in reducing the residual risk
enhancing the security posture of the organization, supporting the usability and
scalability of applications to SMEs. Limitations include the lack of quantitative
or hybrid scoring models. Future work includes incorporation of Al in the tool for
real-time monitoring and updated threat databases.

Keywords: Risk Assessment, Risk Register, SME Cybersecurity, Residual Risk,
Mitigations, Visualizations, NIST

1 Introduction

1.1 Background

Small and Medium Enterprises (SMEs) are the backbone of today’s economy globally and
represent around 99% of organizations in Europe specifically employing over 88 million
people and contributing to the economic growth (estimated at € 5.4 trillion in 2024).
While being critical to businesses worldwide, SMEs are primary targets to cybersecurity
threats due to increased vulnerabilities such as technical expertise, security personnel,
financial and resource constraints (Katsinis et al.; 2024).

Cyber criminals target these companies for exploitation through gaps in implemented
security measures compared to already secure and established systems. As per recent
statistics analysing cyber incidents, 46% of data breaches impact small businesses with
lesser than 1,000 employees. ENISA (European Union Agency for Cybersecurity) re-
ported that over 90% of European SMEs confirmed that a cyber attack would severely
impact their operations. These organizations rely on online services but may not have



strong defences in place against threats like malware and phishing thus leading to most
likely face a cyber threat within a year of administration (Rahman et al.; 2024]).

Risk Assessment is a systematic process of identifying, prioritising and evaluating
risks from potential cyber threats and vulnerabilities in an organization’s processes, net-
works, operations, assets and information systems. The likelihood of occurrence and the
potential impact of risk on the business is evaluated determining mitigation solutions (to
reduce the risks) through security protocols based on the severity level (Sanchez-Garcia
et al.; 2022). For SMEs, risk management is critical in understanding the company’s
security posture increasing cyber resilience and strategic decision-making while reducing
the chances of facing operational disruption, data, financial and reputational loss. Ex-
isting cybersecurity frameworks like NIST CSF 2.0 (National Institute of Standards and
Technology Cybersecurity Framework) and ISO 31000/27001 (International Standard of
Information Security Management) provides extensive guidelines which are more suitable
for larger organizations to implement with access to resources. NIST CSF highlights its
6 phases in the risk management process i.e., Govern, Identify, Protect, Detect, Respond
and Recover to manage risks, perform active monitoring and prepare incident response
plans leaving SMEs to prioritise tasks and use templates based on their business. These
frameworks can be complex, expensive and time-consuming leaving SMEs to conduct
manual risk assessments which are error prone. Automated GRC tools available in the
market provide advanced features such as real-time threat detection, compliance checks
with GDPR, NIS2, etc reducing manual efforts. In most cases, many conditions/clauses
aren’t applied for the risk management process due to limited departments and processes
in place leading to inconsistencies in the risk findings [El-Hajj and Mirza| (2024)).

My motivation for the project arises from the disadvantages faced by SMEs having
minimal resources in conducting risk assessments and utilising available automated GRC
tools. Challenges like scalability and limited threat coverage (focusing on vulnerabilities
specific to SMEs) are addressed to make the proposed tool time and cost-effective, user-
friendly and easy to understand.

1.2 Research Question (RQ)

Based on the identified gaps and limitations in existing risk management frameworks,
the development of an automated risk assessment tool using Python, HTML, CSS and
SQLite is explored. The following research question targets key gaps in threat coverage,
automation, and scalability:

RQ: How can a python-based automated cybersecurity risk assessment tool
be implemented to integrate a risk register, custom mitigation strategies and a
visualization dashboard while addressing gaps in threat coverage, automation
and scalability in existing SME frameworks?

e How can a questionnaire integrated in the risk assessment tool be developed in
Python and HTML to identify weaknesses using SME-specific risks from NIST
CSF, OWASP Top 10 and ENISA?

e How can qualitative risk-scoring be implemented in Python to calculate the likeli-
hood, impact, severity level and residual risk?



e How can a risk register with custom mitigations be automated to reduce manual
errors and improve risk tracking?

e How can a scalable and user-friendly dashboard be created to visualize the risk
percentage and security posture for strategic decision-making?

1.3 Research Objectives (RO)

To answer the research question, the below objectives were identified:

e Development of an automated risk assessment tool incorporating a questionnaire
with 20 questions for SMEs to identify vulnerabilities specific to the sector, taken
from industry standards such as NIST CSF, OWASP Top 10 (Open Worldwide Ap-
plication Security Project) and ENISA (European Union Agency for Cybersecurity)
threat landscapes.

e Design a qualitative risk-scoring methodology to calculate the risk score based on
the likelihood and impact by prioritising the risk category and gets the residual risk
after mitigation.

e Automation of the risk register and customised mitigation strategies to reduce
manual errors and support decision-making and convenient tracking of progress.

e Create a user-friendly and scalable dashboard to visualize the risk posture of the
SME ensuring the threat database can be modified.

The tool will be evaluated based on the tool’s effectiveness, usability and accuracy
through simulated testing while being compared to the time taken to complete a manual
risk assessment with the same process.

1.4 Limitations

Qualitative risk scoring can be limitation in the paper due to its subjective nature in
the methodology implemented specifically for SMEs relying on the user’s inputs. The
results can vary when compared to quantitative methods and aren’t suitable for larger
organizations. The proposed framework also assumes basic digital access and knowledge
among users with customisations needed for specific industries like healthcare and finance.

1.5 Summary of Remaining Sections

The report structure is listed below: Section 2 contains the Literature Review summariz-
ing existing research on SME risk management and identifying gaps. Section 3 discusses
the Research Methodology and section 4 details the Implementation presenting the pro-
posed solution, tools/languages used and ethical considerations. Section 5 specifies the
Design Specifications and section 6 contains the Evaluation covering the results, limita-
tions and evaluation criteria. The paper is then followed by the Conclusion, Discussion
and future research.



2 Literature Review

2.1 Challenges faced in SMEs

Small and medium enterprises (SMEs) face many security challenges due to limited re-
sources, lack of technical expertise and increasing threat surfaces. Most companies are
ignorant to recent attacks and their vulnerabilities, thus investing lesser into incident
management. Ransomware and phishing attacks contribute to a significant number of
breaches targeting SMEs, observed from evidence in risk assessments (Alahmari and
Duncan; [2021). SMEs in the UK have limited cyber awareness, financial constraints and
prioritise their newly administered business, thus investing less in implementing security
measures (Rawindaran et al.; 2023). Due to all the listed limitations and the increas-
ing rate of threats causing operational disruption, SMEs prefer utilising automated tools
to reduce manual errors through self-assessments (Sanchez-Garcia et al.; 2022). Even
with policies in place, many organizations experience regulatory and cultural differences
without automated evaluation tools. Saudi Arabia SMEs encountered similar issues as
other SMEs i.e.; limited employees and financial resources, lack of awareness in security
processes when surveyed by non-governmental organizations (Hassan et al.; 2022]).

SMEs in the Kumasi metropolis emphasize on risk identification through interviews
and discussions, workshops, questionnaires and benchmarking with qualitative risk ana-
lysis being crucial (Arthur et al.; 2025). (El-Hajj and Mirza; 2024) utilise quantitative
methodologies to analyse remediation from risk analysis responses. Limitations include
locations having specific data. SMEs are vulnerable targets facing financial breachers of
around 200,000 USD, severe operational disruptions and reputational damage. Common
threats are categorized by priority but requires validation by quantitative tools as SMEs
are unique with different methodologies and processes. These organizations need cus-
tomised approaches based on their resources, awareness and competence (Shojaifar and
Jarvinen; 2021)). Risk classification supports a diverse assessment with mitigations that
can be customised. SMEs can experience difficulties in complying to regulatory standards
like GDPR due to limited resources, thus resulting in the development of a user-friendly
risk assessment tool for Irish SMEs (Curtin et al.j 2024).

This section highlights the criticality of evolving threats, rising cyber attacks and the
difficulty faced by SMEs to stay updated due to their limitations, leading organizations
to rely on manual processes with a slower recovery time.

2.2 Security Frameworks and Standards

NIST Cybersecurity Framework (CSF), ISO 27001, OWASP Top 10 and ENISA Threat
Landscape are some of the critically used global standards for guidelines on SME risk man-
agement highlighting on information security management system processes (ISMS) and
gaps like endpoint security. But these frameworks can be complex to implement for SMEs
and are suitable for larger organizations (AL-Dosari and Fetais; [2023). While standards
like NIST provide detailed step-by-step guidance for conducting risk assessments, it may
not be practical in supporting gaps, testing out with resource and knowledge constraints
(Alharbi et al.f 2021)). The frameworks can focus on policy implementation without access
to GRC applications. ISO 31000 contains details on SME risks simplifying the processes
for different SME organizations (Pacaiova et al.; 2018). NIST and ENISA require SMEs
to adapt to their methodology posing as a critical challenge among others. GRC frame-
works like RUBiQ) align with South African standards (King IIT) and SMEs by analysing
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the difficulties faced in the processes, organization and technology (Abdullah; [2019).

2.3 Existing Risk Management Tools for SMEs

SMEs prefer using automated applications like the Cyber Resilience Self-Assessment Tool
(CR-SAT) for self-evaluation of their risk management process which could validate and
analyse the organization’s cyber resilience. Cyber Resilience Operationalization Frame-
work (CR-OF) proposed by (Carias et al.; |2020) which executes resilience regularly by
assessing the risk and prioritising remediation. Tools can provide recommendations based
on the questionnaires without dynamic scoring for a simple risk assessment. A threat-
based approach can integrate real-time monitoring with updates made to the threat
database, modified according to the SME prioritising risks. The shared cyber threat
intelligence (CTI) can identify and process the risk data and provide recommendations
based on the context. Customisation reduces bias and is convenient for SMEs to mitigate
threats but increases the reliability on the logic (Van Haastrecht et al.; 2021). While
threat incorporation may be a challenge to implement, (Shojaifar and Fricker; 2020) pro-
pose CYSEC which is also a self-assessment tool evaluated based on usability, regular
user feedback and continuous improvement. This tool can improve the utilisation but
doesn’t contain automation of mitigation strategies. Risk assessments done manually
can differ massively but may lack in threat coverage. An automated tool was created
for Irish SMEs analysing existing GRC tools across countries to ensure the form to
be user-friendly and inclusive of critical threats (Curtin et al. 2024). A security risk
metamodel proposed by (Ponsard; 2024)) that checks secure DevOps, also maps threats
based on testing available tools. (Benz and Chatterjee; 2020) proposed a cybersecurity
evaluation tool (CET) that utilises a questionnaire based on a NIST survey for self-
evaluation with recommendations supporting leadership without dynamic dashboards. A
framework created by (El-Hajj and Mirzaj; 2024) categorizes threats by their criticality
in their user-friendly tool for SMEs but requires quantitative validation taken from NIST
CSF. (Rahman et al.; 2024) also develops a CET for a self-assessment but lacks in visu-
alizations and customisations. (Sanchez-Garcia et al.; [2022)) highlights a limitation with
existing tools prioritizing risks but unavailable to provide quantitative feedback for SMEs.
This section presents the limitations identified from different proposed frameworks like
scalability across organizations, limited threat coverage and lack of real-time monitoring.
These applications support decision-making of SMEs depending on the organizations to
complete the self-assessments.

2.4 Risk Scoring, Register and Mitigation Strategies

Risk prioritisation was implemented using analytic hierarchy process (AHP) to calculate
the score based on the defined criteria and a qualitative comparison analysis to reduce
partiality (Igor; 2023). The risk is categorized into hierarchical levels depending on the
criticality and complexity. The risk mitigation framework discussed by (Turgay et al.;
2023)) covers a detailed step-by-step guide on the different mitigation strategies like accept,
avoid, mitigate/terminate and transfer. Remediation solutions are critical to be updated
regularly along with threat databases to protect SMEs against evolving cyber attacks.
(Rahman et al.; [2024)) also discusses the 4 mitigation strategies with progress tracked in
the risk register. Risk management frameworks for SMEs researched by (AL-Dosari and
Fetais; 2023)) contain risk assessments being regularly conducted with mitigation treat-



ment processes. Progress is tracked as part of the risk register like maintaining logs of
assets, process and personnel changes, threats and vulnerabilities. Risk management is
supported by global guidelines like ISO 27005 which can be complex to implement for
SMEs, while NIST covers details on specific phases like risk identification, assessment,
response and monitoring. A hybrid approach was implemented by (Sanchez-Garcia et al.;
2022)) for SMEs combining NIST and Operationally Critical Threat, Asset, and Vulner-
ability Evaluation (OCTAVE) frameworks for a simple execution with an efficient scoring
system and regular logging. IT GRC-based framework developed by (Yu et al.; 2013
integrates aspects for governance policies and strategies, risk management and CSA for
compliance against threats like insider attacks. This approach covers critical aspects in
risk management but can contain limited information on upcoming threats.

2.5 Visualization and Dashboards

(Rahman et al.; [2024)) discusses the importance of dashboards for analysing trends and
providing visualizations to present the severity of risks to support SME decision-making.
GRC tools like RUBiQ contain visualization aligned with King III standard by analysing
the challenges faced in the organization and processes. The tool is evaluated based on
the context within the country as part of the governance solution (Abdullah; 2019). The
Dynamic Adaptive Symbol System (DASS) improves cyber awareness with visualizations
based on the severity of the threat from the risk assessment. The dashboard developed
in python has an interactive interface instead of static values for threat detection and
filters (Macrino et al.; 2025)). A dashboard implemented by NLP processes tweets from X,
formerly known as Twitter real-time to classify incidents and visualize the results further.
The tweets are categorized between high /normal/no risk and is visualized in the form of
bar charts for the number of cyber attacks and data tables for details on tweets. The
dashboard was developed in Tableau with geographical visualizations, header panels and
filters for the location and attack (Lughbi et al.; 2024). BubbleNet is a dashboard created
by (McKenna et al.; 2016]) used to identify and summarise security patterns to visualize
threats for easy decision-making. With a similar interactive design, the dashboard is used
to detect patterns and provides generic feedback rather than a detailed risk assessment.
Visualization methods for cyber-physical security review include threat monitoring and
risk analysis in the dashboards (Cobilean et al.; 2023). The dashboard contains an in-
teractive heat map and vulnerability trend matrix highlighting the criticality of scalable
visualizations in cybersecurity. (Sanchez-Garcia et al.;2022) analyses the benefits of heat
maps in an interactive dashboard that enhances threat monitoring.

2.6 Literature Review Summary

Table displays the summary of research done across various sections supporting the
proposed methodology and implementation.

Author | Proposed Solu- | Limitations Published | Gaps identified
tion Date and addressed
in research




(El-Hajj | | Developed a | Requirement  of | 02/10/2024 | Tested with less
and risk assessment | quantitative valid- number of scen-
Mirzaj framework for | ation as the tool arios  with a
2024]) SMEs with a | uses a qualitative specific  industry
user-friendly tool. | analysis. or region. Critical
Common threats threats addressed
are categorised in the tool leaves
by criticality with out other risks
NIST and ISO that SMEs may
guidelines for the face, automated
tool. threat  detection

and updates.
(Sanchez- | Performed a map- | Existing tools util- | 28/12/2022 | Critical calcu-
Garcia, ping review of 35 | ise a qualitative lations like risk
et al.; | risk assessment | subjective scoring register and re-
2022) tools and created a | system and adhere sidual risks are
hybrid risk model | to global stand- not implemented
with the validated | ards like ISO and with risk scoring
variables.  Secur- | NIST preferrable done  minimally.
ity metrics were | to larger organiza- The proposed
identified with | tions. model  combines
each tool being both  qualitative
analysed. and quantitative
methods but can
be complex for
SMEs without

automations.
(Rahman| | Developed a | Metrics are | 02/10/2024 | Conditions are
et al | detailed risk as- | defined and static static during de-
2024) sessment tool | causing the tool velopment without

(AssessITS) com-
bining frameworks
like NIST, COBIT
and ISO 31000.
The framework
contains pro-
cedures, defined
evaluation metrics
to assign  risk
values accurately.

to be difficult in
updating evolving
threats and global
standards  being
integrated with a
clear context.

room to modify
data. Quantifying
risks may be chal-
lenging for some
categories as cases
can be subjective
and vary with
context.




attacks. The NLP
machine learning
algorithm cat-
egorizes the tweet
and displays the
data in maps and
charts.

threat coverage.

(Curtin || Developed a | Limited to a | 28/08/2024 | Some threats
et al.f | user-friendly risk | particular  loca- and  regulations
2024) assessment  tool | tion reduces the outside of Europe
for Irish SMEs | scalability and aren’t  addressed
based on analys- | accessibility of in the tool em-
ing GRC tools | the tool. Custom- phasizing on use
used  world-wide | ised remediations of automation, ac-
and SME feed- | aren’t explored in cessibility to any
back.  The tool | the tool. global SME and
aligns with global threat coverage.
standards like
GDPR and wuses
minimal technical
jargons for easy
understanding.
(Benz Developed a | The tool is a static | 04/05/2020 | Risk register
and Cybersecurity questionnaire for a tracking, visu-
Chat- Evaluation  Tool | one-time purpose alizations and
terjee} (CET) as a self- | without interact- real-time mon-
2020) risk  assessment | ive dashboards or itoring aren’t
based on NIST | monitoring. integrated in the
framework  with tool presenting
35 questions. The the assessment
tool covers all 5 without  regular
NIST  categories updates made to
and generates ma- the threat data-
turity scores with base.
recommendations.
(Lughbi | | Developed a dash- | The tool takes the | 28/02/2024 | The tool doesn’t
et al.f | board to identify, | dataset from so- include assessment
2024) classify and visu- | cial media with checks on the pro-
alize real-time | a higher chance cesses and systems
tweets on cyber | in bias reducing in SMEs like incid-

ent response and
backups, while re-
lying on only the
defined dataset.

Table 2: Summary of reviewed risk management tools and frameworks
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Figure 1: Flowchart of the Proposed Methodology

2.7 Gaps in Current Literature

Existing frameworks supported by global guidelines like NIST CSF, ISO 27005 and EN-
ISA are complex for SMEs to implement with most research covering a theoretical analysis
rather than developing user-friendly tools that can be used to track the progress with
a detailed risk assessment and register. Automated tools for SMEs don’t have automa-
tion integrated for real-time monitoring due to limited resources. Many papers discussed
in the literature review present a qualitative risk analysis and default risk identification
mechanisms, thus leading to approach a new methodology consisting of dynamic risk
scoring and hybrid models suited for SMEs. Tools like CR-SAT and CYSEC have a sim-
ilar risk assessment process designed for specific sectors and locations. While the tools
may be user-friendly, some of the limitations include scalability, threat coverage, easy
tracking with customised remediation and visualizations. These gaps justify the research
question utilising python and HTML to develop an automated risk assessment tool and
address these limitations to further enhance SME risk management effectively.

3 Methodology

3.1 Flowchart Diagram

Diagram |1 showcases the process layout and key components of the risk assessment tool’s
interface, starting from the home page with the questionnaire leading to the automated
risk register with mitigation strategies and lastly, displaying calculated residual risks and
a visualization dashboard. This flowchart presents an optimised workflow for SMEs to
assess, mitigate and monitor their identified risks efficiently.



3.2 Proposed Methodology
3.2.1 Frameworks and Design Specifications

The research done for the risk assessment tool development includes a structured ap-
proach taken focused on qualitative priority-weighted risk assessments for SMEs. The
comprehensive literature review supported the analysis of critical risks being identified
that are faced by SMEs regularly. The review was also focused on exploring security and
operational vulnerabilities/weaknesses from frameworks such as NIST CSF 2.0, ENISA
and OWASP Top 10 addressing financial, operational and compliance risks. Below are
the risk categories refined from the frameworks contributing towards 80-90% of SME
cyber incidents:

e NIST CSF: Few of the critical risks include ransomware, denial of service (DoS)
and injection (SQLi) attacks, phishing and business email imposters. Ransomware
attacks cause severe business losses due to operational disruption and malware in-
fections spread through malicious code exploits unpatched systems. Phishing and
business email imposters trick employees into revealing credentials or accessing ma-
licious attachments, emphasizing on the implementation of secure wireless networks,
remote access, website and network security (NIST} 2025).

e ENISA: Some of the risks prioritised in Europe for SMEs include protection against
ransomware, malware and social engineering attacks. Malware attacks exploit the
limited endpoint security protocols while social engineering like phishing attacks
utilise the weaknesses of employees with less awareness training to gain unauthorized
access. Threats related to data security and availability (DoS attacks for user
interfacing applications) are critical as SMEs are primarily targeted in data breaches
for handling sensitive information without extensive measures in place (ENISA;
2025)).

e OWASP Top 10: Some web-application based risks include security misconfig-
urations, outdated software components (unpatched systems), SQL injection (ex-
ploitation of user input fields), authentication failures (weak passwords or lack of
multi-factor authentication) and improper access control (role-based permissions)
targeting online services. Secure development of applications with regular monit-
oring and vulnerability scans also ensures active incident management (OWASP;
2025).

3.2.2 Risk Register and Scoring

The 4 fundamental pillars to maintain a strong security posture are: implementing strong
passwords, deploying anti-virus/malware software, ensuring regular automatic updates
and performing backups.

Researching all the listed sources supported narrowing down 20 key risk categories
and 5 sections (Information Security Management System, Data Encryption and Backup,
Employee Awareness from Phishing, Network Security and Vulnerability Scanning, Pro-
tection against Ransomware and DoS Attacks) for the questionnaire. The questions were
designed with 3 response options - Yes (low exposure), No (high exposure) and Par-
tial/Unsure/Not Applicable (medium or uncertain exposure) enabling a qualitative self-
assessment based on the user input without requiring quantitative data (Figures [5] [6).
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The responses are saved with the company details and are mapped to an automated
risk register calculating the risk score based on the likelihood of occurrence and impact
of the risk (both parameters are on a scale from 1-5) (El-Hajj and Mirza; [2024)).

e Likelihood of Occurrence: This parameter measures how probable the risk is
based on the response.
1: Rare - Almost never occurs as a basic security setup can prevent risks.
2: Unlikely - Can happen occasionally and is rare with basic scans.
3: Occasional - Could occur under specific conditions specifically if risks are over-
looked.
4: Moderate - Happens frequently without attention paid to remediate the risk.
5: Constant - Occurs very often and is a recurring risk impacting operations.

e Impact of Risk: This parameter measures the damage/disruption caused by the
risk if the event occurs.
1: Insignificant - Minimal impact like a short downtime that can be mitigated im-
mediately without cost involved.
2: Minor - Small effect of the risk is noticed but is easy to recover from with low
cost and a small pause in the business.
3: Moderate - Significant disruption caused that may take time and resources to
recover.
4: Major - Severe damage caused facing financial, data loss or reputational damage.
5: Severe - Critical risk resulting in a cyber attack disrupting operations signific-
antly. (Sanchez-Garcia et al.; [2022))

e Formula used for calculation:
Risk Score = Likelihood of Occurrence x Impact of Risk

Priority-weighted qualitative scoring assigns different weightage values to the
likelihood and impact prioritizing risks while calculating the risk score (Figure . This
approach is designed to be focused on the business impact emphasizing on categorizing
threats with limited available resources. Each question is assigned a priority depending
on the impact of the business and the user’s response (Yes/No/Partial/Unsure) controls
the likelihood score. While the results may vary based on subjective conditions, the risk
management process is simplified and structured for SMEs enabling strategic decision
making and risk remediation. The risk score lies within the range of 1-25 and decides
the severity level of the risk (Low/Medium/High) i.e., score of 1-8 is a low risk, 9-16 is a
medium risk and 17-25 is a high risk (India; 2023)).

3.2.3 Risk Mitigation and Residual Risks

A mitigation solution is displayed with an estimated duration for completion based on
the user response. Common mitigation strategies were researched ensuring that the SMEs
could resolve the risk within their limitations and resources. The mitigations were framed
to be easy in understanding with clear steps to achieve and less technical jargons. For
example, responses such as ‘Yes’ and ‘Not Applicable’ may have a low risk but mitigations
emphasize on security maintenance like conducting regular audit reviews. The estimated
duration includes an average time required to complete the activity based on the risk
level. While this duration serves as a reference to users, the organization can have their
own timelines listed for tracking (Figure .
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The risk register contains a few columns after the above discussed sections for the
organization to maintain their progress for tracking such as the Mitigation Strategy,
Risk Owner, Status and Completion Date which can be inputted in the text form or
dropdown. The residual risk is calculated based on one of the 4 selected mitigation
strategies (Figure [§).

e Accept: The risk is accepted without implementing any additional controls which
is convenient for low risk threats as mitigation costs can outweigh other benefits.
The residual risk retains the original risk score without any changes, recommending
SMEs to monitor and review the risk regularly.

e Avoid: The risk is eliminated completely by avoiding exposure of the risk like
discontinuing a vulnerable process, setting the likelihood of the risk to 0. Removing
the threat altogether changes the residual risk to 0, making it suitable to implement
for high severity risks. SMEs prioritize their business to avoid larger threats to
impact them further avoiding costs and damage.

e Terminate/Mitigate: The risk is reduced by mitigating the threat like patching
systems or training employees. The impact of the risk reduces by 2 levels through
terminating a vulnerability or implementing a security control. It is recommended
for medium risk threats as average costs and resources are utilised to mitigate a
major risk.

e Transfer: The risk is transferred to a third-party organization through insurance,
contracts, etc reducing the impact by 3 levels. SMEs with resource constraints and
limited knowledge can outsource risk management and remediation support shifting
the responsibility externally (Rahman et al.; [2024)).

e Formula used for calculation after applying the chosen remediation treatment:
Residual Risk = Residual Likelihood X Residual Impact
Accept: Residual Risk Score = Likelihood x Impact
Avoid: Residual Risk Score = 0 x Impact = 0
Terminate: Residual Risk Score = Likelihood x max (1, Impact - 2)
Transfer: Residual Risk Score = Likelihood x max (1, Impact - 3)

The selected mitigation strategy is updated in the SQLite database dynamically using
conditional statements in python and the residual risk score, residual severity level are
calculated based on the formula listed above once the submit button is clicked (Figure
21)). The residual risk score follows the same criteria as the risk score (range of 1-25)
with the severity level as Low/Medium/High i.e., score of 1-8 is a low risk, 9-16 is a
medium risk and 17-25 is a high risk (Sanchez-Garcia et al.; [2022)).

The tool consists of an ’Fxport to Excel’ button below the table which captures the
risk register and mitigation table along with the filled in information by the user to track
progress and maintain the spreadsheet for closing out action items (Figures |§], , .
The "Download Image’ button exports the dashboard with all visualization charts as a
PNG image (Figure [15]).
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3.2.4 Visualization Dashboards

The user-friendly visualization dashboard supports SMEs in making efficient informed
decisions with optimised and precise summaries on their identified risks and security
posture. The summary of the risk assessment states clear, understandable definitions
for SMEs and highlights the overall severity with the risk and security percentage with
the top risk categories displayed containing the highest risk score (Figure . Key
metrics presented in visualization charts help users identify critical vulnerabilities and
prioritize remediation based on risks without technical expertise (Figure . It contains
4 visualizations highlighting some critical metrics in the header such as the total number
of questions, number of identified risks (calculated from the responses), risk percentage
(average percentage calculated based on the risk weightage) and the risk assessment
progress (El-Hajj and Mirza; 2024).

e Overall Security Percentage: A gauge chart displaying the security posture of
the company as a percentage, calculated by the formula (100 - risk percentage).
0-40% is considered low security percentage, 41-70% is considered medium security
percentage and 70-100% is considered high security percentage with a low risk.

¢ Risk Rating Breakdown: A pie chart categorized by the severity level - Low,
Medium and High based on the risk score of each question, highlighting critical
risks for prioritizing remediation.

e Risk Heat Map: A matrix plotted with the labels - likelihood (Constant to Rare)
vs impact (Insignificant to Severe) colour coded as green, yellow and red. The risk
score is displayed in the particular blocks with the matrix range of 5x5 based on
the risk categories.

e Top Risk Categories: A bar chart showcasing the score of each top risk category
(Asset Management, Policy and Compliance, Data and Access Security, Infrastruc-
ture and Network Security, Threat Detection and Prevention, Incident Response
and Recovery) assists SMEs in understanding sector-specific risks. Responses such
as ‘No’ adds 1 to the value and ‘Unsure/Partial’ adds 0.5 to the score ranking the
category with most risks (Sierra; 2025)).

4 Implementation

The final output includes the web application with 3 pages — questionnaire form for self-
assessment, automated risk register generated from the responses with risk and residual
score calculations and mitigation tracking with visualization dashboards. The tool also
contains export options to download the image and excel sheet, making it suitable and
user-friendly for SMEs.

e An automated risk register table is generated based on the responses (Yes, No, Un-
sure/Partial/Not Applicable) of 20 questions in a checklist-like format for progress
monitoring.

e The risk score (range of 1-25) is calculated with the likelihood and impact through
priority-weighted scoring. Severity levels are defined on the risk criticality with
custom mitigation solutions and estimated duration.
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e The residual risks (range of 1-25) are calculated with the likelihood and impact after
treatment based on the selected mitigation strategy (Accept, Avoid, Terminate and
Transfer).

e The dashboard displays 4 visualizations based on the presented data — critical se-
curity metrics, risk heat map, gauge chart for overall security percentage, pie chart
for the severity breakdown and bar chart for the top risk categories.

4.1 Materials and Equipment Used

Global framework standards and templates such as NIST’s CSF 2.0 small business quick-
start guide, ENISA’s SME cybersecurity toolkit, CISA’s cyber essential starters kit and
OWASP’s risk rating methodology provided a baseline in creating the questionnaire and
the risk scoring methodology (Rahman et al.; [2024; |[El-Hajj and Mirza; 2024)). Standard
laptops were used with access to online resources and tools, ensuring downloadable ex-
ports for Microsoft Excel and PNG images were successful. No additional equipment is
required for the project as the goal is to create a low-cost convenient tool accessible for
SMEs with minimal digital requirements.

4.2 Tools and Languages Used

HTML5 and CSS3 were used to create the user interface with JavaScript embedded for
the logic customisation and integration of the library packages. Python 3.12.7 was utilised
for backend processing like risk and residual score calculations and automated entries,
updates made to the database (Figure . SQLite 3.13.1 was used for data storage
with 5 tables (Figures , , , , created to maintain the question descriptions,
responses, risk register entries, mitigation solutions and mapping of the responses with
the risk and residual score (El-Hajj and Mirza; 2024). Kleopatra GPG 3.3.0 was utilised
to encrypt the database file for additional security. Open-source libraries through CDN
like Chart.js was used for heat maps and bar charts while html2canvas was used to export
the dashboard to a PNG image and SheetJS was used to create downloadable excel files
for the risk register and mitigation tables (Rahman et al.j 2024).

4.3 Data Storage

Sensitive organizational data wasn’t stored in the SQLite database except the SME name
and sector to reduce data exposure. Input fields in the risk register (eg: risk owner and
notes) were intentionally excluded from the database ensuring a secure risk assessment
process and transparent tracking for the user with minimal data required from the com-
pany. While the data isn’t encrypted or masked in storage, the database file is encrypted
at rest with a specific user permissions (Role-based access) using Kleopatra, an open-
source GPG-based encryption tool. This cryptographic tool manages encryption keys
and provides password protection, making it suitable for tools handling non-critical data
(OpenPGP; 2025). With better resources in the future to enhance the proposed tool,
secure SQL database applications like SQLCipher can be utilised which integrates data
encryption in storage.
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5 Evaluation

The below evaluation metrics were considered based on risk assessments:

e Identification of Key Risk Indicators (KRIs) — Key risk categories are meas-
ured on relevance to SMEs and threat coverage. A benchmark is set to cover at
least 80% of critical risks that are faced by SMEs in the risk assessment (Rahman
et al.; 2024)).

e Risk Score Metrics — Dependent on the likelihood and impact value for the cal-
culation (Risk Score = Likelihood x Impact), accuracy and precision are measured
for classifying values to risks based on the severity between the range of 1-5. The
risk score can fall within the range of 1-25 presenting a low/medium/high severity.

e Mitigation Effectiveness — Security protocols must be utilised in the imple-
mentation of mitigations while being efficient for SMEs ensuring partial /complete
closure of the risk. The percentage decrease of the risk is evaluated before and after
remediation, irrespective of the risk treatment (El-Hajj and Mirzaj 2024]).

e Residual Risk Metrics — Residual risk is calculated and compared with the
original risk score with the chosen risk response to identify the remaining exposure.
The metric measures the effectiveness of the risk after mitigation(AL-Dosari and
Fetais; [2023).

e Visualization Metrics — Usability of the dashboard is evaluated based on the
practical and efficient use of charts for SMEs with accuracy, level of understanding
and completeness being some of the critical evaluation metrics.

5.1 Discussion

The automated risk assessment tool designed for SMEs was able to achieve the objective
of the research question. The tool was developed to be user-friendly and accessible with
a qualitative scoring system covering critical risk categories and providing automated
mitigations and visualizations. Threat coverage includes over 85% of the critical risks
covered based on global guidelines and ENISA benchmarks with a significant reduce in
the residual risk after mitigation treatment. The below test cases provide the variation
in results depicting all the 5 visualization charts for responses that have an overall low,
medium and high security posture. Each case will be discussed on the individual security
metrics and the insights taken from the dashboard.

5.2 Test Case 1

Figure 2| simulates a regular SME that has achieved an average security posture with
cybersecurity protocols in place. The security metrics showcase 7 identified risks out of
20 questions with 35% of risk percentage. The gauge chart displays the overall security
percentage as 65%, a medium-level criticality with top risk categories to be prioritised as
Vendor Management, Ransomware Incidents, Data Backup and Recovery. The pie chart
breaks down the severity rating of the risk assessment as 60% low (green), 25% medium
(yellow) and 15% high (red). The heatmap differentiates the severity of each risk category
based on the likelihood and impact with 12 questions having low risk, 5 questions having
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a medium risk and 3 questions having a critically high risk. The bar chart ranks the
top risk categories as threat detection and prevention as the highest, followed by policy
and compliance, incident response and recovery. This test case has a balanced security
percentage with improvements required to reduce the identified risks.

Risk Dashboard for McArdle

Total Number of Questions Number of Identified Risks Risk Percentage Risk Assessment Progress
20 7 35% 100%

Risk Rating Breakdown

Overall Security Percentage

65%

_—— Low Medium m— High

Top Risk Categories

Risk Heat Map

LIKELIHOOD (Constant — Rare) 4
IMPACT (Insignificant — Severe)

Insignificant  Minor Moderate Major Severe

B Low (18) = Medium (3-16) @ High (17-25)

Figure 2: Test Case 1 - Medium level Severity

5.3 Test Case 2

Figure |3| simulates an organization that has achieved a high security posture with 3
identified risks out of 20 questions and 15% of risk percentage. The gauge chart displays
the overall security percentage as 85%, a low-level criticality with the top risk categories
that are to be addressed as Endpoint and Network Security, DoS Incidents, Detection
and Monitoring. The pie chart breaks down the severity rating as 80% low (green) and
20% medium (yellow). The heatmap displays the risk severity based on the likelihood
and impact with no questions achieving a higher risk and 4 questions having a medium
risk. The bar chart ranks the top risk category as infrastructure and network security.
This test case has a good security percentage acting as a benchmark for SMEs with minor
risks that can enhance the security percentage to 100%.

5.4 Test Case 3

Figure [] simulates a SME in danger that has achieved a low security posture with few
cybersecurity protocols in place. The security metrics showcase 13 identified risks out of
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Risk Dashboard for KPMG

Total Number of Questions Number of Identified Risks Risk Percentage Risk Assessment Progress

20 3 15% 100%

Risk Rating Breakdown

Qverall Security Percentage

85%
. Low Medium N High
Top Risk Categories
6
Risk Heat Map
5
LIKELIHOOD (Constant — Rare)

IMPACT (Insignificant — Severe) 4

Insignificant Minor Moderate Major Severe 2
@ 3

]

Constant - - =

2

1 1

- '
Infrastructure and Network Security
[Iseore: 1

Hoderats - -

‘Occasional

ey - n n

B Low (18) 1 Medium (3-16) @ High (17-25)

Rare

Figure 3: Test Case 2 - Low level Severity
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20 questions with 65% of risk percentage. The gauge chart displays the overall secur-
ity percentage as 35%, a high-level criticality with top risk categories to be prioritised
as Vendor Management, Ransomware Incidents and Phishing Incidents. The pie chart
breaks down the severity rating as 35% low (green), 45% medium (yellow) and 20% high
(red). The heatmap displays the risk severity based on the likelihood and impact with
7 questions having low risk, 9 questions having a medium risk and 4 questions having
a critically high risk. The top risk categories are present in almost every section but
threat detection and prevention, infrastructure and network security gained a high score
of 3 in the bar graph. It is then followed by policy and compliance, data and access
security, incident response and recovery. This test case showcases a worst-case scenario
for SMEs with a low security percentage prioritising immediate remediation of critical
risks to prevent potential incidents.

Risk Dashboard for CBE

Total Number of Questions Number of Identified Risks Risk Percentage
20 13 65%

Risk Rating Breakdown

Overall Security Percentage

I Low Medium NN High

35%

Top Risk Categories

Risk Heat Map

LIKELIHOOD (Constant — Rare)
IMPACT (Insignificant — Severe) 4

Moderate Major

Risk Score

B Low (1-8) 1 Medium (9-16) B High (17-25)

Figure 4: Test Case 3 - High level Severity

5.5 Scope and Generalizability

The scope of the project is developing an open-source tool for self-risk assessments in
cybersecurity through a questionnaire across 5 sections with scoring, mitigations and a
dashboard. Generalizability is medium for SMEs with a basic I'T setup. The framework
follows a global standard that can also specify US and European laws, thus can face
regional concerns.
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5.6 Strengths and Limitations

Benefits of the implementation include a simple, scalable and usable methodology applied
to develop the tool covering critical risks in a questionnaire convenient for SMEs, provid-
ing an efficient solution compared to other complex frameworks. The tool is cost-effective
and supports progress tracking and visualization dashboards that can be exported to ex-
cel and image files without the requirement of other paid applications. It is also developed
dynamically to include additional risk categories with evolving threats and modifications
regularly made to the mitigation solutions. Implications include the lack of emerging
threats or specific areas like Al-based attacks, IoT vulnerabilities being addressed in the
risk assessment for real-time monitoring and detection, justifying the remaining 10% of
the risk categories not being added in the risk assessment. Qualitative scoring can intro-
duce bias (approximately 20-30%) due to its subjective nature. The tool has a limited
scope in security targeting all SMEs instead of selective sectors.

5.7 Further Work and Improvements

Based on the limitations discussed, integrating Al for real-time monitoring and automated
threat updates could significantly enhance the tool. Addressing risk categories which
aren’t covered that target SMEs can be a critical improvement in the assessment for
threat exposure. A hybrid model could be implemented for a better result combining
qualitative and quantitative methods in the risk scoring. Kleopatra was utilised to encrypt
the database file, but with future advancements in the framework, all sensitive data must
be securely stored and encrypted at rest and in transit. Lastly, publishing the application
on a public platform for SMEs globally to have access to risk assessments can help identify
and improve their security posture.

6 Conclusion and Future Work

The research question for this project (How can a python-based automated cybersecur-
ity risk assessment tool be implemented to integrate a risk register, custom mitigation
strategies and a visualization dashboard while addressing gaps in threat coverage, auto-
mation and scalability in existing SME frameworks?) was addressed by developing a
questionnaire using Python and HTML to identify critical risks targeted by SMEs based
on NIST CSF, OWASP Top 10 and ENISA frameworks. The tool uses a qualitative
risk scoring model to calculate the likelihood of occurrence, impact, risk score and the
severity level. A risk register is generated from the responses of the assessment with
customised mitigations and residual risk, followed by a dashboard containing visualiz-
ations presenting critical security metrics like risk percentage. Python was utilised for
the backend development with libraries (Chart.js, html2canvas, SheetJS) for export and
chart formations with HTML, CSS and JavaScript serving the frontend connecting to
the data stored in SQLite. The tool was validated through multiple test cases comparing
responses yielding a balanced, high-risk and low-risk profile.

This project was successful in answering the research question and achieving all 4 re-
search objectives as the tool was able to identify critical gaps from a questionnaire of 20
risk categories with 85% of threat coverage. Reducing manual errors, this risk assessment
tool is designed to be scalable and user-friendly while supporting SMEs in their decision-
making process and understanding their security posture with a medium to track their
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progress.

Key findings: Implementation of the SME risk assessment framework could simplify
complex guidelines like NIST CSF to manage risks and be accessible. Qualitative scoring
supports risk prioritization for SMEs which is also analysed through the risk rating pie
chart breakdown, heat maps and top risk categories in bar charts.

Implications: The tool is efficient, user-friendly and improves cyber resilience in the
SME by having a strong risk management process in place, reducing incidents by 40-50%
based on global benchmarks like ENISA.

Limitations: Qualitative models can lead to bias due to its subjectivity impacting the
scores. The lack of quantitative measures can reduce the precision in high-risk cases. The
tool didn’t address the remaining 10% of risks which aren’t included in the risk assess-
ment with categories like [oT and Al security. These limitations would be executed as
part of future work.

Future Work: Integration of Al in the framework can support real-time monitoring
and regular updates made to threat databases with evolving risks. Implementation of
a hybrid model can improve the risk scoring system to take context and numbers into
consideration increasing the accuracy.

Commercialization: The tool can be published online on GitHub as an open-source
application for SMEs globally. Based on feedback from organizations, the tool can be
enhanced and be a SaaS available for self-risk assessments.
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Automated Cybersecurity Risk Assessment Tool for SMEs

Please answer the following questions along with the IT/Cybersecurity department manager to assess the
organization's securty risks.
Estimated time: 15-20 minutes

Organization Information

Company Name:

McArdle

Industry Sector:

Retail

Information Security Management System (ISMS)

1. Has the organization identified its business objectives and critical assets (eg: customer data,
financial systems, equipment)?

a Yes T No (™ Unsure

Figure 5: Home page - Company Name and Sector to be filled

[ B Auvtomated Cybersecurity Risk &= X = - [}
<« C | @ 127.00.1:5000 [CHR S .
16. Does the organization use regularly updated antivirus/anti-malware applications on all devices (eg:
computers, servers, phones)?
() Yes () No (@ On selected devices
17. Has the organization been able o prevent any ransomware attempts or malware infections in the
past 1 year?
() Yes (@ No () Unsure
18. Does the organization use web application firewall (WAF), DDoS protection applications or content

delivery network (CDN) for the company website (eg: Cloudflare, Google Cloud CDN, AWS for cloud
services)?

() Yes () Ne (@) NotApplicable as there is no website
19. Has the organization ensured secure configurations and development of cloud services and web

applications to prevent comman vulnerabilities (eg- strong access control, no public access to storage
buckets, validating user inputs to avoid injection attacks)?

() Yes () No (@) NotApplicable as there are no cloud services/web applications

20. Has the organization been able fo prevent any network downtime due to DoS attacks in the past 1
year?

© Yes .i'. No \:..l Unsure

Figure 6: Questionnaire of the tool with Clear and Submit buttons
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Submission Successful =

Thank you, McArdle! Your responses have been saved

Risk Register

Please select your mitigation strategy for each question to view the residual risk level.

GENERATED BY PROVIDED RESPONSES

1D, Question Risk Risk Description Answer  Likelihood | Impact  Risk Score, Severity Mitigation , Duration , Mitigation  Re
Number | Category Recorded | Level | Strategy | Ris
81 at Asset  Key business goals and Yes 1 2 2 Conduct a regular review of 1week-  Accept v
Management  critical assets that aren't the asset inventory (listing half-
identified increases the risk and classification) for yearly/annua
of data loss or unauthorized Updates using spreadsheets | checks
access due o the lack of or ERP systems.
protection.
82 Q2 Policyand | An ouldated or missing IT Yes 1 1 1 Conduct an annual review of 1 day Transfer v
Compliance | security policy can result in the policy for necessary annually
vulnerabiliies and non- updates such as new threats
‘compliance with regulations. scans and additional
processes/assets -
4 — »

Figure 7: Risk Register generated from the Page 1 responses - contains Risk Category
and Description, Response, Likelihood, Impact, Risk Score and Severity, Recommended
Mitigation and Duration

O O RikRegisterand Mitigation x|+ - 8 x

< C (® 1270015000 ank -8 -0
Risk Register i

‘GENERATED BY PROVIDED RESFONSES FILLED &Y ORGANIZATION TO MAINTAIN CHECKLIST
D, Quesion | Risk  RiskDeseripton . Auswer | Likeiood, Impact | RiskScore, Severy | Miigaton .| Duston | Wibgaon | Resial | Residual | RiskOwner | Sttus | ComplefonDa,  Nos |
r, Cawgory , Recorded , Leve | Ststegy |, Risk Score,  Risk
Severy,
o | oo Asset | Keybusiness goss ans ves ' 2 2 Contitsgusr vt | ek pcem w2 Enet P v || (13122025 @) [anagemen:
Mansgamant | cites ssets rt srant e ssset ey it i 4 Aol
[ ——— and classieation) or updaes | yeayannual
dat ss o nauthorzed uingspeadsheets o ERF
R sysems. A
protcton
@ G2 pemysna  Anoudsatormesng T ves ' ' ' Contitsnsmms vt | oy e w1 enps Comperv |tz 6 Compleed
Complanca | zacurty poley s resut e poey o ez somisty 4
winerssites s o upctes such 3 new s
complance wi egulatons. scansand aiiional
processesissas A
FRES Das | Unencopted daspeckcaly | Yes 1 2 2 Conductanamalaudtand | 10 | [Teminae v|| 1 Enpt Concak || [ddmmayy 8] Confimed
Encypon | sensivecompany quanety esing of e ausrery 4
infomtin ncresses e sk encopion roces ith 2
[ ——— “armpl o fes o s
inet st eguitry and nctonaiy. A
reputtonal damage 2
PR T Ly ver 1 2 2 Reviewthe e based idy ek w0 v wmny ©
Contol | conol slons wnsutorzed annuaty ans 4
persomal o i or oty e
e doa, merssing e mantorng
skin malcius msuze and A
dat brosches usedfor vaking loginaccess
suenos
5 | 05 | Dasswup Sasupswncnae N . B = Setup day atomated Zaveks | (pcap V]| B E Open v wzaz B WA
incomplee and sren sores [ —— 4

Recouery | offne and tested regury
can ead to pemanentdata
loss during ransomuare
atacks o system s

20 offne ocaion (e Hard

Figure 8: Mitigation Strategy selected to view the Residual Risk Score and Severity with
other details filled as part of the checklist
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[ B RiskRegister and Mitigation x +
&~ C | ® 127.00.1:5000
Question  Risk  Risk Description Answer | Likelihood 1
Number | Category Recorded
Inccents | manare mectons naicate
consistent ulnerabites
present vith an exposure to
reats
ais Web | Unprotected websites are 1
Securty | vulnerableto atacks ke Appicadle
against | DDoS, polentialy causing | as thereis
DDeS | ovmiime or data exposure. | o websie
Qe Cloud | Misconfigured cloud senvices 1
Configuratio | an nsecure webiapp Appicavie
s devdopmentcanleadto | as thereare
data exposure, unauthorized | o co
access orinjecionaltacks. | serviceshe
appications
a2 DoS | Previous DoS-related Yes 3
Incidents | downtime incidents ndicate

neiork vulnerabiiies
leacing to data breaches and
financial loss.

Download the risk register table and fill out the remaining

Impact | Risk Score, Severity

Level |

1 1 Plan for vebsile protection
fike WAF, DDoS and GDN if
its utlised later.

| I
9 Medium

Mitigation Duration

forlessons leamea ana
enhance the securiy
protocols, backups and
mahare scans for a quicker
response time and recovery
vithou! disrupton of the.

s

business

‘amualy

Plan for secure development
and configuraton of the:
appication and monitor cioud
securty ifits utlised ater

amualy

Conductan annusalreview of | 1day

logs for patiems and amualy
dovntime ensuring that all

securty protocols are in

place.

Mitigation
Strateqy

Resicual
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v
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Proceed 1o Report
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Severity

IR
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g
2
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Emp6

Open v/ 25122025

a

Figure 9: Table can be exported to an excel or the user can select the Submit or Clear

buttons

Fields that are optional to be filled by the user - Mitigation Strategy, Risk Owner, Status,

Completion Date,

Notes

@ Autosave D~ < Risk Register
Fle  Home Insert Draw Pagelayout Formulas
M v fiv D"
B c D E

ar Asset Man Key busines Yes

a2 Policy and (An outdate Yes 1
a3 Data Encry Unencrypt Yes 1
Qs Access Con Lack of role Yes 1
as Data Back. Backups wiNo 4
as Incident Re Lack of inci Some proct 3
a7 Employee / Lack of em| Yes 1
as Email and 4 Weak emai Yes 1
a9 Endpoint ai Unprotecte Yes 1
awo System Pat Unpatched Yes 1
ai Phishing Ini Previous pkUnsure 4
a2 ‘Vulnerabilii No regular Yes 1
ais ‘Wireless Se Insecure w Not Applice 1
aus Detection : Lack of moiPartially co 3
ais Vendor Ma Third-partyNo 5
as Malware P Devices wit On selectec3
a7 Ransomwa Previous ra No 5
aig ‘Web Securi Unprotecte Not Applic: 1
ais Cloud Confi Misconfigu Not Applice 1
a0 DoS Incide Previous D Yes 3
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Figure 10: Risk Register Table
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Conduct an1day annu Transfer 1
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Conduct an1 day annu

Conduct an1 day annu
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Investigate 2-3 weeks Terminate &
Conduct an1 day half-y

Plan for sec 1 day annu

Improve thiweek  Avold 0O
Assess the 13-5 weeks Avoid
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Conduct an1day annu Transfer 3

°
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Emp1
Emp3
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Emp6

= comments | |
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Completion C Notes *

In_Progress 2025-12-18 Management Approval
Completed 2025-11-28 Completed
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Open 2025-12-30 N/A
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Open 2025-12-25

exported to an excel with all fields

25



[ B Risk Mitigation and Report x

r

- =}
<~ C | ® 127.00.1:5000/page3 A ) oo .
Summary of the Risk Assessment
Your organization's security posture of 5e is moderate with an overall risk level of 35%. This indicates a medium-level criticality. Focus
on strengthening key areas to reduce the identified risks and improve the security posture.
Top Risk Categories to be Addressed: Vendor Management, Ransomware Incidents, Data Backup and Recovery
Mitigation Strategies for High and Medium Severity Risks
Filter by Severity: Al v
Question " Severity . Duration Selected Residual Risk
Risk Description Mitigation
Number Level Required Strategy Severity
Third-party vendors without assessed security Assess the vendor's security processes and update the
controls can increase risks in breaches, supply contracts. Conduct third-party risk assessments and include
Qs 3-5 weeks Avoid
chain operations and compliance impacting the the security requirements in contracts signed by both
organization organizations.
Conduct an incident review for lessons learned and enhance
Previous ransomware or malware infections indicate
the security protocols, backups and malware scans for a
a17 consistent vulnerabilities present with an exposure 2-3 weeks Transfer Medium

to threats.

Backups which are incomplete and aren't stored

Afline and tacted rentiiaru ran Iead in narmanent

quicker response time and recovery without disruption of the
business.

Set up daily automated backups of critical data and records

with free tnnle like Ganale Nriva ShareDaint sitas Ar A71ire

Figure 11: Summary Report generated from the responses and risk register from Page 2
presenting the Security and Risk Posture of the organization with Top Risk Categories

[ B RiskMitigation and Report. x =+ - a
<& G | ® 127.0.0.1:5000/page3 aQ A ) o= .
jation Strategies for High and Medium Severity Risks
Filterby Severity: | Al v
Question . Severity Duration Selected  Residual Risk
Risk Description Mitigation
Number Level Required Strategy Severity
Third-party vendors without assessed securty controls can increase risks ‘Assess the vendor's securiy processes and update the contracts. Conduct third-party
ais in breaches, supply chain operations and compliance impacting the: risk assessments and 3Sweeks  Avoid
organization. crganizations.
\ ‘Gonduct an incident evien for lessons leamed and enhance the security protocols
air backups and malware scans for 2 Quicker response fime and recovery wilhout distuption 2.3 weeks  Transfer Medium
Wuinerabilties present with an exposure 1 threats.
of the business
P and aren tested requiarly Set up daily automated backups of critcal data and records with free taols ik Google
o5 an lead to permanent data loss during ransomware aftacks or system Drive, or Azure Acive: store copies in an 24weeks  Accept
faiures. (eg" Hard drives, USB) with reguar testing
Investigate pattems and improve the monitoring process by checking emaillogs. Identiy
an Medum ifan incident has accured through phishing. A cear detection and reporing pracess can 23 weeks  Teminate
attacks or poor detection and reportng, Ieading to financial and data loss.
ensure n a lesser response tme.
Lack of o
Improve the existing incident response plan wih missing steps and new processes like
s detect,respond and recover from breaches, causing a longer downtime or | Medium 12wecks  Accept Medium
. contacts. Test quarterlywith table-top drlls and fve simulatios.
Lack of monitoring tools can delay detection of nefwork anomalies or
Improve the process by using SIEM features with alerts added (0 he exdsting logs.
ats suspicious activiies, increasing the impact without proper incident Medium 1 week Avoid
Document the indings and conduct a regular feview of the logs and monitaring ool
response.
Devices vithout consistent and updated an-maluare protection have a
ats higher rsk of geting ransomware infections, disrupling operations in case  Medium Extend the to req updates 2weeks Transfer
of maware spread across systems
Previous D indicate ‘Conduet an annual eview oflogs for pattems and downtime ensuring that al securi
az0 Medum 95 o 9 Y taayamuly  Transter
Ieading to data breaches and financialloss. protocals are in place.

Figure 12: Risk Mitigation table displaying the Mitigation solution, Duration, Selected
Mitigation Strategy and Residual Risk for the identified medium and high severity risks
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Export Table to Excel Download Dashboard

a

X

Home Insert Draw Page lajout Formulas Data Review View Automate  Help [ comments |
F18 Vi fiv v
A B c D E 3 -
1 |Question Numbei Risk Description Severity Level Mitigation Duration Required Selected Strategy Residual Risk Severity
Third-party vendors without assessed security Assess the vendor's security processes and update
controls can increase risks in breaches, supply the contracts. Conduct third-party risk assessments
chain operations and compliance impacting the and include the security requirements in contracts
2 ais organization. High signed by both organizations. 3-5 weeks Avoid Low
Conduct an incident review for lessons leamed and
Previous ransomware or malware infections enhance the security protocols, backups and
indicate consistent vulnerabilities present with malware scans for a quicker response time and
3 Q17 an exposure to threats. High recovery without disruption of the business. 2.3 weeks Transfer Medium
Set up daily automated backups of critical data and
Backups which are incomplete and aren't stored records with free tools like Google Drive, SharePoint
offline and tested regularly can lead to sites or Azure Active Directories and store copies in
permanent data loss during ransomuware attacks an offline location (eg: Hard drives, USB) with
4 |as or system failures. High regular testing. 2-4 weeks Accept High
Investigate patterns and improve the monitoring
process by checking email logs. Identify if an
Previous phishing incidents indicate vulnerability incident has occurred through phishing. A clear
to social engineering attacks or poor detection detection and reporting process can ensure in a
5 Qi and reporting, leading to financial and data loss. Medium lesser response time. 2-3 weeks Terminate Low
Lack of incident and recovery plans can delay the
organization’s ability to detect, respond and Improve the existing incident response plan with
recover from breaches, causing a longer missing steps and new processes like contacts, Test
6 Q6 downtime or financial loss. Medium quarterly with table-top drills and live simulations.  1-2 weeks Accept Medium
Lack of monitoring tools can delay detection of Improve the process by using SIEM features with
network anomalies or suspicious activities, alerts added to the existing logs. Document the .
< > Mitigations + « »

Figure 1

3:
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Mitigation table exported to an excel with the displayed columns
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Risk Dashboard for McArdle

Risk Hoat Map
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Figure 14: Dashboard generated on the calculated scores with risk metrics for efficient
visualization, followed by the Return to Homepage button

Risk Dashboard for McArdle

Total Number of Questions Number of Identified Risks Risk Percentage Risk Assessment Progress
20 7 35% 100%

Risk Rating Breakdown

Overall Security Percentage

65%

— Low Medium mm— High

Top Risk Categories
Risk Heat Map

LIKELIHOOD (Constant » Rare)
IMPACT (Insignificant > Severe)
Insignificant  Minor Moderate Major Severe 4

1

Constant

Risk Score

Moderate

Occasional

Unlikely

Rare

B Low (1-8) [ Medium (9-16) B High (17-25)

Figure 15: Dashboard downloaded as a PNG image with 5 visualizations - Risk metrics
header, Overall Security Percentage, Risk Rating Breakdown, Risk Heat Map and Top
Risk Categories
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2 Spyder (Python 3.12)

File Edit Search Source Run Debug Consoles Projects To

. minathan

)

B toolupdaterpy® x

Figure 16: Python file configured on Spyder to run the HTML application
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/Practicum - 2,
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2/Risk A

1-updatel

/ HTTP/1.1
T /static/sty]
0ST / HTTP/1.1"
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B Browser for SQlite - C\Users\Neha | Class. - 2\Risk Tool\Risk - x
Fie Edt Vew Took Hep
BMNew Database (@ Open Database , | [ j\Write Changss Revert Changes Undo @openProject ([ JsaveProject |- [ghAttach Database I Close Database.
Database Structre  Browse Data  EditPragmas  ExecuteSQL
JoreseTebe ycresteindex [IModfyTebe [ doceteTabe | (Diprmt | % Refresh
Name Type Schema
~ 1 Tables (5)
questions CREATE TABLE questions ( qn_id INTEGER PRIMARY KEY, qn_number TEXT NOT NULL, risk_category TEXT NOT NULL, risk_description TEXT NOT NULL )
residual_risk CREATE TABLE residual_risk (r_id INTEGER PRIMARY KEY, qn_number TEXT, response TEXT, risk_score INTEGER, accept INTEGER, avoid INTEGER, terminate INTEGER, transfer_risk L.
responses CREATE TABLE responses ( id INTEGER PRIMARY KEY AUTOINCREMENT, company_name TEXT NOT NULL, industry TEXT, q1 TEXT, q2 TEXT, 3 TEXT, q4 TEXT, 5 TEXT, g6 TEXT, q..
¥ risk_register CREATE TABLE risk_register ( risk_id INTEGER PRIMARY KEY AUTOINCREMENT, qn_number TEXT NOT NULL, risk_category TEXT, risk_description TEXT, answer TEXT, likelihood TEX..
- risk_id INTEGER  "risk_id" INTEGER
= qn_number TEXT "qn_number" TEXT NOT NULL
= risk_category TEXT "risk_category” TEXT
= risk_description  TEXT "risk_description" TEXT
= answer TEXT “answer” TEXT
= likelihood TEXT "likelihood” TEXT
= impact TEXT “impact” TEXT
= risk_score INTEGER "risk_score” INTEGER
= severity TEXT "severity" TEXT
= mitigation TEXT "mitigation"” TEXT
= duration TEXT "duration" TEXT
= company_name  TEXT "company_name” TEXT
=id INTEGER  "id" INTEGER
= submission_date  DATETIME "submission_date” DATETIME DEFAULT CURRENT_TIMESTAMP
= selected_strategy  TEXT "selected_strategy" TEXT DEFAULT
= residual_severity  TEXT “residual_severity’ TEXT DEFAULT "
O residual score  INTEGER  "residual_score” INTEGER DEFAULT 0
risk_score CREATE TABLE risk_score ( id INTEGER PRIMARY KEY AUTOINCREMENT, qn_number TEXT NOT NULL, response TEXT, answer TEXT, ikelihood INTEGER, impact INTEGER, mitigation T..
salite_sequence CREATE TABLE sqite_sequence(name,seq)
Indices (0)
Views (0)
J Triggers (0)

Figure 17: Risk assessment SQL database and 4 tables connected to the application back-

end in SQLite

Fle Edt Ven Tods Help
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utFs

- 2\Risk Assessment Tool\Risk_Assessment.db - x

| Class

e Databse (@ OpenDetabase., | (Fwite chinges (BRevertChanges  4atndo |} (@openproiect (fsave praiect | (@ Atiac Database 3¢ loe Database
Catcbase Sructore | GrowseData | EdtPragmas | EeaieSQl
Tables| uestons EE N IR ) )

anid  gn_number risk_category risk_description’ "

I

L 1w Asset Management %ey business goals and crivical assets that aren’t idenvificd increases the risk of date loss or umeuthori
PR Poticy and Compliance n outdated oz missing IT security policy can zesult in valnerabilibies and non-compliance with regulavion
5 s pata Encryption Gnencrypted data specifically semsivive company information increases the risk of interception, exposure o
4 a0 Rccess Concrol Lack of role-based access control allous unauthorized personnel o view o modify crivical data, increasin
s sos Data Backup and Recovery Sackups Which are iRcoRpleve sRd sien’t stered offline and Tested Tegulasly can lead To pEImSnsnt dsta 103
s e Incident Response and Susiness Continuity Lack Gf incideat and recovery plans can delay Tht GIganization’s sility to devect, respond sad recover fx
7 7.Q7 Employee Awareness Lack of employee training increases the risk of phishing attacks, leading to data breaches, user account c|
s eos Enail and Authenvicavion Security Feak cmail and authentication security measures can eXpose GSer acoounts To an umauthorized access, CompES
s sos Endpoint and Newwork Security Snprovected endpoints, devices and zemote commections increase the Tisk of vulmerabilities te external at
w 1000 Systen Pacching and Updaces npatched systems are exposed to known vulnezabilivics, increasing the zisk of exploitable avtacks:
uw umoun Pnisning Tncidencs Previous phishing incidents indiCate valmerability To social engIneering aCtacks O poor deCection and Tep
oz Vulnerability Scans No regular scans on websites leave vulnerabilisies, the risk of exploitavion.
5 e Wireless Securivy Tnsecure wizeless networks allow guests of compromised devices get unauthorized access te sensivive data ©
w e Decection and Menitoring Lack of monitoring tools can delay devection of network anomalics o suspicious activitics, increasing the
5 15 Qs Vendor Management Tnizd-party vendozs without assessed security controls can increase risks in breaches, supply chain cperat
w160 Matware Provection Devices without consistent and updated anti-malware provection have a higher risk of getting ransomwaze in
v oo Rensomware Tncidents Previous Tansomvare o malvars iNfecCions indicate CoRSLSTeNt valnerabilitiss present with an exposuTe O
s 18 Web Security against DDsS Gnprovected websites are vulnerable to avtacks like DDoS, poventially causing downime or date exposure.
s 15 Cioua Contiguracions Misconfigured cloud services and insecure web/app developrent can lead to dava cxposure, unauthorized acee v
<

M| 4 ]1-190f20 b |[M

Figure 18: Table 1: Questions - Stores all the questions with the Risk Category and

Description
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3 DB Browser for SQlite - C\Users\Neha
Fie Edt Ven Tods Help

| Class

ToohRisk_

BNew Database (@ Open Database | | [jWrite Changes | &2Revert Changes Undo [ glOpenProject | [JSaveProject |- [ghAttach Database € Close Database
Datebase Structre | Growse Dats  EditPragmas | ExecuteSQL
Table:| | responses Dk EI)E] A &) @ [Fiternany colorm ]
d  compsnyreme  indsty a1 @2 a3 a4 a5 @ @ @ @ a0 g1 g2 aB o a7 B g a0 submisson_dae
o = e P e e e [ T T T T R I T e e
11 weMG Consulting no no no no mo mo partial partial partiel partial yes mo no partial unsure partial unsure me no | unsure 2025-11-11 18:
2 zEY Auaic ves ves ves  ves ves ves  ves  ves  yes  yes no  no no parcial unsure partial unsure no no  unsure 2025-11-13 14:
3 3 BwC m no mo ne no no partial partial partial partiel partial yes na na yes  |yes  yes  yes na na yes  2025-11-13 l:
s 4msC Comsulting yes no partial yes no partial yes  mo no no unsure ves ves no no  partialmo  ves no unsure 2025-11-27 1:
5 5 Mchrdle Retail  yes yes yes  yes no partialyes  yes  yes  yes unsure yes na partial no  partial mo  na na yes  2025-11-30 18:

Figure 19: Table 2: Responses - Stores all the response entries with the Company Name,
Industry, Answers Recorded and Submission Date

2 DB Browser for SQlite - C:\Users\Neha | Class. Risk Toon Risk - X
Fie Edt Vew Took Hep
ANew Database (@ Oen Database | (Wt Changes. (BRevertChanges  4Undo |/ (@pemproect (FsaveProject || (@ Atiach Database 3¢ Close Database
DatabaseStructre | Browse Dats  EditPragmas | ExecuteSQL
rable: Irisk_score V= e B8 B A &) @ [Fiternany colom
i anumber response answer kelhood _impact mitigation duraton B
[Fiter TFiter Fiter Fiter [Fiter  Jriter [Fiter Fiter
1 1o ves Yes 1 2 Conduct a regular review of the asset inventor. 1 week - half-yearly/annual checks
2 za no ¥o 2 5 Tdencify critical assets like data, equipment,.. 1-2 weeks
3 sa unsure  Unsure 3 3 Map known assets and discuss with the team 1 week
4 a0z ves Yes 1 1 Conduct an annual review of the policy for 1 day annually
s 502 no o 3 5 Create a basic policy document with the compan. 2-3 weeks
6 6@ partial Policy created but not reviewed 3 3 Update the existing policy With the missing .. 1 week
7 703 ves Yes 1 2 Conduct an annual audit and quarterly testing .. 1 day quarterly
s so3 o ¥o 4 5 Enable TLS/HTTPS certificaces for data in .. 2-3 weeks
s 903 partial Encryprion done only for sensitive 3 4 Extend encryprion to all sensitive data, both .. 2 weeks
0 1004 ves Yes 1 2 Review the role-based access lists annually to.. 1 day annually and regular monitoring
11104 no Yo 5 5 Set up role-based access control in tools like.. 2-4 weeks
0 1204 unsure  Unsure 3 3 Listing all current users and DEImissions in a. 2 weeks
13 1308 ves Yes 2 2 Test backups quarterly to verify the recovery .. 1 day quarterly
14 1408 no No 2 5 Set up daily automated backups of critical dat.. 2-4 weeks
15 1505 partial Backups available but not tested in 3 4 Testing is to be incorporated to the current .. 1 week
1 1606 ves Yes 1 3 Conduct a vearly table-top drill to review the. 1-2 days annually
7 1708 no No 5 5 Develop an incident response plan and business. 3-4 weeks
1 18 partial  Some procedures created but not . 3 4 Inprove the existing incident response plan 1-2 veeks
19 1907 yes Yes 1 1 Enforce awareness training, test and reminder .. 1 day annually wich follow-up checks
M| [4]1-190fe0 b || M Go to: 1
uTEs

Figure 20: Table 3:

Risk Score - Stores the Likelihood and Impact values, Mitigation

solution and Duration for all options of responses (Yes/No/Unsure/Partial/NA) for each

question
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Table:| ris_regster Ve i BRIE A @ @ [iterinany coem ]

nds ot sk category sk descrption anower_lkihood _impact._rk_score_severty mitgaton duration _pany_neidibmisson_dat_elected_strateg dua_seve hslsc

| =  ETE T T . TR = N G e e e ]
: 101 Asset Management  Key business goals and. No s s 20 High  Idencify critical - 1-2 weeks KBMG 1 2025-11. Accept  Righ | 20
2 202 Policy and 2n oucdaced or missing. No 3 s 15 Medium Create = basic 2-3 veeks REMG 1 2025-11 Zvoid  Low 3
3 503 Data Encryprion Unencrypted data Yo 3 s 20 fign Enable TLS/HTTES . 2-3 veeks KPMG 1 2025-11. Terminate Medium 12
s 408 Access Control  Lack of role-bassd o s s 25 Hign et up role-bassd . 2-4 weeks KRMG 1 2025-1l. Transfer Medium 10
s 505 Daca Backup and _ Backups wnich are . o s s 20 mign  Sec up daily 2-4 weeks KEMG 1 2025-1l. Avoid  Low o
s 506 Incident Respons.. Lack of incident and . o s s 25 fign Develop an inciden. 3-4 weeks KRMG 1 2025-1l. Terminate Medium 1
7 707 Emplovee Lack of employes ot B 3 S Medium Add phishing 1 week -. KRMG 1 2025-1l. Transter Low 3
s ¢ Email ana Weak email and Not s 3 12 Medium Complece MFA rollo. 1-2 weeks KRMG 1 2025-11. Accept  Medium 12
B 909 Endpoint and ..  Unprotected endpoints,.. Not E 1 12 Medium Audit the devices .. 1 week  KPMG 1 2025-1L. Avoid  Low o
0 10010 System Pacching .. Uspacched systems are .. Not s B 12 Medium Priorivize crivica. 2 weeks  KBMG 1 2025-11_ Terminace Low B
1 11011 Enisning Previous phisning . Yes 2 B 6 low Conduct an annual . 1 week . KPMG 1 2025-11 Accept Low .
2 12 012 Valnerability .. Mo regular scans on .. Mo 3 s 12 Medium Use open-source 2-3 weeks KEMG 1 2025-1L o
13 15015 Wireless Security Insecurs wirelsss .. o 3 s 12 Medium Upgrade WiF 1-2 weeks KEMG 1 2025-1L o
14 18018 Deteccion and - Lack of monitoring Parcial. s P 12 Medium Inprove the proces. 1 week  KRMG 1 2025-11 o
15 15015 Vendor Management Third-party vendors - Unsure - 4 P 16 Medium Prioritize critica. 2-4 wesks KEMG 1 2025-11 o
6 16016 Malvare Devices without on s s 9 Medium Extend the anti-. 2 weeks  KPMG 1 2025-1L o
v 1 Previcus or. Unsure 3 P 16 Medium Monitor the device. 2 weeks  KEMG 1 2025-11 o
s Web Security .  Unprotected websites . No P P 16 Medium Use free Cloudflar. 2-4 weeks KBMG 1 2025-11 o
1 15 ois clowa Misconfigured clowd . Ne s s 20 mign  Follow free 2-3 weeks KEMG 1 2025-1l. Avoid  Low o

v
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Figure 21: Table 4:
table with the fields

which are calculated based on the Likelihood and Impact
Mitigation Strategy chosen by the user automatically generates the Residual Risk Score
and Severity and is updated in the Risk Register table once the Proceed button is clicked
supporting the Page 3 tables and visualizations
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Risk Register - Stores all the entries for the Page 2 Risk Register
connected from previously displayed tables, Risk Score and Severity
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