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1 System Environment Used

The entire project was executed on a MacBook Air M1 system with the following configuration:

• Device: MacBook Air M1 (2020)

• OS: macOS Sonoma

• RAM: 8 GB

• Python Version: 3.11 (ARM64 Homebrew build)

• Virtual Environment: venv (named practicum tf)

2 Environment Setup

• Installed Homebrew (ARM64 version) to manage system packages.

• Installed Python 3.11 using Homebrew.

• Created a dedicated virtual environment named urlenv for the project.

• Activated the virtual environment for dependency isolation.

• Upgraded pip, setuptools, and wheel to ensure smooth package installations.

3 Libraries and Exact Versions Used

3.1 Core Scientific and Data Libraries

Library Version Used
numpy 1.26.4

pandas 2.3.3

joblib 1.5.2
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3.2 Machine Learning Libraries (Scikit-Learn)

All ML-related imports (train test split, LabelEncoder, StandardScaler, MLPClassifier, Ran-

domForestClassifier, metrics, class weight) come from:

Library Version Used
scikit-learn 1.7.2

3.3 Built-in Python Libraries

These modules are part of Python standard library (no version required):

• re

• math

• urllib.parse

4 Data Used

• Dataset: spam url dataset.csv

• Columns required: url, label

5 Feature Engineering Implemented

The following features were extracted per URL:

• URL length, host length, path length, query length

• Count of digits, letters, special characters

• Digit ratio, special character ratio

• Count of ”/”, ”.”, ”-”, ”=” and ”@”

• Number of subdomains and subdirectories

• TLD length

• Shannon entropy

• Presence of HTTPS/HTTP

• Presence of IP address in host

• Suspicious keyword count
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6 Model Training Configuration Used

6.1 Train/Test Split

• Test Set size: 20%

• Training set size: 80%

6.2 Scaling Used

• Standard Scaler applied to all features for MLP

6.3 Class Balancing

• Balanced class weights computed using compute class weight

• Sample weights applied to MLP training

6.4 Models Implemented

• MLPClassifier Hidden layers: (256, 128, 64), ReLU, Adam, early stopping enabled

• RandomForestClassifier 700 estimators, balanced subsample, max features = sqrt

6.5 Model Selection

• Both models evaluated on test set

• Best model chosen based on accuracy

• Saved as offtech best model.pkl

7 Outputs Generated During Training

• offtech best model.pkl

• offtech label classes.txt

• offtech scaler.pkl

• Classification report (per model)

• Confusion matrix (per model)
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