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Performance Evaluation of ML-DSA-Based
Post-Quantum Authentication in IoT Healthcare
Using Compression Optimisations

Sylesh Sathish Kumar
x23408880

Abstract

The rapid development of quantum computing poses a risk of compromising the
classic algorithms in cryptography including the RSA and the ECC, and exposing
connected systems, including the Internet of Things (IoT) to mass data theft and
harvest-now, decrypt-later attacks. To address this issue, the project deploys and
validates the ML-DSA-44, a NIST-recommended post-quantum digital signature al-
gorithm, as part of a simulated IoT environment, consisting of sensor, gateway, and
verification layers. The paper also includes data and certificate compression based
on Zlib algorithm to minimize the transmission overhead and energy consump-
tion. Experimental comparisons between payloads ranging between 200-5000 KB
indicated that ML-dSA-44, at the lowest CPU and memory consumption, achieves
steady rates of signing and verification ( 5-7 ms ) and Zlib compression lowers the
overall transmission energy and latency by more than 20 percent. The findings af-
firm that the integration of the PQC can be performed in modern IoT platforms like
ESP32 and nRF52840 without affecting performance by providing high quantum
resistance. Theoretically, this work is a contribution to the field as it confirms the
ability of lightweight PQC schemes to co-exist with compression-based optimiza-
tions, and that the gap between security and scalability is closed. In practice, it
can be used to perform secure, low-energy, bandwidth-efficient authentication that
is appropriate to healthcare and critical IoT systems. Future efforts will be direc-
ted at implementing these optimizations to ultra-constrained micro-controllers and
testing interoperability with future NIST PQC standards to be used globally.

1 Introduction

Internet of Things (IoT) has now been vital in the field of healthcare and this connects in-
telligent devices that are able to monitor and manage patient data in real time. Although
this integration will make medical more efficient, it will create serious security issues in
terms of devices communication and data exchange. The study examines the mechan-
isms of enhancing IoT healthcare systems with Post-Quantum Cryptography (PQC) that
resists increasing threat of quantum computing.

This research paper is aimed at creating a safe authentication mechanism using lattice-
based cryptography and ML-DSA digital signatures. Three experimental models were ap-
plied, including one in which there was no compression, and two in which compression was
applied on data to optimize transmission, and on certificates to minimize cryptographic
overhead.



1.1 Importance of Post Quantum Cryptographic Techniques

The emergence of quantum computing is a very serious threat to current cryptography
because systems based on RSA and elliptic-curve encryption can be easily broken with
a quantum algorithm. This has increased the need to find a solution soon based on
Post-Quantum Cryptography (PQC), which is developed to be resistant even to quantum-
powered attackers. Among the most serious threats is the so-called harvest-now, decrypt-
later approach, which involves attackers gathering encrypted data today to decrypt it
later, at the time when quantum computers have become the new reality. In overcoming
this, the U.S. National Institute of Standards and Technology (NIST) has embarked on a
global standardization, and officially declared the move to quantum-resistant algorithms,
making the move to PQC a regulatory necessity of governments and industries before
2035.

1.2 Research Question

The primary research question aims to comprehend the ability of data compression and
certificate compression to increase the performance of a post-quantum cryptography
(PQC) based authentication system in use in an IoT healthcare setting. The main re-
search question can be stated as: How can compression techniques improve the
performance of PQC-based authentication in IoT healthcare systems without
weakening security?. PQC algorithms, particularly lattice-based signatures like ML-
DSA, demand high computational overheads and more key sizes, potentially posing a
burden on [oT devices with limited resources. The research question is thus whether
compression mechanisms can achieve optimal transmission size, latency reduction, and
efficiency without changing or impairing security guarantees offered by PQC. This is the
focus of this question that will help to define whether PQC can be implemented in scale
in large healthcare systems where security and performance are the key factors. We for-
mulate the following subordinate research questions to structure and guide the present
study in greater detail:

e How does zlib-based data compression affect payload size, transmission latency, and
energy consumption in PQC-secured [oT communication?

e Does certificate compression reduce overhead introduced by large PQC certificates
without disrupting certificate-chain validation?

e How do the three variants (baseline, data compression, certificate compression)
compare in terms of CPU usage, memory consumption, and signature verification
time?

e Can compression techniques be integrated into PQC workflows without impacting
the correctness of ML-DSA signatures or weakening system security?

1.3 Research Objectives

The primary goal of the research is to develop and test a safe and effective post-quantum
authentication system in the context of the IoT healthcare system. The research aims at
combining ML-dSA digital signatures, X.509 certificates, and compression algorithms to
maximize the performance without reducing the level of security.



1.4

1.5

To assess the impact of data compression on communication efficiency, such as its
impact on payload size, transmission latency and energy consumption in the context
of using in PQC-authenticated IoT messages.

To develop and evaluate a certificate compression strategy which would decrease
the size of PQC-based X.509 certificates and preserve full-scale certificate-chain
establishment and assurance integrity.

To evaluate the performance of computational tasks in each of the three variants:
baseline, data compression and certificate compression based on indicators of CPU
usage, memory usage, time taken to generate a signature, time taken to verify a
signature, and system responsiveness.

To confirm that compression techniques do not weaken security, ensuring that ML-
DSA signatures remain verifiable and that data integrity and authenticity are pre-
served in all variants.

Limitations

The majority of the current PQC-based IoT authentication schemes consider only
the cryptographic strength but do not consider the performance concerns of high
computational time, memory consumption, and overhead transmission.

Lattice schemes such as PQCAIE and LAAC offer high levels of post-quantum
security, but are not compatible with resource-constrained IoT devices with large
key and certificate sizes.

Research into post-quantum X.509 certificates emphasizes the inefficiencies of TLS,
but contains little information on how to decrease certificate overhead.

Although the methods of compression and de-compression of data have been util-
ized in the general IoT systems, their combination with PQC-based authentication
remains underexplored.

Outline of the Report

Related Work: Reviews existing PQC and IoT authentication studies and iden-
tifies the research gap.

Research Methodology: Explains how the three experimental models—baseline,
data compression, and certificate compression—were developed and tested.

Design Specification: Describes how security, data handling, and compression
techniques are implemented.

Implementation: Details the setup, configuration, and tools used to deploy the
three system variants.

Evaluation: Presents the performance results, analysis, and comparison among
the three models.

Conclusion and Future Work: Summarizes findings and outlines future im-
provements for secure and efficient [oT healthcare systems.



2 Related Work

The following part reviews previous studies in the fields of post-quantum cryptography,
IoT authentication, and performance optimization. The discussion is divided into three
subsections, with [2.Idealing with the post-quantum cryptography in IoT healthcare
systems, providing a comparative analysis of the discussed methods. focusing
on compression and optimization methods of IoT devices.

2.1 Post-Quantum Cryptography in IoT Healthcare Systems

Lo et al. designed an improved authentication scheme of the Internet of Medical Things
(IoMT) based on lattice-based post-quantum cryptographic primitives to defend med-
ical devices against cloning and identity theft Man Lo et al. (2024]). On the same note,
Mansoor et al. proposed the PQCAIE scheme that fuses lattice mathematics and TLS 1.3
architecture to provide mutual authentication and secure data delivery among resource-
constrained IoT medical devices Mansoor et al.| (2024). Prajapat et al. also contrib-
uted to further development of the evolution towards group authentication and came up
with lattice-enabled group authentication protocol in support of multi-entity healthcare
networks, which allows simultaneous verification of multiple users with lesser network
latency Prajapat et al| (2025). Also, Tiwo et al. highlighted how quantum-resistant
algorithms, including CRYSTALS-Kyber and Dilithium, can be practically applied to
healthcare systems in the clouds and are more efficient and compliant with regulations
than classical cryptosystems (Tiwo et al. (2025). Other post-quantum cryptography
paradigms, such as code-based and hash-based encryption, have also received signific-
ant interest. lavich et al. introduced an NTRU-based homomorphism encryption scheme
that allows processing of encrypted medical data through distributed e-health systems
with security lavich et al.|(2021)). Similarly, Bera et al. have suggested a post-quantum
continuous authentication scheme that uses behavioral biometrics and vector similarity
search to realize the real-time identity verification with quantum-secure security |Bera
et al.| (2025).

2.2 Compression and Optimization Methods in IoT Security

[oT devices have resource limitations like bandwidth, computational power, and storage
capacity, which require optimized mechanisms to transmit data in a secure way. In IoT-
based healthcare applications, compression and optimization are very important to im-
prove performance and security. Karthikeyan et al. suggested LZW lossless compression
and X.509 digital certification as a hybrid method of minimizing redundancy in data and
to authenticate communication among devices Karthikeyan and Poongodi| (2022). Their
findings revealed that the encoded key size and transmission time were greatly reduced
without decreasing the resistance to data modification attacks. Similarly, Darmawan et
al. used the JSON string compression using Zlib in the case of dynamically received
input data and showed a compression of the database storage by about 37 percent and a
decrease in the time of data processing by half Darmawan et al.| (2020)). This emphasizes
how lightweight compression frameworks can be used to improve the performance of the
[oT devices without increasing encryption overhead. On a broader level, Al-Otaibi et
al. developed a hybrid and lightweight device to server authentication scheme based on
the use of AES encryption with MAC address mask, which led to lower communication



overhead and enhanced processing speed in mobile IoT conditions|Al-Otaibi et al.| (2024)).
The following optimizations are very much aligned with security in medical IoT systems
where real time monitoring is very important and the latency and energy efficiency is

vital.

2.3 Comparative Analysis

(2024) [AL-Otaibi
et al.| (2024)

thentication optimized for
mobile IoT applications.

Author(s) Technique Key Features / Find- | Quantum IoT Suitabil-
ings Resist- | ity
ance
Lo et al. | Lightweight PQC | Lattice-based scheme en- | High Excellent for
(2024) [Man Lo | Authentication suring low computational healthcare IoT.
et al. (2024) cost and secure IoMT
device communication.
Mansoor et al. | PQCAIE with TLS | Integrates lattice crypto- | High Ideal for
(2024) Mansoor| | 1.3 graphy with TLS for mu- resource-limited
et al.| (2024) tual authentication and se- e-health Sys-
cure data delivery. tems.
Prajapat et al. | Group Authentica- | Lattice-based protocol al- | High Highly scalable
(2025) Prajapat| | tion lowing multi-entity verific- for medical net-
et al. (2025) ation with low latency. works.
Tiwo et al. | Cloud-Based PQC | Uses CRYSTALS-Kyber | High High — supports
(2025) Tiwo| | Framework and Dilithium; efficient cloud-based
et al.| (2025) for distributed and cloud e-health.
healthcare systems.
lavich et al. | NTRU Homo- | Enables secure processing | High Moderate —
(2021) Iavich| | morphic Encryption | of encrypted health data secure but re-
et al.| (2021) but incurs moderate com- source heavy.
putation cost.
Bera et al. | Behavioral PQC Au- | Combines PQC with bio- | High Strong for
(2025) Bera/ | thentication metric data for continuous dynamic health-
et al.| (2025) and real-time verification. care systems.
Karthikeyan LZW + X.509 Com- | Hybrid scheme minimizing | Low Moderate — ef-
et al. | pression redundancy and transmis- ficient but not
(2022) Karthikeyan sion time using data com- quantum safe.
and  Poongodi pression.
(2022)
Darmawan et al. | JSON-Zlib Compres- | Reduces storage by 37% | Low High — effective
(2020) Darmawan| sion and halves processing time; for IoT sensors.
et al.| (2020) lightweight and energy-
efficient.
Al-Otaibi et al. | AES + MAC Hybrid | Low-latency symmetric au- | Low High — suitable

for real-time
medical IoT.

Table 1: Comparative Summary of Existing Approaches in IoT Healthcare Security




2.4 summary and research gap

Current literature shows that the implementation of the post-quantum cryptography in
the protection of the IoT healthcare systems is impressive, with research works proposing
lattice-based authentication models, group verification model, hybrid PQC models, and
continuous biometric authentication models. In other works, the means of lightweight
compression, including LZW and DEFLATE, have been demonstrated as a way of en-
hancing the efficiency of communication in an [oT environment with resource constraints.

Even though tremendous efforts have been done in the application of the post-quantum
cryptography in the IoT in healthcare system, the current authentication models con-
tinue to be computationally expensive and have enormous communication requirements
that restrict their feasibility in devices with limited resources. Additionally, compres-
sion methods- though found to be effective in overall IoT optimisation- have not been
systematically incorporated into PQC authentication procedures so the performance of
compression methods remains unexplored. This suggests a niche in existing informa-
tion, allowing to more precisely determine whether compression may allow streamlining
PQC-based authentication without it affecting security.

3 Methodology

This chapter presents the methodology that was used to carry out the research, giving
an overview of the approach, structure of the experiment as well as the data collection
procedure and methods used for analysis of the results.

3.1 Research Approach

This research follows an experimental and quantitative approach to evaluate the per-
formance of a post-quantum cryptography (PQC)-based authentication system for IoT
healthcare environments. The paper is concerned with the discussion of the effects of
various compression techniques on the PQC operation efficiency. The methodology in-
cludes the construction of the three versions of the authentication system and putting
them into the controlled test conditions to quantify their computational and communic-
ation performance. Isolating compression as the independent variable, the methodology
guarantees that the variation in performance could be directly linked to the technique
under examination.

3.2 Experimental Design

The Experimental design is to compare three system variants, including a baseline model,
which does not compress (no compression), a model that uses the zlib data compression
algorithm to lower the payload size, and a model that uses the certificate compression
algorithm to minimise the size of PQC certificates. The three models are based on the
architecture that includes a simulated IoT sensor, a gateway relay, and a verification
server. All the models run the same load of payload sizes so that they have a common
ground to be compared. The design is aimed at the measurement of CPU usage, memory
consumption, transmission latency, verification time, and estimated energy consumption.
This design enables the research to find out the impact of compression on the overall
system performance.



[Experimental Design]

\

Baseline Model Certificate Compression Model
PQC (ML-DSA) Data Compression Model PQC +
No Compression PQC + zlib Cert, Compression

/

Common Test Environment:
[oT Sensor Simulator — Gateway Relay — Verification Server

Measured Parameters:
CPU Usage, Memory, Latency, RTT, Signature Time,
Payload Size, Compression Ratio, Energy Consumption

Figure 1: Experimental Design Structure for the Three Authentication Models

3.3 Data collection Method

The system has automated performance data collection in every component of the system.
The sensor captures hashing time, signature generation time, compression time, payload
size and estimated energy consumption. The gateway logs round trip time, message
size, CPU use and memory use. Signature verification time and changes in memory are
recorded in the verification server. All the metrics obtained are saved in CSV files to be
compared and analyzed systematically. This automatic logging guarantees its accuracy,
consistency and reproducibility across different test cycles.

3.4 Experimental Procedure

The experiments are conducted through the use of a sequence of messages which have
a fixed size in their payloads, varying between small packets and multi-kilobyte. Ex-
periments on all three models are undertaken under the same conditions and the size of
the payload is varied. Several repeats are carried out to reduce variability and get good
averages. Between tests, the system is brought to a reset to avoid use of resources being
transferred between test runs. The sensor, gateway and server measurements are taken
simultaneously, providing a full performance trace of each variant.

3.5 Data Analysis Method

The data collected is analysed through a comparison of key measurement of performance
of the three variants of the system. The difference in CPU usage, memory consumption,
transmission latency, and energy efficiency are demonstrated with the help of graphs
and tables. The compression ratio and message size are studied to get the direct effect
of compression. To obtain the consistent patterns in the payload sizes, trend analysis is
conducted. The obtained comparative results are further explained to show whether data



or certificate compression has practical advantages to PQC-based authentication in IoT
healthcare systems.

4 Design Specification

Design specification describes the general architecture, modules and the working process
of the proposed post-quantum authentication system.

4.1 System Architecture Overview

The suggested authentication system is developed as a three-layer system that includes an
[oT sensor node, a gateway node, and a verification server. The architecture will model
a common healthcare IoT setting in which medical sensors produce real-time data on pa-
tients, which should be effectively delivered and authenticated before accessing a central
machine. . Each component in the architecture plays a distinct role in the security pro-
cess while maintaining a consistent workflow across all three experimental models. The
[oT sensor node will create the data, hash the payload, sign it with the post-quantum sig-
nature algorithm of the ML-DSA and append the respective X.509 certificate. The sensor
can also compress data or certificates prior to their transmission depending on the variant
under examination. The gateway node is a middle relay that takes in sensor payload,
records performance data including CPU usage, memory consumption and transmission
latency and transfers the information to the verification server. The verification server
performs certificate validation, decompression when required, and signature verification
to confirm the authenticity and integrity of the received data.

IoT Sensor Node Verification Server
Gateway Node
Data Generation Metrics Logei Certificate Validation
etrics Loggin
ML-DSA Signing gg g Decompression
Relay Transmission

(Optional) Compression Signature Verification

Figure 2: System Architecture for the PQC-Based IoT Authentication Framework

4.2 Authentication Workflow

The process begins at the IoT sensor node where patient related information is produced
and subsequently processed. The sensor hashes the payload and signatures it with the
post-quantum signature algorithm, the ML-DSA. The sensor can also compress the data
in the payload or compress the certificate enclosed in an X.509 certificate depending on
the model under test. After being ready the signed certificate and payload is sent to the
gateway. The message is sent to the gateway node where intermediate logging is done,
including logging CPU usage, memory usage and transmission latency. At the verification
server, the message undergoes certificate validation and signature verification. In case of
certificate compression model the certificate is decompressed by the server and then it is
checked. Once the certificate has been checked, the server resends the signed message,
calculates the hashes and checks the signature of the ML-DSA to ensure the authenticity
and integrity. The server would next capture performance measurements and reply a
validation result back to the gateway and sensor. This model ensures that every model



is run through the same authentication pipeline though data or certificate compression
can affect performance metrics. Consequently, the workflow offers a relative foundation
of assessing the effectiveness and feasibility of incorporating compression methods into
PQC-based IoT authentication.

Sensor Gateway Verification Server

T T T

Generate Data & Sign

Send Payload

Forward Payload

Signature Verification

Verification Result

Status to Sensor

3 Certificate Validation 3

Figure 3: Authentication Workflow

4.3 Data Flow Design

The data flow design is the one that provides the way in which information flows during
the three variations of authentication in the system. Despite the fact that all the models
use the same communication order between the sensor, the gateway, and the verification
server, the processing of the payload and certificate varies depending on the compression
technique used.

Within the framework of the baseline model, the sensor produces the payload, the
hash of payload, and the signature obtained with the post-quantum ML-DSA signature
algorithm. The complete raw X.509 certificate is added to the message in addition to
the raw message, signature and raw payload. The whole package is passed on the gate-
way to the verification server where certificate validation and signature verification are
performed.

The payload is then compressed with zlib (DEFLATE) algorithm in the data compres-
sion model before it is transmitted. The scheme of hashing and generation of signature
is carried out on the original, non-compressed data in order to preserve correctness of
the signature. The message contains compression metadata like the type of encoding,



Sensor Node

Generate Payload ’ I Gateway No del [ Verification Server

Hash Payload Certificate Validation
: Relay Message
ML-DSA Signature

Signature Verification
Attach Raw X.509 Cert

Figure 4: Baseline Model Block Diagram

the original size and compressed size. The compressed payload is relayed by the gateway
and the verification server reconstructs the original information and then carries out cer-
tificate validation and signature verification. This model does minimise the transmission
size, but does not compromise the integrity of the signed content.

ensor Node - -
s Verification Server
Generate Data
Gateway Node Decompress Payload
Hash + ML-DSA o
. Relay Compressed Payload Cert Validation
Compress Payload (zlib) Sienature Verif
Add Compression Metadata & Yy

Figure 5: Data Compression Variant Block Diagram

In certificate compression model, no compression has been made on the payload,
though the X.509 certificate is compressed with zlib in order to minimize the certificate
overhead. A compressed certificate is Base64-encoded and send together with metadata
about its encoding. When the message is received, the verification server performs the
reverse procedure of decompressing the certificate and then validating the certificate chain
and verifying the ML-DSA signature. The model particularly focuses on the minimization
of certificate size without altering the data portion. These three data flow designs used
together, allow a comparative evaluation of the impact of various compression strategies
on performance without changing the security mechanism.

Sensor Node Verification Server

Gremaralie Dk Gateway Node Decode + Decompress Cert
Hash + ML-DSA S
X . Relay Message Cert Validation
Compress Certificate (zlib)

Signature Verification
Base64 Encode Cert £

Figure 6: Certificate Compression Variant Block Diagram

4.4 Security Design

Security design establishes the cryptographic elements, certificate infrastructure and veri-
fication principles which are applied under the proposed post-quantum authentication
system. These are meant to provide confidentiality, integrity, authenticity, and resistance
to quantum level adversary in a way which still remains compatible with current IoT
healthcare environments.

The system uses the ML-dSA post-quantum signature algorithm that is a lattice-based
digital signature scheme chosen due to its resistance to quantum attacks and capability
to run on limited resources. Each sensor node generates a key pair consisting of a private
signing key and a public verification key. The private key is stored securely on the sensor
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and is used to sign outgoing data, while the public key is embedded inside an X.509
certificate to allow trusted verification on the server side.

The issuance, signing and validation of X.509 certificates is addressed using a standard
structure of certificate authority (CA). In the process of creating a certificate, the CA
authenticates sensor public key after which it is coded with information of device identity,
validity period, and metadata signature. As part of every message, this certificate is sent
in order to identify the sender of the sensor device by the server. The certificates chain
validation is done to verify that the certificate was issued by an authority that is trusted
and has not been modified or that it has not expired.

In order to ensure the integrity of received data, the system calculates a digest of a
payload using a hash-function, that is SHA-256, before creating the ML-DSA signature.
Hashing has the effect that even slight modifications of the data can be easily detected
when the signature is being verified. When the payload arrives at the verification server,
the input is rehashed and the resulting comparison is made with the signed digest to
ensure that the messages have been properly received and correctly interpreted.

Despite the fact that the system is not a full TLS communication, it also applies
major features of TLS 1.3 principles of certificate communication, especially the model of
certificate compression. These are the identity material separation, the need not to alter
the original signature structure and the necessity that certificates have to be decrypted
and restored back into their specific shape before validation. Such principles are compat-
ible with the routine cryptographic verification procedures and allow optimisation of the
performance.

The security design guarantees that the system has a good level of post-quantum security
and can achieve the flexibility of compression strategies and effective authentication in
an [oT healthcare environment.

4.5 Compression Design

The compression design explains the processes that are used to optimize the message size
in the proposed authentication system. two compression schemes are utilized based on
the experimental model payload compression and certificate compression. Both methods
involve the implementation of lightweight algorithms that should minimize the trans-
mission cost without compromising the integrity and the accuracy of the cryptographic
operations.
The compression algorithm used in the system is the zlib (DEFLATE) algorithm, which
combines LZ77 dictionary encoding and Huffman entropy coding.
Let the input byte stream be

S = (81,82, ,8n)-

LZ77 Sliding-Window Encoding: The encoder searches within a sliding window W for
the longest match of the upcoming input sequence. Repeated sequences are represented
using a tuple:

(d7 l7 0)7

where d is the distance to the start of the match, [ is the match length, and c¢ is the next
unmatched literal. A match is found when

Slivi+l=S[i—d:i—d+]1].
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Huffman Coding: Each symbol is encoded based on its frequency using Huffman cod-
ing. The expected bit-length of encoding is

k
L=Y pi-t,
=1

where p; is the probability of symbol ¢ and /; is its bit-length.
Compressed Output: The final compressed stream is given by

O = H(LZT7(S)),

where H is Huffman encoding.
Compression Ratio: The system records the compression ratio as
B

CR =121,
C]

where |S| and |C| denote the sizes of the original and compressed data respectively.
The model in data compression uses the zlib (DEFLATE) compression algorithm is done
on the payload prior to being transmitted to the receiver. The compression is done once
the original data is hashed and the signature of the ML-DSA has been signed so that
the signature produced by the second author, is not invalid. A compressed payload is
also accompanied by metadata that consists of original size, compressed size, and a type
of the encoding so that the verification server is able to reconstruct the data correctly.
When the message is sent, the server decompresses the payload after which, certificate
validation and signature verification are done. This design minimizes the bandwidth and
energy on which communication is to run even though the security properties of the
original unsigned content are preserved.

The certificate compression model uses the X.509 certificate compression algorithm (zlib
(DEFLATE)) to compress the certificate. The signed certificate should then be com-
pressed and Base64-encoded to prevent any harm during transmission in JSON-based
programs. Metadata with the compression format is introduced such that the veri-
fication server is capable of decoding the certificate and decompressing the certificate
properly. The server, during verification, restores the compressed certificate and puts it
back in its original format and then conduces certificate chain validation. The design is
more specifically aimed towards eliminating certificate overheads, which are substantial
in post-quantum cryptographic systems because key and signature sizes are larger.

5 Implementation

5.1 Implementation Overview

The implementation step is aimed at converting the system design into the workable
prototype that can perform post-quantum authentication in the IoT healthcare environ-
ment. The system is configured on three variants, which can be tested independently,
namely, the baseline, the data compression and the certificate compression, which are
built on the same core design structure so that there is consistency in functionality and
equity when querying the performance ratings. The implementation is very much in line
with the design specification according to which it applies the ML-DSA post-quantum

12



signature algorithm to generate and verify digital signatures, X.509 certificates to identify
the devices, and JSON-based message format to communicate efficiently. Every element
was designed in Python and therefore it is possible to have modularity and ease of integ-
ration between cryptographic elements, compression functions and performance tracking
elements. FastAPI has been utilized to create minimal human resource HT'TP endpoints
with which the nodes communicate, and the resource consumption and runtime metrics
during the authentication can be acquired with the help of psutil and custom logging
modules.The implementation ensures controlled experiments in all three models by or-
ganizing the system into unique modules sensor processing, gateway relaying and server
verification which can be reused and expanded in the future. This base will tell us that fu-
ture evaluation results will be accurate indications of the effect of compression techniques
and not the variability in system behaviour.

5.2 Development Environment

Development environment refers to hardware and software with which the proposed sys-
tem of post-quantum authentication will be built, executed and evaluated. The envir-
onment of all the experiments was controlled and constant to make all the experiments
reliable and comparative across the three variants.

5.2.1 Hardware Environment

e Processor: intel core i5
e Memory: 16 GB RAM
e Storage: 256 GB SSD

e Host System: Linux-based workstation

5.2.2 Software Environment

e Operating System: Kali GNU/Linux Rolling (VERSION=2025.2)
e Programming Language: Python 3.13.3

e Web Framework: FastAPI for lightweight RESTful endpoints

e Server Engine: Uvicorn ASGI server

e Compression Library: zlib (DEFLATE)

e Cryptographic Tools: libogs/OpenSSL bindings for ML-DSA, SHA-256 hashing,
X.509 certificate generation

e Performance Monitoring: psutil library for CPU and memory metrics
e Data Handling: JSON for message formatting, CSV for logging

e Certificate Authority Tools: OpenSSL for keypair and certificate creation
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5.3 System Components

Implementation of the suggested authentication framework is structured into three primary
components of the system, namely, the sensor node, the gateway node and the verification
server. The operation of each component is limited to a certain number of operations
in the authentication process, and all the three experimental variants are arranged sim-
ilarly. This detachable partitioning guarantees a flexibility, reproducibility as well as
definite quantifying of the performance disparity delivered by the compression methods.

5.3.1 Sensor

The sensor node is responsible for creating a payload and all cryptographic operations
then transmitting. It assembles a JSON message which holds the raw data, calculates
the hash value and produces an ML-DSA post-quantum signature with a help of the
private key. The sensor can also compress the payload (data compression model) or the
certificate (certificate compression model) based on the version of the experiment. The
sensor places the proper metadata, facilitates the X.509 certificate, and sends the finished
message to the gateway via an endpoint of FastAPI.

5.3.2 Gateway Node

The gateway node is used to send intermediaries relay between the sensor and the verific-
ation server. It does not apply any type of cryptographic transformation but documents
essential system metrics that can be used during the evaluation phase. The gateway
records that CPU is in use, memory is being consumed, message size, and Round trip
time and then transmits the message to the server after the sensor sends a message to
it. This makes sure the gateway picks up the overhead in reality that is caused by each
variant without interfering with the security process.

5.3.3 Verification Server

The endpoint which performs the verification of the authenticity and integrity of messages
transmitted by the gateway is the verification server. Its duties are to decompress the
payload or certificate where necessary, to validate the X.509 certificate, to re calculate
the hash of the data received and to verify the ML-DSA signature with the public key
retrieved through the certificate. The server logs the time of verification, memory and any
errors in processing. The gateway receives a response which is either a success or failure
completion of the authentication cycle. Combination of all of these elements executes the
entire authentication chain and separates the compression effects out of the construction
of the security mechanism. Such a modular structure enables the performance of the
baseline, data compression and certificate compression variants to be compared through
controlled comparison.

5.4 Implementation of variants

The proposed authentication framework was implemented in three different variants
which include the baseline model, the data compression model and the certificate compres-
sion model. All the versions adhere to the same general architecture and communication
flow, and this ensures that the effect of compression methods can be factored out and
measured properly. Cryptographic mechanisms, such as payload hashing and ML-dSA
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signature generation used as the foundation of these algorithms, are also the same in all
versions to ensure consistency in terms of security.

5.4.1 Baseline Variant

The default version is how the authentication process will be implemented without any
form of compression. The sensor creates the payload and calculates the hash and signs
the message with the ML-DSA algorithm. The entire uncompressed X.509 is appended
to the message together with the signature and the original data. This message is passed
on to the verification server by the gateway and certificate validation and signature veri-
fication are done. This version gives the reference performance measurements that one
can compare with the compressed variants.

5.4.2 Data Compression Variant

In the data compression version, the sensor performs the same cryptographic operations as
in the baseline version, but uses zlib (DEFLATE) to compress the payload and transmit
it. Notably, Hashing and signature generation are done on the original uncompressed
data, to maintain the validity of the ML-DSA signature. A metadata, including the type
of encoding, original size and compressed size, is packed with the compressed payload. In
the verification server, the payload is decomposed and certificate validation and signature
verification are followed. This deployment lowers the transmission size, communication
overhead as well as cryptographic operation is maintained.

5.4.3 Certificate Compression Variant

The certificate compression variant is a variant whereby the payload is not compressed
but the X.509 certificate is compressed with zlib. The compressed certificate is Base64-
encoded so that it is safely transported as a part of the JSON message. The message
contains metadata on compression type and certificate length. When a message is re-
ceived, the verification server decodes and decompresses the certificate and then certific-
ates chain validation is done. All the remaining authentication steps such as hashing and
signature validation are not affected. This version is designed with minimizing certificate
overhead in mind that is particularly important in post-quantum cryptographic systems
where certificates are more aggressive.

6 Evaluation

This section provides the findings of all three authentication variants namely baseline,
data compression, and certificate compression using performance information collected
at the sensor, gateway, and the verification server. The aspects that have been analyzed
are the hash time, sign time, latency, energy consumed and the reduction of certificate
size. All the metrics are justified and supported by the graphs presented and interpreted
with the post-quantum cryptographic constraints in IoT environment.

6.1 Baseline Variant

The initial experiment reviews PQC authentication workflow without compression of the
baseline. The size of the payload was varied between 200 KB and 5000 KB, enabling
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the investigation of the effect of the rise in the size of the data on the hash time, sign-
ing time, latency, verification time, CPU utilization, memory utilization and the energy
consumption in general.

Hash Time

The efficiency of hashing was also maintained without much increase as the payload size
grew. 'This shows that hashing is not a constraint in PQC workflows, even at large
payloads.

Payload vs hash_time_ms (Without Compression), hash_time_ms (with data Compression) and Hash_time_ms (with cert Compression)
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Figure 7: Payload vs Hash Time

Signing Time

Under all sizes of payload (5-7 ms), signing time remained constant. This means that the
requirement of ML-DSA-44 signing does not depend on the payload, but just on the size
of the hash.

Payload vs sign_time_ms (Without Compression), sign_time_ms (Data Compression) and sign_time_ms(Cert compression)
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Figure 8: Payload vs Signing Time
Energy Consumption (Baseline)
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payload vs Energy_total_mj (without Compresion)
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Figure 9: Payload vs Energy Consumption

The consumption of energy soared with the size of the payload that passed 17,000 mJ in
5000 KB. This demonstrates that the transmission cost is more dominant than the use
of energy in PQC-enabled IoT systems.

Latency and Verification

Latency grew progressively with the size of the payload transmitted and the verification
time was kept constant since ML-DSA verification does not depend on how large the
payload is but solely on the size of the signature.

6.2 Data Compression Variant

In the second experiment, the payload is zlib-compressed without any change in crypto-
graphy workflow. The sensor authenticates original (uncompressed) payload and sends
the compressed one, with the preservation of the complete ML-DSA security properties.
Compression Impact on Energy

Compression of data led to a drastic reduction of the total energy use - by 100x-1000x.
As an example, 5000 KB payload that used 17,837 mJ in the base model used less than
150 mJ in compressed mode.

payload_kb vs energy_total_mJ (Data Compression) and energy_total_mJ (Cert Compression)
@ energy_t total_mJ (Data Compression) @ energy_total_mJ (Cert Compression)

200

ay_mj

Figure 10: Payload vs Energy Consumption (Data Compression vs Certificate Compres-
sion)
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Hash & Sign Times

On hash and signing, the performance was the same as in the baseline, and it confirms
that compression does not affect the fundamental cryptographic algorithms.

Latency Improvements

The small size of payloads resulted in a direct decrease in the transmission latency,
particularly in payloads larger than 600 KB. This is an indication that the compression
of data makes a significant improvement in the performance at network level.

6.3 Certificate Compression Variant

This experiment compresses only the X.509 certificate using zlib, keeping the payload un-
changed. This tests whether certificate compression can reduce bandwidth usage without
affecting cryptographic correctness.

Certificate Size Reduction

Results show that certificate compression reduces binary size by 23.76 percent and Base64
size by 23.81 percent. Although this reduction may appear modest, it translates to sub-
stantial bandwidth savings during high-frequency transmission.

Category Original Compressed Saved Ratio
Binary Certificate | 2845 2169 676 23.76%
Sizes

Base64-Encoded 3796 2892 904 23.81%
Sizes

Full JSON Payload | 3981 3077 904 22.71%
Transmission Size

Table 2: Certificate Compression Summary

6.4 Discussion

The comparative study of the three experimental versions makes it clear that compression
is vital in enhancing practicability of PQC-based authentication to the IoT healthcare
system. Most significant performance improvements come with data compression, as both
overall transmission energy and the latency of large payloads can be reduced by up to 99
percent and much lower, respectively, without affecting the hashing, signing, and verific-
ation time, proving that PQC security is not compromised. Certificate compression does
not affect cryptographic computation, but offers significant savings in bandwidth and
storage, furthermore, it is especially useful in systems that need to transmit certificates
more often, or in systems with stringent communication limitations. In a comparison
of the two methods, data compression works well in the case of large, constantly mon-
itored sensor data streams, and certificate compression is recommended in authentication
intensive processes or band constraint conditions.

7 Conclusion and Future Work

The main aim of this research was to find the answer to the following question: How can
compression methods be used to enhance the performance of PQC-based authentication
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in [oT healthcare systems without compromising security? To overcome this, the research
introduced a three-layer IoT authentication system environment with ML-DSA-44 digital
signature and X.509 certificate and tested three experimental sets, the baseline PQC au-
thentication model, with compression on data using zlib, and compression on certificates
using TLS-aligned compression principles. The complete set of objectives was met with
a wide experimentation and measurement involving a variety of performance measures
such as hashing time, signing time, verification time, latency, energy consumption as well
as certificate transmission overhead.

The results prove that post-quantum authentication can be implemented in the internet-
of-things in healthcare sectors, in particular, with the help of the specific optimization
measures. The time taken to hash and sign was consistently low in all variants, which
proves that ML-DSA-44 can be used in real-time conditions within the IoT. The greatest
improvement was achieved in data compression with transmission energy consumption up
to 99 percent less and offering enormous latency reductions especially with large payload
sizes.

Future research need to examine certificate compression methods that comply with
RFC 8879 or more advanced algorithms like Brotli or Zstandard (Zstd) which have the
potential to achieve even higher compression ratios of post quantum cryptography (PQC)
certificate formats. Another promising direction is the investigation of incremental au-
thentication, where certificates are not sent with every packet but referenced through
cached identities to reduce bandwidth further. Additional investigation might also look
into the implementation of hardware-accelerated PQC implementations on medical-grade
chipsets, thus, enabling both faster signing and verification of data in addition to reducing
power consumption at the same time. These research directions are substantive oppor-
tunities to expand the existing body of knowledge, which will contribute to the creation
of safe, scalable, and quantum-resilient healthcare Internet of Things ecosystem.
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