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Configuration Manual & Replication Guide 
Project Title: Bridging the Gap Between Detection and Enforcement: 

A Critical Review of Deep Learning-Based Zero-Trust Intrusion Detection Models 

Author: Muhammad Saqib (X23374501) 

Platform: Google Colab Pro (Cloud-Based) 

1. Introduction 
The below manual is a sequential instruction on how to install the experiment environment, the 
software dependencies, and the Deep Learning pipeline that was created in this study. The 
system will be modular and the data preprocessing, model training, and the interactive Zero-
Trust simulation will be separated into separate executables. 

In order to make the project reproducible, Google Colab is used, with support to faster training 
on the NVIDIA GPUs. 

2. System Requirements 
Ahead of the code implementation, make sure that your environment has the following 
specifications. As this project is based on the cloud infrastructure, the hardware specifications 
are the virtual instance deployed by Google Colab. 

2.1 Hardware Configuration 

• Platform: Google Colab Pro (Recommended). 
• GPU: NVIDIA T4 (16GB VRAM) or NVIDIA A100 (40GB VRAM). 

o Note: Deep Learning training on CPU is not recommended due to high latency. 
• RAM: High-RAM Runtime (approx. 32GB) is required to handle the SMOTE balancing 

process for large datasets. 
• Storage: Google Drive with at least 5GB of free space. 

2.2 Software Stack 

The construction of the project takes place in Python 3.10+. The core libraries which are required 
are as follows: 

3. Installation & Setup 

Step 1: Directory Structure 



 
 

Your Google drive will require you to develop a particular folder structure in order to enable the 
scripts to find datasets and save models automatically. 

1. Open Google Drive. 
2. Create a main folder named: MSc_ZeroTrust_Project. 
3. Inside this folder, create two sub-folders: 

o Datasets/ (Upload your CSV files here, e.g., CICIDS2017.csv, Edge-
IIoTset.csv). 

o Artifacts/ (Leave this empty; the script will save trained models here). 

Step 2: Environment Initialization 

Open the first notebook (Zero-Trust Intrusion Detection Models.ipynb) in Google 
Colab. Run the following command in the first cell to mount your drive and install dependencies: 

4. Execution Workflow 
The project is divided into two phases. You must run Phase 1 completely before attempting 
Phase 2. 

Phase 1: Model Training & Feature Engineering 

File: Zero-Trust Intrusion Detection Models.ipynb 

This script handles the heavy lifting: loading data, training the AI, and saving the "brain" of the 
system. 

1. Load Data: Run the cells under "Data Loading." The script will automatically merge the 
CSV files and remove NaN or Infinity values. 

2. Feature Selection: The script uses Random Forest to identify the Top 20 features. 

3. Balancing (SMOTE): The script will apply SMOTE to the training data. 
o Warning: This step may take 5–10 minutes depending on RAM availability. 

4. Model Training: The 1D-CNN model will train for 10-20 epochs. 
o Early Stopping: Training may stop early if validation accuracy stabilizes. 

5. Export Artifacts: Upon completion, the script automatically saves three critical files to 
your Artifacts/ folder: 

o cnn_model.h5 (The trained AI). 
o scaler.pkl (The mathematical scaler). 
o features.pkl (The list of 20 features). 

Phase 2: Interactive SOC Simulation 

File: Zero-Trust DL-IDS SOC_Simulation.ipynb 



 
 

This script launches the dashboard. It does not require training the model again; it simply loads 
the saved files from Phase 1. 

1. Load Artifacts: Run the setup cells. The script will look for cnn_model.h5 in your 
Drive. 

2. Launch Dashboard: Execute the final cell containing the gradio launch command. 
3. Access Interface: Click the public link generated (e.g., https://...gradio.live). 

5. Using the Dashboard 
Once the Gradio interface is running, you can simulate network attacks: 

1. Input Parameters: Use the sliders to adjust network traffic values (e.g., Flow Duration, 
Packet Size). 

o Tip: Click the "Simulate Attack" button to auto-fill the fields with data typical 
of a DDoS attack. 

2. Run Inference: Click "Analyze Traffic." 
3. View Results: 

o Risk Gauge: Visualizes the threat level (Green/Red). 
o Policy Decision: Displays the automated action (e.g., BLOCK). 
o Audit Log: Scroll down to see the timestamped record of the decision. 

6. Troubleshooting 
This manual acknowledges the fact that the software artifacts that accompany this research are 
operational, reproducible as well as documented, in accordance to the standards of academic 
documentation. 

Screenshot of code necessary libraries:  
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