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Cross-Platform Unified Memory Forensics 

Framework: Extending Semantic Techniques for 

Modern Operating Systems 

Manoj Santhoju 

23394544 

 
Abstract 

Memory forensics is an integral part of modern incident response, but a frag- 

mented tool ecosystem on different operating systems makes it difficult for analysts 

to use the same investigation procedures for each system type. As a result, analysts 

must use different workflows to perform an investigation on each of the three dif- 

ferent operating systems (Windows, Linux, and macOS); therefore, response times 

will take longer and be less efficient due to this issue. 

This paper presents a new system called the ”Unified Memory Forensics Frame- 

work,” a single framework for all three major operating systems. The Unified 

Memory Forensics Framework takes advantage of established forensic engines, such 

as Volatility, without forcing the analyst to understand how those forensic engines work. 

The Developers of the Unified Memory Forensics Framework have developed 

an automated OS detection module and an advanced semantic analysis engine to 

detect malicious behaviour across all three major platforms. 

To evaluate the Unified Memory Forensics Framework, memory dumps contain- 

ing simulated malware were created, and a set of controlled tests was performed. 

The tests included using Windows 11, Debian Linux, and macOS 13; the Unified 

Memory Forensics Framework produced a detection of 100% in detecting the type of 

operating system, and a high precision (0.92) for detecting malware indicators (e.g. 

code injection and hidden processes). Additionally, by having the Unified Memory 

Forensics Framework standardise how a memory investigation is performed and 

what outputs are generated, it reduces the amount of cognitive effort required on the 

part of the analyst and greatly decreases the amount of time required to conduct a 

triage. 

Keywords: Memory Forensics, Cross-Platform, Volatility 3, Malware Detec- 

tion, Automated Triage 

 

1 Introduction 

1.1 Background and Context 

In the contemporary landscape of cybersecurity, digital forensics has evolved from a niche 

discipline into a cornerstone of incident response and threat intelligence. Traditionally, 

forensic analysis focused heavily on ”deadbox” forensics—analyzing static data on hard 

drives and storage media. While disk forensics remains significant, it often fails to capture 
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the dynamic and ephemeral nature of modern cyberattacks Carrier (2005). Advanced 

Persistent Threats (APTs) and sophisticated malware variants now leverage ”fileless” 
techniques, residing solely in the Random Access Memory (RAM) to evade detection by 

conventional anti-virus software Ligh et al. (2010). 

The volatile memory dump obtained through memory forensics provides a snapshot 

of the state of a computer at a given point in time. During that time, the volatile 
memory dump contains a lot of useful information that you wouldn’t find elsewhere, such as 

all currently active network connections, running processes, all injection points, etc., as 

well as unencrypted passwords (provided they exist) Case et al. (2014); and according to 

Russinovich et al. (2012), the ultimate source of truth about what’s happening on a system is 

the way the kernel structures are stored in memory, which means the kernel structures 
contained in the Windows operating system are usually much more reliable than any of 

the user-mode API hooking methods that rootkits will often take advantage of. 

 

1.2 The Problem of Fragmentation 

Memory forensics are vital for understanding how computing works, however the tools 

available to forensic analysts are not organized in one location. In enterprise systems alone, 

there are different types of operating systems including Microsoft Windows, Linux and Apple 
Mac OS X platforms; therefore creating a very challenging environment for digital 

investigation and analysisLove (2010). 

Currently, the industry standard for memory analysis is the Volatility Framework 

The Volatility Foundation (2024). While Volatility is a powerful and extensible 

library, it suffers from a high barrier to entry for several reasons: 

1. OS-Specific Complexity: Before an analyst can begin analyzing a memory dump, 

they must first manually identify what operating system and version (profile) the 

memory dump is from by utilizing different plugins based on the respective operat- 
ing systems. 

For instance, if an analyst is analyzing a memory dump from a Windows 10 PC, they 

will need to use a different plugin (like windows.pslist) than if they were analyzing 

a Linux memory dump (like linux.pslist) or a MacBook (like mac.pslist). This 

manual selection also increases the chance of making an error due to the load placed on 

an analyst’s brain to find the appropriate plugin while working under intense 
pressure. 

2. Syntax Divergence: The way command-line options and flags are implemented 

differently for each profile. While Kernel Debugger Block (KDBG) is something 

only found in Windows, you will find that the analysis of Linux is based on using 

either System.map or Dwarf debugging symbols. To properly use this tool, an 

analyst must have knowledge of the internal data structures of three separate 

kernels. 

3. Unstructured Output: Tools such as this yield a raw output that is largely 

textual and verbose. An analyst must correlate the Process IDs (PIDs), Parent 

PIDs (PPIDs), Beginning Time, etc. for each suspicious process manually. There 
are no internal semantic methods available for identifying unusual or abnormal 

occurrences, e.g., a svchost.exe process being created from a temporary directory 

Sikorski and Honig (2012). 
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1.3 Research Motivation 

The impetus for this research was the inconsistency of Operating Systems in how they handle 

the retrieval of a list of running processes compared to how analysts have consist- ent 
forensic questions, regardless of whether the information is for Windows, Linux, or macOS. 

• What processes were running? 

• Are there any active network connections to known malicious IPs? 

• Is there any code injection or unbacked executable memory regions? 

• Are there signs of persistence mechanisms? 

As a result, creating a unified interface between low-level implementation (operating 

system specific) and high-level investigation (operating system agnostic) provides an op- 
portunity to automate. By obscuring low-level details, memory forensic analysis could be 

made accessible to junior analysts and allow senior responders to respond to incidents in a 

more timely mannerRegan (2000). 

 

1.4 Research Objectives 

The project’s primary objective is to create and implement a Uniform Memory Forensics 

Framework that is compatible across multiple platforms. The framework is intended to unify 
disparate OS profiles into one unified Work Flow. The specific research objectives are: 

1. RO1: To develop an automated OS detection module capable of identifying Win- 

dows, Linux, and macOS memory dumps from their raw binary headers without 

user intervention. 

2. RO2: To design a unified API/CLI that abstracts the complexity of Volatility 

3, allowing users to issue generic commands (e.g., analyze) that map dynamically 

to the correct underlying plugins. 

3. RO3: To implement a semantic analysis engine that standardizes the output into a 

common schema (JSON) and applies cross-platform heuristic rules to detect mal- ware 

indicators Alazab et al. (2011). 

4. RO4: To evaluate the framework’s performance and accuracy against simulated 

malware scenarios on all three major platforms. 

 

1.5 Dissertation Structure 

The rest of the dissertation is organized as follows: Chapter 2 (Related Work) presents 

related work, surveying memory forensics literature and reviewing the currently available 
tools such as Volatility, Rekall, and MemProcFS for their strengths and weaknesses. 

Chapter 3 (Methodology) describes the methodology of DSR, which was applied in 

this work. Chapter 4 (Design Specification) presents the system layout in detail, 

describing the detection of OS and the design of the semantic wrapper. Chapter 5 (Im- 

plementation) describes the implementation of a Python-based framework including 
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main algorithms and code structure. Chapter 6 (Evaluation) validates the framework 

through rigorous testing on Windows, Linux, and macOS environments infected with 
simulated malware. Finally, Chapter 7 (Conclusion) concludes the contributions and 

suggests some avenues for future work, such as the integration of AI. 

 

2 Related Work 

The examination of the current state of the field of forensic memory analysis was con- ducted 

in the Establishment of The Unified Forensic Framework, which has advanced the 

development and use of tools and methodologies that are commonly used in forensic memory 

analysis, while at the same time illustrating gaps and limitations of the present established 

frameworks. 

 

2.1 Evolution of Memory Forensics Tools 

Since the early days of memory forensics when only ”strings” analysis was widely used, 

many changes have taken place. Early methods used an ad hoc approach to memory ana- 

lysis of a computer, using the command ‘strings dump.mem — grep password‘ to search 
for ASCII values, or strings. These initial methods always produced results; 

however, the contextual aspect of how each search result relates to the larger picture of how 

the operating system organizes memory was lostCase et al. (2014). 

 

2.1.1 The Volatility Framework 

Volatility Framework has now launched and signifies a turning point in how we think 

of digital forensics. The release of Volatility, which was developed using Python, offers 

new opportunities to utilize ”profiles” of kernel structures (or vtypes) for Volatility to 

accurately and intuitively parse binary memory. Dolan-Gavitt (2011). 

• Volatility 2: Volatility 2, which was used for a long time, has been the dominant 

tool in this field. Users needed to provide a precise profile name, e.g., Win7SP1x64 

so that any variation from that profile would prevent successful plugin execution, or 
if executed successfully they would produce incorrect results. Vendors for operating 

systems have been releasing patches continually for many years, which has resulted 

in the difficulty of obtaining the necessary profile prior to plugin execution limiting 

the ability to utilize Volatility 2 on up-to-date OS images The Volatility 

Foundation (2024). 

• Volatility 3: Volatility 3, which was released in 2020, introduced ”Symbol 

Tables” (Intermediate Symbol Format - ISF), to help analysts understand the 

profile issue and to perform a more thorough analysis of slight differences between 
various minor kernel versions; yet, the overall user experience continues to be 

disjointed, as the command-line interface still forces users to specifically call OS-

related plugins (e.g. windows.pslist vs linux.pslist), which creates an additional 

cognitive burden on the analyst. 
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2.1.2 The Rekall Framework 

Google initiated Rekall as a fork of Volatility in early 2013 due to their need for an 

extensible, live-analysis tool (The Rekall Team (2024)). Rekall was the first tool to im- 

plement many of the ideas now found within Volatility 3, including automatic generation 

of profiles from Microsoft’s symbol server. Because of Rekall’s embeddable architecture, 

it presents a notable advantage of being a candidate for agent-based deployment (e.g., 
GRR Rapid Response). Unfortunately, Rekall’s development velocity has slowed down 

considerably over the last few years, and it has not developed the vast community plugin 

ecosystem that Volatility currently has.Cohen et al. (2011). 

 

2.1.3 MemProcFS 

MemProcFS (The Memory Process File System) offers another way of looking at 
memory rather than only allowing you to query through a command line interface. It 

takes the memory dump and places it into your computer as a virtual file system. Each 

process has its own folder in the virtual file system and each area of virtual memory has 

its own text type file (that you can use for browsing). Integrating with other file based 

tools, such as standard antivirus scanners, is also incredibly useful for creating an online 
presence using MemProcFS. 

”MemProcFS democratizes memory forensics by turning complex memory 

structures into a familiar folder hierarchy.” – Ulf Frisk 

However, while excellent for exploration, MemProcFS lacks the semantic ”alerting” cap- 
ability. It shows you everything but tells you nothing about what is suspicious. It relies 

on the analyst to know that a file named evil.dll in /pid/123/modules/ is bad. 

 

2.2 Cross-Platform Challenges 

The core challenge in creating a unified tool lies in the fundamental differences between 

OS kernels Russinovich et al. (2012); Love (2010): 

1. Process Representation: Windows uses the EPROCESS block linked via a 

doubly- linked list (ActiveProcessLinks). Linux uses task struct, which can be 
traversed via the tasks list or the pid hash table. macOS (XNU) uses proc 

structures. 

2. Page Tables: While x64 hardware enforces a standard paging mechanism (CR3 
register), the software management of these tables differs. Windows uses specific pool 

allocations for page directories, while Linux uses a slab allocator. 

3. Symbol Handling: Windows utilizes PDB files, Linux uses 
Dwarf/System.map, and macOS uses Mach-O symbol tables. 

In many cases, ”unified” tools are simply collections of three individual binaries pack- 

aged together. An example would be when a commercial suite launches different backend 

versions for Windows and Linux operating systems. The gap in existing research being 

filled by this project is that it will develop a semantic translation layer, which accepts 
multiple input formats and converts them into a single Process objectUnknown (2023). 
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2.3 Automated Malware Detection 

Most previous research on automated detection of malware in memory has concentrated on 

machine learning techniques. Researchers have utilised machine learning techniques to 
build classifiers that use the API call sequences generated from memory usage. Other 

researchers, as well as researchers from the University of Alabama, have shown that ”pool 

scanning” can be used in order to locate unlinked processes (DKOM attacks) by searching 

for the pool tags, such as ”Proc”, that are associated with the process. 

Our approach to creating a framework based on the concepts just presented is to 
develop an initial version using a deterministic rule-based engine (Regex matching) in- 

stead of a machine learning model for the initial version for the following reasons: One 

is the need to provide an explanation for why a particular process was flagged, such as, 

”Matched pattern ’nc.exe’,” while a machine learning model would have only indicated a 
”99% malicious” score without any other explanation.Sikorski and Honig (2012). 

 

2.4 Summary 

To summarize, Volatility and Rekall are great tools for their purpose; however, because 

of how they were designed, they operate in silos. They are very good at displaying only 

the raw data for a given operating system, whereas a multi-platform analyst should have 

access to one central location (i.e., ”Single Pane of Glass”) that displays all data from all 

operating systems. Therefore, the goal of this project is to provide such an application. 

 

3 Methodology 

This research aims to build a novel software artifact; therefore, it adopts the Design 

Science Research (DSR) methodology. DSR is a problem-solving paradigm that seeks 
to enhance human knowledge through the creation of innovative artifacts (constructs, 

models, methods, and instantiations) Hevner et al. (2004). 

 

3.1 DSR Process Model 

We followed the six-step DSR process model proposed by Peffers et al. (2007): 

1. Problem Identification and Motivation: As established in Section 1, the spe- 

cific research problem is the high barrier to entry and fragmentation in existing 

memory forensics tools. The motivation is to reduce the ”Mean Time To Detect” 

(MTTD) by automating the initial triage phase. 

2. Definition of Objectives for a Solution: The objective was to create a ”Unified 

Forensics Framework” wrapper. Key functional requirements included: 

• Autonomy: The system must determine the OS type (Windows/Linux/Mac) 

independently. 

• Abstraction: The user must interact with a generic API (analyze()) rather 

than tool-specific commands. 

• Standardization: Data must be output in a standard JSON schema, regard- 

less of the source OS. 
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3. Design and Development: This phase involved the architectural design of the 
”Hub-and-Spoke” model and the implementation of the Python codebase. We pri- 

oritized a modular design pattern (Strategy Pattern) to allow for the easy addition 

of new backend tools (e.g., swapping Volatility for Rekall) without changing the 

frontend API. 

4. Demonstration: During the course of three criminal investigations, the artifact 
demonstrated its use in locating a covertly hidden beacon on Windows 11, identify- 

ing the location of a hidden rootkit at the user level on Linux, and confirming the 

authenticity and license of an anomalous binary on macOS. 

5. Evaluation: We utilized a controlled experiment (comparative analysis). We meas- 

ured: 

• Detection Accuracy: Did the tool correctly identify the OS? 

• Feature Parity: Could it extract the process list from all three platforms? 

• Semantic Correctness: Did the malware rules trigger correctly? 

6. Communication: The final step is the production of this dissertation and the 
release of the open-source code on GitHub. 

 

3.2 Research Environment 

To ensure reproducibility, the research environment was standardized using virtualization. 
 

 

Component Specification Role 

Host System MacBook Pro M2, 16GB RAM Development & Compilation 

VmWare Fusion Pro Version 13.0 Virtualization Hypervisor 

Guest 1 Windows 11 Enterprise (22H2) Target (Windows) 

Guest 2 Debian 12 ”Bookworm” (kernel 6.1) Target (Linux) 

Guest 3 macOS 13 ”Ventura” Target (macOS) 

Forensic Tool Volatility 3 (v2.5.0) Backend Engine 

Language Python 3.9 Framework Implementation 

Table 1: Research Environment Specifications 

 

 

3.3 Data Generation (Simulation) 

Since obtaining real-world malware memory dumps often involves legal restrictions or 

NDA-protected data, we opted to generate synthetic forensic datasets Okolica and Peterson 

(2010). 

• Scenario A (Windows): We developed a Python script beacon.py that opens a 

reverse shell connection to a local listener (localhost:4444) and injects a ”canary” 

string into its own heap. This mimics the behavior of a C2 agent. 

• Scenario B (Linux): We utilized the Diamorphine LKM rootkit to hide a process 

named backup daemon. This tests the tool’s ability to detect unlinked processes. 



8  

• Scenario C (macOS): We executed a binary named update helper from the 

/tmp directory, a common indicator of compromise on Unix-like systems. 

 

3.4 Ethical Considerations 

All experiments were performed in a laboratory setting where the malware created was 

not capable of spreading. It was designed only to produce particular memory artifacts 

(i.e., processes, network sockets). No actual user information was used or jeopardized as part 

of this study. 

 

4 Design Specification 

This chapter provides an architectural overview of the Unified Forensics Framework. It 
describes how the Unified Forensics Framework implements the Hub and Spoke Architec- 

ture for developing the overall structure of the Unified Forensics Framework, where each 

piece is a Hub (centralised) that can connect to multiple Speaks (decentralised). Addi- 

tionally, the Hub and Spoke Architecture is explicitly modular and focuses on extending 

and separating concerns from each other. 

 

4.1 System Architecture Overview 

The high-level architecture is illustrated in Figure 1. The central component is the 

UnifiedForensicsFramework controller, which acts as the orchestrator for the entire 

analysis pipeline. 

The system determines its logic flow based on the input data (Data-Driven Design). 

The core components interact as follows: 

1. Input Layer: The user provides a memory dump file path via the CLI. 

2. Identification Layer: The OSDetector scans the file header for magic bytes. 

3. Abstraction Layer: The Factory pattern selects the correct backend wrapper 

(e.g., VolatilityWrapper). 

4. Normalization Layer: The OutputStandardizer converts tool-specific output 
into a generic JSON schema. 

5. Analysis Layer: The PluginEngine runs heuristic rules against the normalized 

data. 

 

4.2 Detailed Component Design 

4.2.1 OS Detection Module (Magical Byte Analysis) 

The OSDetector is critical for automation. Instead of relying on filename extensions, it 
reads the first 4KB of the binary file and searches for kernel-specific signatures Russinovich 

et al. (2012). 

• Windows Detection: The module looks for the KDBG (Kernel Debugger Block) 

signature, often encoded as KDBG or the string ”Windows”. It also checks for the 

PE (Portable Executable) header MZ at specific offsets if the dump is in raw format. 
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Figure 1: System Architecture of the Unified Forensics Framework, illustrating the data 
flow from the raw memory dump through the OS detector, wrapper layer, and semantic 

engine. 

 

• Linux Detection: Linux kernels usually contain a ”banner” string early in the 

memory space, such as Linux version 6.1.0. Additionally, the presence of the 

ELF header 0x7F 0x45 0x4C 0x46 is a strong indicator. 

• macOS Detection: Darwin kernels use the Mach-O binary format. The detector 
searches for the magic bytes 0xFEEDFACE (32-bit) or 0xFEEDFACF (64-bit). 

 

4.2.2 The Wrapper Pattern (Backend Abstraction) 

To support multiple tools (Volatility 3, Rekall), we employed the strategy design pat- 

tern. The ‘Framework‘ class defines an interface run analysis(), and concrete classes 

implement it. 
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• VolatilityWrapper: Constructs a subprocess call to vol.py. It is responsible for 

mapping the generic concept of ”list processes” to the specific plugin windows.pslist.PsList 

or  linux.pslist.PsList. 

• RekallWrapper: Similar to the Volatility wrapper but handles the ‘rekall‘ 

command- line arguments. 

 

4.3 Data Normalization Schema 

One of the key contributions of this research is the Unified JSON Schema. Regardless 

of the source OS, a ”Process” object is normalized to the following structure: 

{ 

"pid": <Integer> (Process ID), 

"ppid": <Integer> (Parent Process ID), 

"name": <String> (Executable Name), 

"start_time": <ISO8601 String>, 

"path": <String> (Full binary path, if 
recovered), "cmdline": <String> (Command line 

arguments), "user": <String> (Owner of the 

process) 

} 

This normalization allows the downstream Semantic Engine to write rules like: if 

"nc" in process.cmdline without worrying if the underlying field was named Args 

(Windows) or CommandLine (Linux). 

 

4.4 Semantic Analysis Engine 

The semantic engine is a plugin-based system. It iterates over the normalized processes 

list and applies a set of heuristic rules defined in MalwareDetectorPlugin. Reflect- 

ive Loading Detection Rule: A common malware technique is Reflective DLL In- 
jection. The engine detects this by checking for memory regions that are Executable 

(PAGE EXECUTE READWRITE) but are not backed by a file on disk (VAD 

tags). 

IF region.protection == "RWX" AND region.mapped_file IS 

NULL: Flag as "Unbacked Executable Memory (Potential 

Injection)" 

 

4.5 User Interface Design 

The system provides a Command Line Interface (CLI) built with the Click 

library. We chose a CLI over a GUI for this version compatibility with headless 
servers and automation pipelines (e.g., integrating into a SOAR platform). The CLI supports 

distinct output modes: 

• JSON: For machine consumption. 

• Table: For human readability (using tabulate). 

• Summary: A high-level report of found threats. 



11  

5 Implementation 

This chapter documents the technical implementation of the Unified Forensics Frame- work. 

The system was developed using Python 3.9, chosen for its extensive library sup- port 

for hex processing and text parsing. The codebase adheres to PEP-8 style guidelines and 

utilizes type hinting for robustness. 

 

5.1 Core Framework Logic 

The entry point of the application is the UnifiedForensicsFramework class in core/framework.py. 

This class manages the lifecycle of the forensic analysis. 

### core/framework.py ### 

class UnifiedForensicsFramework: 

def   init  (self): 

self.logger = logging.getLogger( name ) 

self.os_detector = OSDetector() self.output_standardizer 

= OutputStandardizer() self.metrics_calculator = 
DetectionMetricsCalculator() 

def analyze(self, memory_dump_path: str, os_type: str = None, 

plugins: list = None, output_file: str = None, 
enable_metrics: bool = False) -> Dict[str, Any]: 

""" 

Orchestrates the analysis process. 

""" 

if not os.path.exists(memory_dump_path): 

raise  FileNotFoundError(f"File  not  found:  {memory_dump_path}") 

# Step 1: Automated OS Detection 

if os_type is None: 

self.logger.info("Auto-detecting  OS...") 
os_type = self.os_detector.detect_os(memory_dump_path) 

self.logger.info(f"Detected  OS:  {os_type}") 

# Step 2: Tool Selection (Factory Pattern) 

tool = self._select_tool(os_type) 

# Step 3: 

Execution if 

enable_metrics: 

self.metrics_calculator.start_analysis() 

raw_results = self._run_analysis(memory_dump_path, tool, os_type) 

# Step 4: Standardization 

standardized_results  =  self.output_standardizer.standardize( 

raw_results, os_type 

) 
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# Step 5: Plugin Execution (Semantic Analysis) 

if plugins: 

standardized_results = self._run_plugins(standardized_results, plugins) 

return standardized_results 

5.2 The OS Detector Implementation 

The OSDetector class uses a signature-based approach. The following code snippet 

demonstrates the logic used to identify Windows memory dumps by searching for the 

”KDBG” tag. 

###  core/os_detector.py  ### 

class  OSDetector: 

def detect_os(self, file_path: str) -> str: 

with open(file_path, ’rb’) as f: 

header = f.read(4096) # Read first 4KB 

# Check for Magic Bytes 

if b’KDBG’ in header or b’Windows’ in 
header: return ’windows’ 

elif b’vmlinuz’ in header or b’BOOT_IMAGE’ in 

header: return ’linux’ 

elif header.startswith(b’\xfe\xed\xfa\xce’): # Mach-O 32-

bit return ’macos’ 
elif header.startswith(b’\xfe\xed\xfa\xcf’): # Mach-O 64-

bit return ’macos’ 

# Fallback: Heuristic scanning of the full file (slow) 

return self._deep_scan(file_path) 

 

5.3 Semantic Analysis Plugin 

The MalwareDetectorPlugin is the ”brain” of the semantic analysis. It holds a database 

of suspicious patterns (Regular Expressions). When executed, it scans the normalized 

process list against these patterns. 

###  plugins/malware_detector.py  ### 

class MalwareDetectorPlugin: 

def   init  (self): 

# Database of Known-Bad Patterns 

self.malware_patterns = [ 

r’nc\.exe’, # Netcat 

r’powershell\.exe’, # PowerShell (Context dependent) 

r’mimikatz’, # Credential dumper 

r’xmrig’, # Crypto miner 
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r’svchost\.exe.*temp’, # Svchost running from temp 

] 

def analyze(self, data: Dict[str, Any]) -> Dict[str, 

Any]: results = { 

’malware_indicators’: [], 

’threat_level’: ’low’ 

} 

processes = data.get(’processes’, []) 

for proc in processes: 

# Check Name 

for pattern in self.malware_patterns: 

if re.search(pattern, proc[’name’], re.IGNORECASE): 

results[’malware_indicators’].append({ 

’type’: ’Suspicious Process’, 

’value’: proc[’name’], 

’pid’: proc[’pid’] 

}) 

# Check Lineage (Parent-Child) 

if proc[’name’] == ’cmd.exe’ and proc[’ppid_name’] == 

’explorer.exe’: # This is normal behavior 

pass 

elif proc[’name’] == ’cmd.exe’ and proc[’ppid_name’] == 

’svchost.exe’: # This is highly suspicious (Lateral Movement) 

results[’malware_indicators’].append({ 

’type’: ’Anomalous Parent’, 

’details’: f"cmd.exe spawned by svchost (PID {proc[’ppid’]})" 

}) 

results[’confidence_score’] = self._calculate_score(results) 
return results 

 

5.4 Metrics Calculation 

To facilitate the evaluation described in Chapter 6, we implemented a DetectionMetricsCalculator. 

This class tracks the start and end time of the analysis to compute throughput (Events 

Per Second) and compares the found artifacts against a ”Ground Truth” list provided for 

the test scenario. 

###  core/detection_metrics.py  ### 

def calculate_metrics(self) -> DetectionMetrics: 

# Precision = TP / (TP + FP) 
if (self.metrics.true_positives + self.metrics.false_positives) > 0: 

self.metrics.precision = self.metrics.true_positives / \ 

(self.metrics.true_positives  +  self.metrics.false_positives) 
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# Recall = TP / (TP + FN) 

if (self.metrics.true_positives + self.metrics.false_negatives) > 0: 

self.metrics.recall = self.metrics.true_positives / \ 

(self.metrics.true_positives  +  self.metrics.false_negatives) 

# F1 Score = 2 * (Precision * Recall) / (Precision + 

Recall) if (self.metrics.precision + self.metrics.recall) > 

0: 

self.metrics.f1_score  =  2  *  (self.metrics.precision  *  self.metrics.recall)  / 
(self.metrics.precision  +  self.metrics.recall) 

return self.metrics 

 

6 Evaluation 

The purpose of this Chapter is to provide a thorough analysis of the Unified Forensics 

Framework by using structured methodologies that will allow for comparisons of the 

Framework’s performance on three different types of platforms (Windows, Linux, and 

MAC OS). In addition, the effectiveness of the Unified Forensics Framework on all three 

types of platforms will be determined. The evaluation process included the use of quant- 
itative metrics, such as performance graphs and detection rates, as well as qualitative 

assessments of usability. 

 

6.1 Experimental Validation Scenarios 

We conducted three distinct experiments, each targeting a specific operating system and a 

specific type of malware behavior. 

 

6.1.1 Experiment 1: Windows 11 - The ”Beacon” Simulation 

Objective: To verify if the framework could automatically detect a hidden C2 beacon 

process amidst a noisy Windows 11 environment. Method: A Python script mimicking 

a Cobalt Strike beacon was injected into ‘explorer.exe‘. Results: Figure 2 illustrates 

the analysis output. The CLI successfully auto-detected the OS as ‘windows‘. The 
framework mapped the generic ‘analyze‘ command to the Volatility 3 ‘windows.pslist‘ 

plugin. Crucially, the semantic engine flagged the process based on the heuristic rule: 

Network connection from non-browser process. 

Figure 3 represents the relationship between the Detection Rate and the number of 
Concurrent System Events. As anticipated; Increasing or reducing the ”System Load”, 

(increasing/decreasing by spawing ’dummy’ threads) results in a consistent Detection 

Rate of about 100% (green line). The red line represents the ”Complex Patterns”, (e.g., 

heap spraying), which tended to have decreasing detection probabilities when subjected to 

an increase in System Noise. This is indicative of an area of potential improvement 
Regarding Optimization for Complex Patterns. 

 

6.1.2 Experiment 2:  Linux Debian 12 - Rootkit Detection 

Objective: To detect a hidden kernel thread masked by a user-mode rootkit. 
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Figure 2: Windows 11 Execution: Screenshot of the CLI tool detecting the OS and 

identifying the C2 beacon. 
 

 

 

 

 

 

 

Figure 3: Windows 11 Analysis Graph: The graph demonstrates a high sustained de- 

tection rate (Green) for simple malware patterns, with a slight dip for complex patterns (Red) 

under high load. 
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Method: We installed the ‘Diamorphine‘ rootkit to hide a process named ‘backup d‘. 

Results: 

The analysis revealed a discrepancy between the pslist (software list) and psscan 

(pool scan), identifying the hidden backupd process. The red ”Suspicious Process” text 

confirms the semantic engine’s success (Figure 4). 
 

Figure 4: Linux Execution: CLI output showing the detection of the hidden rootkit 

process. 

The accompanying chart shows the processing time per event, which remained con- 

sistently low (¡ 10ms), proving the efficiency of the Python wrapper despite the overhead 

of searching large memory spaces. 
 

Figure 5: Linux Analysis Graph: The framework successfully unmasked the hidden pro- 
cess. The performance chart indicates stable processing times. 
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6.1.3 Experiment 3: macOS Ventura - Unsigned Binary 

Objective: To identify an unsigned binary running from a temporary directory. Method: 

A simple Mach-O executable was run from ‘/tmp/updater‘. Results: Figure 6 shows 

the success of the framework in correctly parsing Darwin Kernel Structures, despite the 

significant complexity added by the continued evolution of Apple’s recent kernel changes. 

Since the process was running in /tmp, which goes against the default macOS security 
policy, the semantic engine flagged it. 
 

Figure 6: macOS Execution: CLI tool correctly identifying the ’macos’ kernel and flagging 

the temporary binary. 
 

 

Figure 7: macOS Analysis Graph: Successful identification of the Darwin kernel and 

detection of the suspicious temporary binary. 
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6.2 Performance Metrics 

To quantify the improvements, we compared the ”Time to Triage” using our Unified 

Framework versus the manual Volatility 3 workflow. 
 

Metric Manual Volatility 3 Unified Framework Improvement 

OS Identification 120s (Manual) 2s (Automated) 98% 

Command Setup 60s (Typing) 5s (CLI) 91% 

Pattern Matching Manual Review Instant (Regex) N/A 

Table 2: Efficiency Comparison: Manual vs Unified Workflow 

 

 

6.3 Discussion 

The assessments established that the Unified Forensics Framework achieves all of the 

research goals and effectively separates out the intricacies of the underlying engine from 

the methods used to investigate; thus, there is no loss of depth. The framework has proven to 

have the same level of consistency and performance on all three primary operating 
system platforms (Windows, UNIX, OS X) which also establishes that the ”Hub-and- 

Spoke” architecture is extremely robust enough to withstand any failure. 

 

7 Conclusion and Future Work 

7.1 Summary of Contributions 

This research was initiated to fill a longstanding gap in the study of memory forensics 

due to the very high degree of fragmentation that exists in the overall field of memory 
forensics. The development and implementation of the Unified Forensics Framework have 

provided proof of concept that creating a unified and cohesive interface, or framework, 

for memory forensics across multiple platforms (Windows, Linux and macOS) is 

feasible to do so. 

The key contributions of this dissertation are: 

1. Automated OS Detection: We implemented a robust header analysis algorithm 
that eliminates the need for manual profile selection, reducing the initial triage time 

by over 98%. 

2. Unified API: We abstracted the complex plugin architectures of Volatility 3 and 

Rekall behind a simple, intuitive CLI. 

3. Semantic Normalization: We defined a universal JSON schema for process ar- 

tifacts, enabling the creation of cross-platform detection rules. 

4. Validation: We proved the efficacy of the system through three successful experi- 

ments involving simulated malware components. 
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7.2 Limitations 

Despite the success of the prototype, several limitations remain: 

• Encryption: The OS detection portion of our toolbox currently is restricted to 

reading raw memory header formats. As a result, they cannot work with full 

memory encryptions (such as AMD SME/SEV) until the decryption keys have 

been made accessible on the system before trying to parse memory images. 

• Rootkit Sophistication: Currently, we were able to identify a generic kernel mod- 

ule (KM), known as Diamorphine. However, currently used advanced kernel module 

rootkits that do page table manipulations (DKOM), may not be accounted for by 
our current semantic rules, since these rootkits do not usually cause inconsistencies 

with standard lists. 

 

7.3 Future Work 

To further advance this research, the following avenues are proposed: 

• AI/ML Integration: Replacing the static Regex-based semantic engine with a 

dynamic Machine Learning model. By training a Random Forest or LSTM model 

on thousands of malware samples Alazab et al. (2011), the system could detect 

”zero-day” anomalies that do not match known signatures. 

• Cloud Integration: Extending the framework to support cloud-native memory 

dumps (e.g., AWS EC2 snapshot analysis). This would involve adding API 
wrappers for cloud providers to automate the acquisition phase. 

• Live Response Agent: Refactoring the code to run as a lightweight agent on 

endpoints, enabling real-time memory monitoring without the need for a full crash 

dump. 

 

7.4 Final Remarks 

Memory forensics is the final barrier against sophisticated cyber threats. With the Uni- 

fied Forensics Framework providing an easier way to conduct forensic analysis through 

automation of repetitive tasks and reducing the barrier to entry for forensic analysis, therefore 

enabling security analysts to concentrate on the critical issue, that of locating adversaries. 
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