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1​ Introduction 
 
This Configuration Manual provides a concise guide for setting up and running the SIEM 
Anomaly Detection System developed for this project. The system collects Windows 
Security, System and Application logs. It then processes them into 5 minutes of event 
sequences and then applies both frequent pattern analysis and machine learning methods to 
detect anomalies. The manual outlines the essential environment configuration, required 
libraries, log collection steps, data handling procedures and instructions to execute the 
anomaly detection pipeline.  

 
 
2​ System Requirement 

 

2.1 Hardware Requirement 
 
The implementation was performed on an Acer Nitro 5 laptop. The specifications of the 
laptop are as below: 
 
1. Processor: Intel(R) Core(TM) i5-10300H CPU @ 2.50GHz  
2. Ram: 24.0 GB 
3.Storage: 1 TB 
4. Operating System: Windows 11 Home Single Language, 24H2, 64-bit operating system 
 
2.2 Software Requirement 
 
External libraries installed and their version numbers are as below:  
Note: Only externally downloaded libraries are listed here, no pre-installed libraries are 
listed. 
 
 

Software/Library Version 

Python 3.10 

Pywin32 305 

Pandas 2.2.1 

Numpy 1.26.4 
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Scikit-learn 1.4.1 

Matplotlib 3.8.2 

PySide6 6.6.1 

 
3​ Execution 
 
Open the command terminal and install all the above libraries listed above using the pip 
install command. You can also run this script in a virtual environment using the command 
“python -m venv venv”. After all necessary libraries are installed, open the command 
terminal as an administrator, if the terminal is not opened as an administrator, the script 
will fail to execute and will not work.  
 
Browse to the directory where the files have been extracted using the cd command and run 
the command “python Project.py”.  
 

 
 
The script will start running after that and all interdependent files will also be called from the 
script. Ensure that all files provided are in the same directory to ensure flawless execution. 
The first time the script runs, it may be slower in execution as compared to each subsequent 
execution. After the script has successfully executed you will have an interactable GUI.  
 
Note:- It is possible to bypass the login page as it will require administrator access to the 
windows keyrings to create and store a local account. To bypass this login page, simply 
directly run “Dashboard.py” in the command terminal. The login page is a simple 
addition to my main project and can be disregarded if required. 
 
To use this login page simply enter a username and click on the sign in button as shown 
below. After that you will be prompted to select any image of your choice to be your 
password. Kindly select any image and click ‘OK’ on the following popup to create your 
account. Once this is done, enter your username and click on the login button and choose the 
same image that you used as your password and you will automatically be redirected to the 
dashboard where the main project and research was conducted. 
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http://dashboard.py


 
 
Below is my main project and research module, to directly run this code, go to the directory 
where all files are present and simply run “python Dashboard,py”. It will skip the above login 
page and directly give you my lightweight SIEM in which all testing was conducted and all 
results were noted. 
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Using the mouse, kindly click on any button to interact with the script, such as Anomalous 
Sequences which will display tab 2 of the program or ML Anomalies that will show tab 3. 
The Button refresh logs, refreshes the logs in the dashboard, whereas security logs, 
application logs and system logs open a new instance in which only logs of those categories 
are displayed.  
 
To confirm my results I have also created a small script with the name of 
metrics_evaluator.py, the script accesses the logs saved in the labelled logs directory which I 
have manually labelled as the ground truth. If you were to run that script it will print the 
results such as my precision, f1 score and recall in the terminal. 
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