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1 Introduction 

This document aims to describe the system configuration needed to recreate the real-time 

TextCNN-based shell command detection system. It also gives brief guidelines for setting up 

the development and deployment setups, preparing the model, and executing the real-time 

monitoring system so that the whole working procedure becomes repeatable and reliable 

. 

2 Device Specification 

2.1 Development environment hardware requirements. 

   The below image represents the hardware requirements in which the model 

development was carried out. 
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Figure 1 – Development device specifications. 

 

2.2 Deployment environment hardware requirements. 

 For the deployment environment, a virtual machine was created using Oracle 

VirtualBox version – 7.1.6. The Figure 2 represents the virtual machine specifications in which 

the model was implemented for real-time monitoring.  

 

Figure 2 – Deployment environment Specification. 

 

2.3 Software specification. 

 Operating System – Windows 11 and Red Hat Linux. 

 Python Version – 3.9.21 or above. 

 For developing the TextCNN model it is recommended to download and install Visual 

Studio Code, version 1.106.1 
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 For creating short Python scripts including command extraction script, labelling script 

and monitoring scripts, PyCharm is highly recommended, version 2024.3.1.1  

 

3 Dataset 

The dataset for this project was gathered from two sources without labels. The link for the 

source 1 is provided below.  

 Source 1 – https://gitlab.ics.muni.cz/muni-kypo-trainings/datasets/commands 

 Source 2 – Commands manually crafted in a Linux VM. 

In Source 1, the Linux commands in the downloaded JSON file were present under the 

column “cmd”, the below script was used to extract all “cmd” field values and write them into 

a CSV file for further processing.  

 

 

Figure 3 – Linux command extraction. 

For Source 2, the commands executed manually in Linux virtual machine were present 

in the file .bash_history, which was downloaded and added to the previous CSV file. The below 

image shows the sample data from the history file. 

 

https://gitlab.ics.muni.cz/muni-kypo-trainings/datasets/commands
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Figure 4 – Bash History file. 

3.1 Dataset Labelling. 

 Labelling of the data in the CSV file, as shown in Figure 5, is performed by reading all 

the keywords from keywords.txt (which contains all suspicious keywords) into memory and 

processing each command from the CSV file. Assigned label 1(malicious) if command 

contains any suspicious keywords or assigned label 0 (benign).  
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Figure 5 – Dataset Labelling. 

 

4 Model Implementation. 

4.1 Python Libraries 

 The below image represents all the installed and imported python libraries required for 

this project.  

 

Figure 6 – Imported Libraries. 

4.2 Load dataset and define model 
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 The dataset containing the shell commands and labels must be loaded. The TextCNN 

model’s forward pipeline which transforms the commands into feature and outputs the final 

classification is shown in Figure 7. 

 

 

Figure 7 – Dataset Loading and defining model. 

 

4.3 Tokenization and Vocabulary Building. 

 Figure 8 shows the function definitions to perform tokenization which uses regex to 

convert commands to meaningful units, build a vocabulary that maps the tokens to integer IDs 

based on their frequency of occurrence and encodes tokens into fixed-length padded 

representation. These steps are required as the TextCNN model can process only numerical 

representations.  
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Figure 8 – Tokenization and Vocab Building. 

 

4.4 Label mapping, data split and Preprocessing. 

 The dataset labels are converted from textual labels into numerical IDs. The data is split 

into training, validation, and test sets and built vocabulary for the training set to avoid data 

leakage. Based on the 95th percentile of tokenized command length, a fixed sequence length is 

calculated. This is done as shown in Figure 9.  
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Figure 9 – Label map and data split. 

 

4.5 Encoding commands to Tensors  

 In Figure 10, the commands are converted into fixed length numerical tensors, and the 

labels are transformed into PyTorch tensors. This is done to training, validation and test sets.  

 

Figure 10 – Encode to tensors. 

 

4.6 Layer definition, Optimizer setup and loss configuration. 

 This part sets up the TextCNN model components by defining the embedding layer, 

convolution filters, and dropout. It also configures the optimizer and a class-weighted loss 

function, ensuring the model can train efficiently and handle label imbalance during learning. 
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Figure 11 – layers, optimizer and loss setup. 

 

4.7 Train Model. 

 Train the model over multiple epochs while updating model weights and monitoring 

validation performance as shown in Figure 12. 

 

Figure 12 – Model training. 

 

4.8 Save checkpoint. 

 The best performing model is saved whenever the validation F1-score improves, and 

the training is stopped if the model does not show improvement.  

 



10 
 

 

 

Figure 13 – Saving checkpoint 

 

4.9 Test Evaluation. 

 Figure 14 shows how to reconstruct the model using the checkpoint that has been 

saved and evaluate the test set to get the accuracy, precision, recall, F1-score and the 

confusion matrix.  
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Figure 14 – Test Evaluation. 

The following are the results obtained from the test evaluation. 

\ 

Figure 15 – Results 

 

4.10 Inference Function for local testing. 

 Figure 16 defines the predict inference function, which takes raw shell commands, 

tokenizes and encodes them, passes them through the trained TextCNN model, and returns 

predicted labels with probabilities. 
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Figure 16 – Inference Function. 

 

4.11 Scenario Testing. 

 Created three realistic scenarios commands and passed it the inference function to test 

how the model behaves on the mixed benign and malicious command sequence. The model 

predicted all the commands correctly.  

 

Figure 17 – Scenario testing 
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5. Shell Configuration for Real-Time History Updates 

 In Linux virtual machine, added the code block below to the .bashrc file (bash 

configuration file) so that every command entered in the terminal by the users will be added to 

the .bash_history immediately. This step is required for live classification of user commands 

entered in the terminal. 

 

Figure 18 – Bash Configuration. 

Execute “source ~/.bashrc” command to load the new bash configuration to take effect 

instantly.  

 

6. Model reconstruction for deployment on the Linux machine. 

 Moved the saved checkpoint file textcnn.ckpt to the VM and then created a file 

model.py in Linux VM. As shown in Figure 19, the code loads the saved TextCNN checkpoint 

on a CPU-only environment, reconstructs the embedding, convolution, dropout, and 

classification layers using the stored weights and hyperparameters, and restores the vocabulary 

and label mappings. 

The predict_command function tokenizes, encodes the input and passes it through the 

model and returns the prediction. 
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Figure 19 – Model reconstruction for deployment. 

 

7. Watcher Script. 
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 This script in the Linux VM continuously monitors the user’s .bash_history file for new 

entries.  All the new incoming commands to the history file are passed to the predict_command 

function for classification by this script. The classification output is printed in the terminal and 

an alert is displayed when the command is classified as malicious. Figure 20 shows the watcher 

script.  

 

 

Figure 20 – Watcher script. 

The below image represents the real-time prediction made in the Linux VM. When a malicious 

command is entered by the user in first terminal, the commands is identified as malicious and 

an alert message is displayed in the output terminal.  
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Figure 21 – Live prediction. 
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