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1. Integrating Google Drive storage with Google Colab.

Step 1 : Launching the colab environment ( navigating to google colab website)
Step 2: Sign in into the google account

Step 3:uploading the ipynb file /notebook

Step 4: Enabling the GPU Acceleration ( in this change the runtime)

Step 5 : change the hardware accelerator to T4 GPU

Do the above steps and SAVE the selection and the google colab session is set

Open notebook

Examples >
Recent >

Google Drive >

GitHub >

me . DataFra Upload >

or drag a file here

Cancel




2. Bootstrapping the session

Step 1: open the google colab session

Step 2:Sign in to your Gmail

Step 3:start a new note book

Step 4 : Activate the GPU acceleration

Step 5:Create a folder on the website
1. Upload the document

Step 6: You can see the results now

Change runtime type

Runtime type

Python 3

Hardware accelerator @

O cru @ moocru (O L4GPU

O vee1tPu (O vse-1TPU

High RAM

Runtime version @

Latest (recommended) ~

Cancel Save

3. Fetching and loading the dataset

Step 1: :Loading the data set (PhiUSIIL_Phishing_URL_Dataset)(replace the
path)



+ Code + Text

Data Analysis

ouble-click (or enter) to edit

import pandas as pd
df=pd.read_csv( u U ")

df.info()

<class ‘pandas.core.frame.DataFrame’>

RangeIndex: 235795 entries, @ to 235794

Data columns (total 56 columns):
Column Non-Null Count Dtype
FILENAME 235795 non-null object
URL 235795 non-null object
URLLength 235795 non-null int64
Domain 235795 non-null object
DomainLength 235795 non-null int64
IsDomainIP 235795 non-null int64
] 235795 non-null object
URLSimilarityIndex 235795 non-null floate4

Step 2: Load the 'd.ataset ( replace the api_key)

i Set

BASE_PATH = ve/My

DATASET_PATH = ' {BASE_PATH}/F

EMBEDDIN

EMBEDDINGS BERT_PATH = f'{BASE_PATH}

MODEL _PA ' {BASE_PATH}
E_PATH}/res

PATH, ex

openai.api_key = OPENAI_API _KE

print(f"Configuration complete!")
DATASET_PATH}")
RESULTS_PATH}")

4. Final Results



embeddings = []

for i in tqdm(range(@, len(texts), batch_size), desc=
batch = texts[i:i + batch_size]

response = openai.embeddings.create(
input=batch,
model=model

batch_embeddings = [item.embedding for item in response.data]

embeddings.extend(batch_embeddings)
b 2tecen.5)
except Exception as e:
print(f E a i//batch_size
“ text in Da;ch; - )
i .rEspDnse = openai.embeddings.create(
innuteave

print("Lo g

tokenizer = AutoTokenizer.

model = AutoModel.from_pretrained("a
model.to(device)

model.eval()

print(f" o>mURLS_BE loade 1 {device}™)
return tokenizer, model

get_bert_embeddings_batch(urls, tokenizer, model, batch_size=32):

embeddings = []

with torch.no_grad():
for i in tgdm(range(@, len(urls), batch_size), desc=
batch = urls[i:i + batch_size]

inputs = tokenizer(
batch,
padding=
truncation= -
max_length=512,
return_tensors="pt
).to(device)

embe

outputs = model(**inputs)

# Use [CLS embedding (first toke as =

batch_embeddings = outputs.last_hidden_state[:, 8, :].cpu().n

umpy ()




print(
print("s

# Set t e

FORCE_REGENERATE

print(f"\nForce

if FORCE_REGENERATE:
print("4 11 re

print("\n[1/3 ssing TRAINING s
train_urls_combined = pd.DataFrame(
URL': train_df['URL"'],
train_df["
).reset_index(drop=

Ls to ~ame
L in train_df.columns:
train_urls_combined['enriched_url'] = train_df[

#{sample_idx+1}]")
IR {train_urls_combined RL'].iloc[sample_idx]}")
train_urls_combined[ 'label’].iloc[sample_idx "Benign’ if train_urls_combined['label’].iloc[sample_idx

(f
(f
(f Enriched text sent to (
E

" % 80)
print(train_urls_combined|['enriched_url'].iloc[sample_idx])
.y

__init__(self, gpt_embeddings, bert_embeddings, labels):
self.gpt_embeddings = torch.FloatTensor(gpt_embeddings)
self.bert_embeddings = torch.FloatTensor(bert_embeddings)
self.labels = torch.LongTensor(labels)

__len__(self):
return len(self.labels)

__getitem__(self, idx):
return {
gpt_emb': self.gpt_embeddings[idx],
b': self.bert_embeddings[idx],
self.labels[idx]

# C

print(“Creating N e “)

train_dataset = PhishingFusionDataset(train_gpt_embeddings, train_bert_embeddings, train_labels)
val_dataset = PhishingFusionDataset(val_gpt_embeddings, val_bert_embeddings, val_labels)
test_dataset = PhishingFusionDataset(test_gpt_embeddings, test_bert_embeddings, test_labels)

# Create

BATCH_SIZE = 256

train_loader = Dataloader(train_dataset, batch_size=BATCH_SIZE, shuffle=True, num_workers=2, pin_memory=

val_loader = Dataloader(val_dataset, batch_size=BATCH_SIZE, shuffle=False, num_workers=2, pin_memory=
test_loader = Dataloader(test_dataset, batch_size=BATCH_SIZE, shuffle=False, num_workers=2, pin_memory=T

print{f"\n

")
len(train_dataset): s, {len(train_loader
print {len(val_dataset):,} sa ; {len(val_loader
print( st: {len(test_dataset): samp , {len(test_loader
print(f* Batch size: {BATCH_SIZE

print(
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