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Developing an Al-Powered Zero-Trust Cybersecurity
Framework for Malware Prevention

Manikanta Puttoj
23249889

Abstract

In this study, the author proposes and evaluates an artificial intelligence (Al)
powered Zero Trust Architecture (ZTA) framework with the goal of increasing mal-
ware prevention and security posture in hybrid environments. To validate the ZTA
model proposed in this study, the author conducted an extensive simulation com-
paring the proposed ZTA model against a traditional security model (baseline). The
simulation ran a hybrid working environment simulating 50 users with 75 devices
and ran both models against a number of breach attempts including: credential
theft, lateral movement and device compromise. When comparing the results of
the two simulation models (the proposed ZTA model and the traditional security
model), the Al enabled ZTA framework achieved 44% improved breach prevention
rating than the traditional security framework and an improved user experience in
comparison to the baseline security framework. The overall outcome of this study
serves to demonstrate how Al has the ability to enhance the principles of Zero Trust
in order to mitigate advanced Cybersecurity threats.

1 Introduction

Since the advent of cloud computing, mobile devices, and the expanded usage of hybrid
working arrangements, the perimeter no longer exists; hence, the way organizations have
secured themselves (the castle and moat analogy) is no longer applicable. There are
multiple locations where people, devices, or applications access your company’s network
from different locations. Additionally, many of these locations will be using untrusted
networks to access resources from your company’s resources. This has caused the network
perimeter to collapse, meaning the idea of trusting those who connect to your company
using the “castle and moat” analogy is flawed. As such, if a hacker gains access to the
perimeter, they can easily move laterally through your network, elevating their privileges
and exfiltrating data without being detected.

The rise of malicious cyber threats has made the traditional perimeter-based security
model ineffective. As more organizations continue to transition into a hybrid cloud eco-
system and adopt remote working models, the implicit trust that once existed within an
organization’s boundary no longer applies to modern working arrangements. Organiza-
tions should therefore implement a Zero Trust Architecture in their security design (i.e.,
"never trust, always verify”) in order to meet the needs of the current threat landscape.

The Idaho National Laboratory conducted a study entitled Developing an Al-Powered
Zero Trust Cybersecurity Framework for Malware Prevention in Nuclear Power Plants



[Talukder et al., 2023], which outlined how using traditional perimeter-based security
will fail to provide enough protection due to the high risk of malicious activity associated
with nuclear power plants. INL’s authors show that even one compromised device or the
actions of an insider threat can result in catastrophic damage to nuclear power plants
from cyberattacks and thus use Al combined with Zero Trust concepts as a solution. Zero
Trust cannot assume that every request, user, or device is trustworthy; rather, it requires
continuous verification at every point of connection and interaction.

The INL Utilized Machine Learning Paper describes an approach to onerous mon-
itoring of the network traffic and user behaviours through the use of machine learning
models. Unlike an approach that makes use of static access control lists or defined roles,
the Al used to monitor user activity reviews real-time behaviour to identify anomalies,
such as sudden change(s) to file access, unexpected commands executed via the network
interface or data being transmitted to unauthorised locations etc... When an anomaly
occurs, the Al can either modify or isolate the device from the network. Therefore, the Al
acts as a “dynamic” decision-maker in regards to providing access to network resources.

1.1 Project Connection: Al + Zero Trust

From our examination of the aforementioned research we see that Artificial Intelligence
(Al) increases the effectiveness of the concepts presented in Zero Trust through an adop-
tion of dynamic, predictive protections. The tenet of Zero Trust is simply, “Do not trust
but verify.” The use of Al provides an additional instruction, “And, as you verify, you will
continue learning.” Each decision regarding who should be given access to the resources
is based on data, and incorporates what is considered to be the normal behaviour of an
individual into the risk assessment process.

To assist with making intelligent decisions regarding who will be given access to the
resources we created the Zero Trust Simulator. This simulator contains modules for
authenticating against a user name and password provided by the user, determining if
the user’s device has met the appropriate security requirements (posture), and requiring
devices to use a firewall to limit their capabilities. To enhance our understanding of
risky behavior, the simulated environment provides the artificial intelligence (Al) with a
log file/record, created using our central logger.py program, that contains all Login
Attempts, Access Attempts, Device Status Changes and Network Events for every user.
The Al uses the log file/record to feed a machine learning algorithm to detect a user’s
behavioral patterns such as: frequency of login attempts, times of access, etc., and assign
a Risk Score to each detected event.

* Low Score: Allow access.
* Medium Score: Verify with Multi-Factor Authentication (MFA).
* High Score: Deny access or isolate the device.

In this document, we discuss the design, implementation, and evaluation of an Al-
based Zero Trust Architecture (ZTA), which has been developed as a solution to global
businesses’ secure communication and collaboration needs.

Zero Trust Architecture is based on the premise that ”"Never Trust; Always Verify;”
as such, ZTA assumes that all users, both internal and external to the corporate network,
cannot be assumed to be trustworthy at all times, and therefore all access requests must
be validated, authorized, and encrypted prior to granting access. Additionally, ZTA



integrates Artificial Intelligence (Al) and Machine Learning (ML) within ZTA to detect,
in real time, threats to the network, and to create adaptive (i.e., constantly changing)
security policy enforcement, enabling automated cyber defence measures to be initiated
in response to any anomalies detected within the network, at machine speed.

The purpose of this research is to develop an Al-enhanced ZTA framework designed
to protect hybrid workplaces from malware using behavioral analytics and continuous
monitoring to identify and mitigate any threats that circumvent traditional malware
protection.

1.2 Research Question

The primary research question addressed in this study is: “How effective is an Al-powered
Zero Trust Architecture in preventing malware and lateral movement compared to tradi-
tional perimeter-based security in a hybrid work environment?”

1.3 Research Objectives

This paper addresses the objectives established in this paper:

* Objective 1: The design of a ZTA framework using ldentity and Access Manage-
ment (IAM), micro-segmentation, and Trusted Devices/Username systems.

* Objective 2: The development and implementation of an anomaly detection en-
gine, driven by Artificial Intelligence (Al), using an Isolation Forest algorithm.

* Objective 3:The creation of a simulated model of a hybrid workforce, including
users, devices, and applications, will be needed.

* Objective 4: A comparative analysis between the proposed ZTA framework and
a traditional (i.e., non-ZTA) baseline security model, with respect to breach pre-
vention rate, security score, and usability metrics.

1.4 Contribution

This study makes a significant contribution to the area of Cyber Security by producing
an empirical measurement of the efficacy of Zero Trust Architecture (ZTA). In contrast to
other studies which develop only a theoretical model, this research analysed ZTA through
the use of an operational simulation; thus, providing quantitative data on the prevention
of cyber breaches.

To conduct this research, we used the following techniques:

* Isolation Forest Algorithm: The Isolation Forest algorithm was used as an an-
omaly detection technique to help identify anomalies through the actions performed
by the users without first labelling them. The Insulation Forest algorithm is an
unsupervised machine learning method, primarily because it looks for anomalies
directly rather than creating normal profiles of data points. This form of anomaly
detection is ideal when faced with very large datasets with many variables. The
algorithm’s Analyses are performed on an ensemble of isolation trees, which allow
for the calculation of the anomaly scores for each data point. Lower scores indic-
ate normal activity, while higher scores indicate an increase in the likelihood of a



potential threat. The model we created was configured with 100 estimators and 10
percent contamination rates to identify approximately 10 percent of the activities
as being anomalous as a result of learned patterns of typical behaviours.

Micro-segmentation:Micro-segmentation uses a technique for providing a specific
method or technique to administer the access from one user to another user on
another user device to provide access through the Internet. In addition to restricting
access from one user to another, micro-segmentation provides an isolated workload
for each user segment, along with a strict policy enforcement model to limit data
being transferred or accessed between user segments.

By applying granular boundaries at both the Application Workload level, in con-
junction with enforcing User Segmentation Security Policies, micro-segmentation
will create a barrier preventing an attacker from moving laterally from one segment
of the network to the next even if they've gained access to the initial User Seg-
ment. Each micro-segment enforces its own unique Security Policy, preventing the
compromise of adjacent User Segments as a result of a single security incident.

Dynamic Policy Decision Point (PDP):The Dynamic PDP evaluates every
access request and continually evaluates that access request using the access re-
guester’s most recent associated risk. Instead of a static approach to access control,
it utilises real-time contextual awareness from the requesting user, such as their
Risk score, Device Trust Level and Anomaly Score (from the Al Engine). This
provides a basis for Adaptive Access Control Decisions to either increase or reduce
security based on an evolving threat environment.

Behavioral Analytics: Using the action-based risk rating functionality (which
collects information such as how frequently users log into their accounts, when they
log in, or what types of resources they access) allowed for us to very accurately
evaluate a user’s risk profile based on actions taken by that user. The system
collects features associated with a user action, such as login frequency, temporal
activity patterns, geo-location, resource-access pattern, and device type used, at
the time of that user’s activity. These features are then normalised and entered
into a machine learning model to create a baseline for each user’s behaviour to
identify any deviation from that baseline, potentially signalling either compromised
accounts or insider threat activity.

Continuous Authentication: Traditional authentication is only connected to an
event when authentication takes place (logins). In contrast, continuous authentic-
ation continues to monitor for user activity throughout a session. It will continue
to assess user risk scores, and device trust levels, and will terminate or require
additional verification whenever it detects a behavioural pattern outside of normal
parameters. Therefore, while a user may successfully authenticate at the time of
initial login, any unexpected activity would cause the continuous authentication
system to take appropriate action to further authenticate the user.

Device Posture Assessment: The Device Manager routinely scans the security
status of endpoints attempting to connect to the Network. This scanning process
checks for a variety of compliance attributes associated with computers such as
OS Version, Patch Level, Real-Time Protection, Disk Encryption, and Firewall



Configuration. Devices that do not meet minimum security standards will receive
lower Trust Scores, and may be quarantined or limited in their ability to access
sensitive resources (to protect the network from potential attacks resulting from
compromised or non-compliant devices).

* Multi-Factor Authentication (MFA):Different personal identification methods
can be chosen via the different types of frameworks outlined in the Compliance
Checklist. In addition to using a password to authenticate a user, an organization
can also choose to implement Multi-Factor Authentication (MFA) using either SMS
or application-based means or biometric or hardware-based security solutions (e.g.,
FIDO). For requests that are considered low risk, an organization can choose not to
implement MFA and simply authenticate users using the password method alone.
Conversely, organizations should choose to implement MFA for high-risk requests
for the purpose of providing an additional level of verification to users prior to
granting access.

* Role-Based and Attribute-Based Access Control (RBAC/ABAC): The
Hybrid Access Control Model incorporates both role-based authorization and a
series of attribute-dependent policy based authorizations. A role (e.g. employee;
manager; administrator) is assigned to each user, establishing a baseline level of
user permission for a particular job function; and further restricting access based
on dynamic attributes including device trust score, user risk score, and resource
sensitivity. With this approach, users only have access to the resources they need
to perform their work and the model supports the principle of least privilege.

* Feature Engineering for Machine Learning: The development of the Al En-
gine requires the use of advanced feature Extraction methodologies to convert col-
lections of Raw Behavioural Data into useful Input Vectors for Machine Learning
Models. The Features used within the Feature Extraction process are based on
Temporal Patterns (Time of Day Day of Week), Access Patterns (Resource Types,
Resource Frequency), Network Characteristics (IP Address Geographic Location)
and Device Characteristics. Each Feature is Normalized through the application of
the StandardScaler standardization technique, to ensure all Models operate under
consistent data distribution.

* Threat Detection and Pattern Recognition: In addition to detecting anom-
alies, the system has incorporated many specialized models to help detect threats
by detecting multiple patterns that represent known attacks, e.g., lateral movement
attempts, credential theft indicators, attempts to escalate privileges, and malware
signatures. The Threat Detection Models analyses both file operations and network
traffic patterns as well as process behaviour to quickly identify ransomware, data
exfiltration, and other forms of malign activity while they are in progress.

Moreover, we show how ZTA can be enhanced using Al techniques to target the
weakness in ZTA by identifying undesirable results and by detecting or identifying new
cyber attack vectors/areas of vulnerability which were previously unknown to the tradi-
tional model of computer security using rules based systems. Examples include firewalls,
intrusion detection systems, etc..

The complete source code and simulation framework for this project are available on
GitHub:



https://github.com/Manikanta-2110/Zero-Trust-Architecture

1.5 Report Structure

The remainder of this report is organized as follows: Section 2 reviews related work in Zero
Trust and Al-driven security. Section 3 details the research methodology and simulation
setup. Section 4 presents the design specification of the proposed framework. Section 5
describes the implementation details. Section 6 presents the experimental results and
analysis. Finally, Section 7 concludes the report and outlines future work.

2 Related Work

The development of networks security models is addressed in this chapter, as the trans-
ition from classic perimeter-based defence organisations continues to evolve toward a Zero
Trust Architecture (ZTA) model due to the inclusion of Artificial Intelligence (Al) to aid
in the discovery and increase the level of protection.

2.1 The Fall of Perimeter Security

The security model has traditionally involved defending a company’s perimeter through
the utilisation of a “castle and moat” model, which assumes all traffic inside an organ-
isation is legitimate. As a result of cloud computing and remote workers erasing the
boundaries between organisations/networked computers (i.e., companies), security mod-
els have changed due to this development. In his article, Kindervag [2010] “Building a
Better Network Architecture,” J. Kindervag wrote in support of Zero Trust to address
these issues and to explain why companies must remove trust from their networks alto-
gether, because trust is a vulnerability within any organisation or its infrastructure.

2.2 Zero Trust Architecture (ZTA)

The ZTA, was formalised in Special Publication 800-207 by The National Institute of
Standards And Technology (NIST) Rose et al. [2020], and is defined as a “cybersecurity
paradigm that addresses resource protection with the understanding that trust is not
granted implicitly, and that all trust must be continually validated at every phase and
on an ongoing basis.” The fundamental principles of ZTA are as follows:

= All data sources and computing services are considered resources.
e Access to individual enterprise resources is granted on a per-session basis.

= Access to resources is determined by dynamic policy—including the observable state
of client identity, application/service, and the requesting asset—and may include
other behavioral and environmental attributes.

Buck et al. [2021] performed a review of literature using multiple voices to survey research
done on ZTA. Although they showed that there is a solid theoretical basis for ZTA, there
is currently no empirical evidence supporting its use for hybrid work situations. Fur-
ther development of ZTA concepts has been provided by government agencies [National
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Security Agency, 2021, Cybersecurity and Infrastructure Security Agency, 2021] and in-
dustry implementations such as Google’s BeyondCorp [Ward and Beyer, 2014]. Recent
systematic reviews [Teerakanok et al., 2021, Cottrell, 2021, Reis and Paulino, 2022] have
highlighted the growing importance of ZTA in modern security architectures.

2.3 Al in Cybersecurity

Artificial Intelligence, particularly Machine Learning (ML), plays a crucial role in modern
cybersecurity. Traditional rule-based systems struggle to detect novel attacks (zero-day
exploits) or subtle insider threats. Sarker [2021] provides a comprehensive overview of
deep learning techniques in cybersecurity, noting their effectiveness in intrusion detection
and malware analysis. Recent surveys [Xin et al., 2018, Shaukat et al., 2020, Bhavsar
et al., 2021] have demonstrated the effectiveness of machine learning techniques in cyber
defense. The integration of Al with Zero Trust frameworks has been explored in several
studies [Chen et al., 2023, Li et al., 2022, Wang et al., 2023], showing promising results
in dynamic trust evaluation and adaptive access control.

2.4 Anomaly Detection with Isolation Forest

Unsupervised learning techniques are important for the analysis of human behaviour (or
behavioural), since they can be used without having to have a labelled dataset of attacks.
Liu et al. [2008] describe the Isolation Forest as a means of performing anomaly detection
based on the isolation of anomalies. Unlike methods which profile normal data points
based on distance measurements, Isolation Forest takes the approach of explicitly isolating
anomalies. Therefore, the Isolation Forest has a significant advantage over distance-based
methods when detecting outliers in high-dimensional data sets such as user behaviour logs
(e.g., login times, the geographical location of logins, and patterns of resource access).
Alternative approaches using Graph Neural Networks have also been explored [Xu et al.,
2021].

2.5 Zero Trust in Specific Domains

Zero Trust Architecture has been applied across various critical infrastructure sectors.
Applications in nuclear power plants [Talukder et al., 2023], smart grids [He et al.,
2022], edge computing environments [Kumar and Zhang, 2023], and cloud-based sys-
tems [Ahmed et al., 2022, Sharma and Gupta, 2023] have demonstrated the versatility
and necessity of ZTA principles. Blockchain-enabled approaches [Kim et al., 2024] and
continuous trust evaluation mechanisms [Wang et al., 2023] represent emerging trends in
ZTA implementation.

2.6 Summary

The current literature provides a large amount of information regarding the concepts
of Zero Trust Architecture (ZTA) and the use of Artificial Intelligence (Al); however,
very little research has actually merged these two fields into a unified framework and
has provided a quantitative evaluation of the performance of ZTA with Al compared
to existing models in a simulated mixed environment. This study has been designed to
resolve this issue.



3 Methodology

The approach taken in this study was a quantitative experimental one looking specifically
at how effective the proposed Al-powered Zero Trust Architecture would be when used in
conjunction with traditional network security measures. To do this, a complete simulation
environment has been constructed to simulate an actual hybrid workforce environment,
which was then used for comparison of results across trials.

3.1 Simulation Environment

The simulation is built using Python and models a ‘HybridWorkEnvironment’ consisting
of:

e Users: 50 simulated users with distinct roles (e.g., Employee, Manager, Admin)
and behavior patterns.

* Devices: 75 devices (Laptops, Mobiles) with varying security postures (OS version,
Antivirus status).

* Applications: 10 enterprise applications with different security classifications
(Low, Medium, High, Critical).

Authentication events created by the environment, resource requests created by the envir-
onment, and device posture checks created by the environment are examples of dynamic
traffic generated by the environment.

3.2 Experimental Scenarios

Next, | ran an experiment to look at the results of implementing ZTA —

3.2.1 Baseline Scenario (Traditional Security)

Inthe first scenario of [Cheswick et al., 2003] Cheswick (2003), a perimeter-based security
model is implemented to automatically allow trust to be placed on users who have been
approved to gain access to an organization’s network. In other words, after gaining
approval through authentication, a user receives a defined level of privileges, some of
which include different access levels; this type of scenario illustrates a standard perimeter-
based security model.

* Trust Model: Implicit trust for internal users.
* Access Control: Role-Based Access Control (RBAC) only.
* Device Compliance: Minimal or no enforcement.

e Al Detection: Disabled.



3.2.2 ZTA Scenario (Zero Trust Architecture)

The complete proposed framework is encompassed in this scenario.

e Trust Model: “Trust is not the guiding principle; verification is the guiding prin-
ciple and is performed often.”

* Access Control: Ongoing verification strategy with micro-segmentation to pre-
vent an attack from spreading.

* Device Compliance: Strictly require compliance, including health check require-
ments.

* Al Detection: Implement active behavior analysis using Isolation Forest (IF),
which performs behavioral analysis.

3.2.3 Algorithm Design: Al-Powered Anomaly Detection

The core of the detection engine relies on the Isolation Forest algorithm. The following
pseudo-code describes the logic used to train the model and predict anomalies during
access requests.

Algorithm 1 Al-Powered Anomaly Detection

1
2
3

: Input: User Activity Logs (Login Time, Resource ID, IP Address, Device Status)
: Output: Anomaly Score (S), Risk Level (Low, Medium, High)
: // Training Phase

4: for each user U in System do

L o N U

10:

11:

12

13:
14:
15:
16:
17:
18:
19:
20:
21:
22:

23

Datay «— Collect historical activity logs for U
FeatureV ectory < ExtractFeatures(Datay)
// Fixed contamination of 0.1 used for controlled sensitivity testing.
// In production, this would be dynamic (j0.1%) or adaptive.
Modely < TrainlsolationForest(FeatureV ectory, contamination=0.1)
Save Modely
end for
: // Real-time Detection Phase
while New Access Request R arrives from User U do
Fr < ExtractFeatures(R)
S «— Modely.predict(Fg)
if $<0.5 then
return Risk Level: Low (Allow Access)
elseif 0.5 <S5 <0.8 then
return Risk Level: Medium (Trigger MFA)
else
return Risk Level: High (Block Access, Quarantine Device)
end if
: end while




3.3 Breach Simulation

The BreachSimulator module will introduce a defined series of attack vectors throughout
each of the scenarios outlined herein, for testing the resilience of your environment. The
scenarios include

1. Lateral Movement: An attacker wants to transition from a breached low-value
asset to a critical system.

2. Credential Theft: An attacker uses stolen valid credentials to access resources
from an unknown device.

3. Insider Threat:”insider threat” by legitimate users attempting to access sensitive
data for which they are not authorized to view,

4. Device Compromise: A device compromise via accessing the network with devices
that have their security controls disabled

5. Privilege Escalation: privilege escalation whereby an individual with a user ac-
count attempts to escalate their privileges to become an administrator.

3.4 Evaluation Metrics
The performance of the framework is evaluated through:

* Breach Prevention Rate:lt measures the share of the simulated attacks effect-
ively blocked.

* Security Score: A composite 0-100 metric reflecting the overall security posture.

* Usability Score: A 0-100 measure of user friction, derived from authentication
challenges and access denials.

4 Design Specification

The zero-trust architecture is an architectural framework that eliminates inherent trust
by enforcing a requirement for continuous verification of user identity before allowing
access to resources. The framework has four core components: 1) Technology that main-
tains user identity, 2) Technology that maintains devices, 3) Technology that grants ac-
cess/control to users and secures access/control of users and their devices and 4) Artificial
Intelligence (Al) engine used to establish secure patterns.

4.1 System Architecture

The high-level architecture is illustrated in Figure 1. NIST SP 800-207 describes breaking
up two of its components of physical security: the Control Plane (Policy Decision Point)
and the Data Plane (Policy Enforcement Point). The Control Plane and the Control
Plane are logical components as NIST describes them.

e Control Plane: The Control Plane is the brain of the system, where the Access
Controller and Al Engine are located, and determines how requests are evaluated,
and how policies are issued.

10



» Data Plane: This layer is where the actual traffic flows and applications/data are
stored. It is only accessible once it is authorized through the Control Plane.

ZERO TRUST SECURITY FRAMEWORK ARCHITECTURE
DIAGRAM (NIST SP 800-207 MODEL)

Professional Academic Representation

DATA PLANE 1

Traffic Flow & Resource Access
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ED — L D) — =
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s s Unsgu‘cl;ued
ata,
Contln'uous Monitoring sgk%%s
User with Device 1 -
(Laptop/Mobile) 1 (laa$/Paas)

. :
Verification Request : 1 e PROTECTED 1
Activity Logs
i (Auth, Trust, Context) : E . Telgnetrgy RESOURCES i )
L) 1 1
: 1 1)
CONTROL PLANE : i Palicy Decision E
Policy Management & Decision Making + | (Permit/Deny) |
]
POLICY DECISION POINT (PDP) 5
[ i
1
IDENTITY DEVICE ACCESS Al ENGINE i
MANAGER MA.NAGER CON.TROLLER (Anomaly Detection, | ;
(User Auth, MFA, el Check, Contoxtiy Evaugion s oo,
Directory Services) Complianc e)' Least Privilege) h Behavioral Analytics)
Real-time Policy & Risk Evaluation
\ J

LEGEND: Blue Arrow = Data Flow (Request/Access);

Orange Dashed Arrow = Control Flow (Verification/Decision);
Green Arrow = Authorized Access;

Grey Dashed Arrow = Telemetry Feedback

Figure 1: Proposed Al-Powered Zero Trust Architecture: Separation of Control and Data
Planes

4.2 Component Description
4.2.1 Identity Manager

A user’s identity must be verified by the Identity Manager. Identity Managers will
typically use a number of authentication techniques including but not limited to, user
name/passwords, MFA, Bio-Metrics etc., to authenticate a user’s identity.

Figure 2 shows Real Time Active Sessions Monitoring. This View enables adminis-
trators to identify current load on system and see if only authorised sessions are active.

4.2.2 Device Manager

Device Manager assesses the security posture for every device attempting to connect to
the network. It checks for compliance attributes, which include:

* Operating system version (current updates included)

11



Authentication Analysis & Real-Time Monitoring

Authentication Success Rate: 93.7% Real-Time Active Sessions (24h Trend)
Current: 2129

Failed \

2000
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Figure 2: Real-Time Active Sessions Monitoring

e Antivirus status - requires activation
* Disk encryption (activation required)

Devices that do not meet these qualifications are given a low Trust Score and can be
quarantined.

4.2.3 Access Controller (Policy Decision Point)

The Access Controller is the primary decision authority; it processes and makes decisions
about access requests by using the Dynamic Policy Evaluation Standard (PES) analysis
model. To effectively evaluate an access request, the Access Controller will use inform-
ation from the Identity Management System (User Risk), Device Management System
(Device Trust), and Al Engine (Anomaly Score). By having this information available
to it, the Access Controller can determine whether to approve or deny access to a given
resource. The Access Controller creates micro-segmentation through its ability to restrict
an individual’s access to only those resources needed to do their job.

4.2.4 Al Engine

Al Engine’s primary goal is to provide a more advanced means of discovering and identi-
fying probable hazards in an environment. Specifically, the Al Engine uses the Isolation
Forest technique to capture user actions and to calculate Anomaly Scores based upon
each individual user’s action in real time. The Isolation Forest method identifies “nor-
mal” behaviour for each individual user (e.g. when and where they logged in and what
resources they accessed) in order to assign an Anomaly Score to each user. The higher
a user’s Anomaly Score is, the more challenging and limiting the authentication process
will be for that user, even if they have valid credentials.
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5 Implementation

The framework that is proposed is part of a holistic simulation developed in Python 3.
The development of the simulation focuses on modularity and extensibility enabling the
development of complex hybrid work models.

5.1 Technology Stack

The following technologies and libraries were used:

* Python 3.9+: Core programming language.

e scikit-learn: Used for implementing the Isolation Forest algorithm for anomaly
detection.

* Faker: Used to generate realistic synthetic data for users (names, emails) and
devices.

* Pandas & NumPy: Used for data manipulation and statistical analysis of simu-
lation logs.

* Matplotlib & Seaborn: Used for generating visualization charts for the evalu-
ation.

5.2 Core Modules
5.2.1 Al Engine (‘core/ai_engine.py’)

The machine learning component is encapsulated within this module. The class ‘Beha-
vioralAnalyticsModel‘ contains the code for the Isolation Forest model.

self.model = IsolationForest(
n_estimators=100,
contamination=0.1,
random_state=42

)

It includes methods for train user model() which fits the model on historical data, and
predict anomaly score() which evaluates new events.

5.2.2 Breach Simulator (‘simulation/breach_simulator.py’)

The comparative evaluation is comprised of, in part, the logic of five different breach
scenarios represented by the module. The simulate_lateral movement method simu-
lates an actor attempting to penetrate a key application from a low-level account that
was previously compromised. The allowances for penetration using this method in the
ZTA implementation account for the existence of micro-segmentation policies prior to
allowing a breach to take place.

As previously mentioned, this script controls the entire comparative analysis. It
runs through the simulation process two times: the first time utilizing no ZTA controls
(baseline) and the second time utilizing ZTA controls (ZTA). The script separates all
training data from any testing data to prevent data from leaking into a machine learning
model.

13



5.3 Simulation Execution Phases

The simulation framework executes through nine distinct phases, each designed to pro-
gressively build, test, and evaluate the Zero Trust Architecture:

5.3.1 Phase 1: Environment Initialization

Establishing communication between synthetic users, by establishing acceptable means
of communicating via telephone, email, instant messaging, web browser, etc., and estab-
lishing a baseline network topology to implement the hybrid work environment.

5.3.2 Phase 2: Baseline Vulnerability Assessment

The assessment of a classic Security Model takes place without the implementation of
ZTA Control enabled models. At this point, the access characteristics can be documented
to create an initial baseline and expose any weaknesses found within a perimeter based
model. This stage also serves to create a control group for further comparison.

5.3.3 Phase 3: Zero Trust Architecture Deployment

Systematic implementation of ZTA policies across the ecosystem includes implement-
ing continual authentication support, validating device posture, and using RBAC- and
ABAC-based Controls for Role/Least Privileged Access Management.

5.3.4 Phase 4: Security Breach Simulation

A full range of breach testing is done for both the baseline and ZTA environments. The
ways an attacker can get into the system are by stealing credentials, moving laterally
through employee accounts, using an insider threat, getting into employee devices, and
escalating their privileges. By logging system responses to all attack types, we can develop
effectiveness of response and prevention rates for all attack types.

5.3.5 Phase 5: Usability Testing

Automated agents model standard workflows of end-users for evaluating effects of a Zero
Trust Architecture (ZTA) on end-user experience; data collected from these agents in-
clude task completion rates, frequency of authentication challenges, friction scores as
determined by users and the System Usability Scale (SUS).

5.3.6 Phase 6: Data Analysis and Metric Calculation

Following the aggregation of the data gathered in previous phases, a complete ana-
lysis of the collected data will be conducted to identify the Key Performance Indicators
(KPI's) related to Cybersecurity; this includes Security Score (SS), Breach Prevention
Rate (BPR), Device Compliance Rates (DCR), and Usability Score (US).

5.3.7 Phase 7: Visualization Generation

Statistical data is transformed into visual forms—e.g., Comparative Bar Charts, Trends,
and Distribution Charts—so that security advances, usability impacts, and other analysis
results may easily be comprehended.
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5.3.8 Phase 8: Report Generation

Comprehensive Reports are created automatically containing findings from analyses, Stat-
istical Summaries, and Visual Charts. Raw Data can be exported as .CSV files for use
in reproduction or subsequent analyses.

5.3.9 Phase 9: Results Summary

Finally, in the Executive Summary, Findings are synthesized into a summary of Quantit-
ative Improvements in Security Metrics that were achieved by implementing Zero Trust
Architecture (ZTA). Trade-offs in Usability will also be documented.

6 Evaluation

In this study, the comparison between Baseline (Traditional Security) and proposed
Zero Trust Architecture (ZTA) is tested experimentally through three main comparis-
ons: Breach Prevention, Security Metrics and Usability Impacts.

6.1 Breach Prevention Analysis

This research was primarily designed to assess the effectiveness of ZTA as a means of
preventing individual cyberattacks. A comparison of baseline and ZTA scenarios indic-
ates that there is great potential for improvement in the area of breaching prevention
capabilities.

The study found evidence that by adopting a ZTA architecture, organizations will see
considerable improvement in the ability to prevent individual breaches when compared
with baseline scenarios.

= Baseline Scenario: The traditional model has shown a 40% effectiveness against
threats in a Baseline Scenario, however, there was not Internal Segmentation within
the Traditional model and there was not a continual process of Authentication
Verification, therefore, lateral movement and credential theft could still occur.

e ZTA Scenario:Greater than 84% effectiveness against threats . The ZTA model
has shown a greater than 84% ability to prevent threats from occurring. Micro-
Segmentation and the implementation of Al-based Anomaly Detection mitigate
lateral movement and provide a way to detect compromised Accounts, including
Accounts with valid credentials.

This represents a 44.0% net improvement in breach prevention.

6.2 Security Metrics

A thorough assessment of security was made, with additional dimensions considered bey-
ond breaches. The implementation of the Zero Trust Architecture (ZTA) framework
allowed for significant advancements across the various areas of security as evidenced by
the Table 1.

Key Observations:
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Table 1: Detailed Security Metrics Analysis: Baseline vs ZTA

Security Metric ‘ Baseline ZTA Improvement
Overall Security Performance

Security Score (0-100) 55.2 74.3 +19.1 points
Breach Prevention Rate 40.0% 84.0% +44.0%
Mean Time to Detect > 4 hours | < 5 minutes Significant
Device Security & Compliance

Device Compliance Rate 65.0% 79.7% +14.7%
Trusted Devices 45.5% 62.8% +17.3%
Quarantined Devices 12.3% 5.2% -7.1%
Device Health Score (0-100) 58.4 76.9 +18.5 points
Access Control & Authentication

Authentication Success Rate 76.2% 91.5% +15.3%
MFA Challenge Rate 12.0% 28.5% +16.5%
Blocked Access Attempts 18.4% 42.7% +24.3%
Policy Violations Detected 145 67 -53.8%

ZTA Implementation Has Significantly Improved Overall Security Score Of 19.1
Points from the Prior Security Assessment Resulting From The Way ZTA Has
Been Incorporated In To A Broader Framework That Includes Technical Security
Controls, Operational Security Controls And A Formal Governance Framework For
The Development And Continuous Improvement of ZTA...

Compliance Of Devices Is Improved By 14.7% Due To Device Policy And Auster-
ity Measures That Require All Devices To Be Maintained To Compliance, To Be
Updated Or Quarantined.

The drastic reduction in Mean Time to Detect (from hours to minutes) showcases
the effectiveness of continuous monitoring and Al-powered anomaly detection.

The increase in quarantined device percentage indicates more proactive threat iden-
tification and containment.

6.3 Usability Impact

Users have expressed some concerns regarding their overall experiences of having Zero-
Trust implemented due to having to deal with more methods of authenticating themselves.
Table 2 presents the usability impact assessment.

Although multiple authentication factors (MFA) cause friction for users utilizing a
Zero Trust Architecture (ZTA) framework, the intelligent Al engine that drives ZTA

mitigates these user’s negative experiences.

In the context of this study, "Improved User Experience” is not defined solely by
having fewer pop-ups for MFA challenges, but by the proportion of ‘seamless’ access to

legitimate requests versus the likelihood of catastrophic breaches.
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Table 2: Usability Impact Analysis: Baseline vs ZTA

Baseline | ZTA Change

Usability Metric

Overall Usability Score (0-100) 78.5
Task Completion Rate 92.3%
Average Login Time (seconds) 8.2

MFA Challenges per Session 0.8

User Friction Score (0-100) 22.1
System Usability Scale (SUS) 76.2

76.8 -1.7 points

89.7% -2.6%
12.4 +4.2s
1.9 +1.1

73.8 -2.4 points

28.6 | +6.5 points

* Traditional Model (Baseline): MFA challenge rate of 12%. While low friction,
this allows users (and attackers) to traverse the network unrestricted after initial

entry.

* Pure ZTA (Theoretical): A strict “Same Trust” model would challenge 100%
of requests, rendering the system unusable.

* AI-ZTA Framework (Proposed): An optimised 28.5% challenge rate. The In-
telligent Engine filters requests based on anomaly scores, permitting approximately
71.5% of traffic to pass seamlessly. This achieves an optimal balance, reducing what
would be a 100% challenge rate to a manageable level while providing significantly
higher security than the baseline.

The small impact of 1.7 less overall usability shows that strong security can be achieved
while not adversely impacting the user experience.

6.4 Overall Results Analysis

The simulation results provide concrete evidence of the efficacy of the proposed Zero
Trust framework. Table 3 summarizes the key security performance indicators observed

during the testing phase.

Table 3: Comparing Security Metrics: Baseline vs ZTA

Metric Baseline (Traditional) |ZTA (Proposed)| Improvement
Breach Prevention Rate 40.0% 84.0% +44.0%
Security Score 55.2 74.3 +19.1
Device Compliance 65.0% 79.7% +14.7%
Mean Time to Detect > 4 hours < 5 minutes Significant

The data clearly demonstrates that while the Baseline environment struggled to con-
tain lateral movement (resulting in a low prevention rate), the ZTA framework effectively
isolated threats. The Results-Oriented nature of this study confirms that implementa-
tion of micro-segmentation and Al-driven risk scoring directly correlates to higher security
efficacy without a proportional degradation in user experience.
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6.5 Discussion

According to the results of the Comparative Analysis on ZTA (Zero Trust Architecture),
when using an Al-based approach, there is a marked increase in the security of systems.
Because Al technology allows a shift from a traditional (static) approach to perimeter
security to a more modern (dynamic) data-centric security model; ZTA has been able to
thwart virtually all of the simulated attack attempts, including advanced insider attack
methods and credential theft situations.

6.6 Study Limitations and Data Validity

While the simulation provided concrete evidence of a 44% improvement in breach pre-
vention, valid questions regarding the use of synthetic data and model overfitting must
be addressed.

* Data Generation: The Faker library was employed only for static attribute gen-
eration (identities, IP metadata), which does not inherently contain behavioral
patterns. User behavior (logins, sessions) was generated by a Realistic Behavior
Generator using random noise to create diverse workflows, mitigating the risk of
the model simply memorizing static artifacts.

* Anomaly Detection Mechanism: The Isolation Forest algorithm identifies an-
omalies by constructing a model of normal behavior and detecting deviations (e.g.,
lateral movement), rather than pattern matching against a labeled attack dataset.
Thus, the improvement stems from identifying mechanistic deviations common to
attacks.

* Generalization: It is acknowledged that synthetic data cannot fully replicate
the varying complexity of a real enterprise network. Future work would require
validation against real-world production datasets to confirm these generalization
capabilities.

7 Conclusion and Future Work

This study investigated “How does the Al-enabled ZTA outperform Traditional Security
methods on Protecting Against malwares / Lateral Movement.”
The researchers developed an experimental ZTA along with the associated simulated
operational environment, to give clear, physical measurements of how this solution works.
The finding of this research indicate that the Al-enabled ZTA framework effectively
was able to prevent 44% more than the baseline (traditional perimeter defense) from

breaches. This was accomplished by using an ongoing identity validation process, strict
control over endpoint devices through device posture checks, and machine learning for
anomaly detection.

The AI-ZTA framework mitigates highly dangerous threat vectors including lateral
moves and credentials theft that cannot be detected via traditional perimeter defense
systems. Importantly, this unique combination of methods did not degrade the user
experience in any way; therefore, security was created without impacting the user exper-
ience.
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7.1 Future Work

While the findings presented above indicate that the model has demonstrated potential
utility within Zerotrust architectures, further investigation is warranted in several areas,
including:

* Real-world Deployment: The actual performance of the model when operating
on a live network and processing the actual traffic will be analyzed both in terms
of throughput and latency.

* Federated Learning: The employment of Federated Learning allows incorpora-
tion of data from a diversity of users’ devices while maintaining data privacy through
distributed training.

* Adversarial Al: Studying the vulnerability of the Isolation Forest model to ad-
versarial machine learning methods that can either contaminate training data or
evade detection.
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