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1 System Overview & Environment Requirements

1.1 Purpose of This Document

This manual explains how the whole system is meant to be set up so the user can get everything
running without guessing too much. The setup includes Controller, MongoDB, Relay, Socket
Server, Connector, and Client. All of these pieces talk to each other to form a simple Zero Trust-
style remote access system. (Rose, 2020).

1.2 Host System Requirements
The deployment was carried out using lightweight Ubuntu 22.04 virtual machines. These VMs
were hosted on a Windows machine with the following basic hardware:
CPU: AMD Ryzen 5 4600H (6 cores)
RAM: 6 GB allocated to Controller VM, and 2 GB for each of the smaller services
Disk: 50 GB for the Controller VM
OS: Ubuntu 22.04 LTS used across all VMs
Virtualization: VirtualBox
This setup is enough for running MongoDB, the Controller UI, and the three Python services
without too much slowdown.

1.3 Virtual Machine Allocation

VM CPU RAM | Disk | OS

Controller 2 cores | 6 GB | 50 GB | Ubuntu 22.04
PLC Machine 2 cores | 4 GB | 25 GB | Ubuntu 22.04
Relay I core | 2GB | 10 GB | Ubuntu 22.04
Socket Server I core | 2GB | 10 GB | Ubuntu 22.04
Connector (OT gateway) | 1 core | 2 GB | 10 GB | Ubuntu 22.04
Client VM l1core | 2GB | 10 GB | Ubuntu 22.04

The Controller VM needs the most resources because it runs Node.js and MongoDB. The
remaining machines only handle networking traffic or token verification, so they remain light.

1.4 Required Software & Dependencies



Controller (Node.js)
Packages from package. Json (summarized):

typescript + @types: safer typing

next, react, react-dom: Ul rendering.
mongoose: talking to MongoDB.
next-auth: login + JWT/session handling
socket.io-client: real-time updates

axios / fetch: API communication
tailwindcss: UI styling

"name"™ :
"version®:
"private”:

"scripts”:
"dev":
"build”:
“start”:
"lint":

l23

"dependencies":
"jsonwebtoken"”
"mongoose™:
"next": "14.0
"next-auth”
"react”:
"react-dom":

) E

“devDependencies": ]
"@types/jsonwebtoken”:

"@types/node":
"@types/react":
“"@types/react-dom
"autoprefixer™:
"eslint": "~8",
"eslint-config-next":
"eslint-config-prettier":
"eslint-plugin-prettier":
"eslint-plugin-tailwindcss"™:
"eslint-plugin-unused-imports":
"postcss": "~38'

"prettier®: "~3.1.0"
"tailwindcss":

"typescript”:

Python Runtime (Relay, Socket Server, Client, Connector) Main
Python libraries:

pymongo: MongoDB queries
python-socketio: real-time communication
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«  python-dotenv: reading .env files (when used)

- cryptography / pyjwt: decoding and verifying JWT tokens.

« requests: talking to the Controller.

«  built-in socket, asyncio: for UDP tunnelling and async loops.

1.5 Ports Used in the System

Component | Port Protocol
Controller 3000 HTTP

MongoDB 27017 TCP

Socket Server | 5001 WebSocket/HTTP
Relay 9090 UDP

Connector (dynamic) | UDP

Client (dynamic) | UDP

2 Configuration Steps

2.1 MongoDB Setup

MongoDB is installed on the Controller VM. No initial setup is required because the
Controller will automatically create collections on first run. (MongoDB, 2024) Connection
string:

mongodb.//localhost:27017/ztna

* MongoDB Compass - localhost27017 /ztna = a X

nections Edit View Help

e 7o +
Compass o
{} My Queries localhost:27017  ztna Open MongoDB8 shell 4+ Create collection < Refresh +
& Data Modeling Sora Avg. Total
Collection name 1= Properties 1= by '9° 1! Document document = Indexe: index 1=
size i
CONNECTIONS (I onnectors - 2048 kB 1.53 kB 3 61.44 kB
Y groups - 2048k8 1 49008 2 4096 k8
v B locathost:27017 ippools - 3686kB 1 94,008 1 20.48 k8
v @ od
- networks - 2048k8 1 88,008 2 4096 k8
v @ local policies - 410 kB 0o o8 1 410k
™ =
2048k8 1 229008 1 20.48k8
sssss - 3686K8 1 168.00 8 3 96.30 kB

et
™ ol
e
—

2.2 Controller Configuration (Next.js)

To start with the Controller UI, the following steps are carried out:
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Install Node.js dependencies.
npm install.
Create the. env.local file with keys, secrets and URLs.
Start the Controller using:
npm run dev.
Open the web browser and visit:
7. http://localhost:3000
Once everything loads, the login screen should appear. (Vercel, 2024)

SANNAEF I



PS E:\Final\Final\Controller> npm run dev

> controller@®.1.0 dev
> next dev

A Next.js 14.0.3
- Local: http://localhost:3000
- Environments: .env.local

Attention: Next.js now collects completely anonymous telemetry regarding usage.

This information is used to shape Next.js' roadmap and prioritize features.

You can learn more, including how to opt-out if you'd not like to participate in this anonymous program, by visiting
the following URL:

v Ready in 3.5s

v Ready in 2.3s

v Compiled /src/middleware in 259ms (163 modules)
O Compiling /api/auth/[...nextauth] ...

v Compiled /networks in 1835ms (262 modules)
Browserslist: caniuse-lite is outdated. Please run:

npx update-browserslist-db@latest

Why you should do it regularly: https://github.com/browserslist/update-db#readme
v Compiled in 2.5s (298 modules)

O Compiling /api/network ...

v Compiled /api/network in 2.4s (637 modules)

v Compiled (640 modules)
MongoDB Connected: undefined
MongoDB Connected: 127.0.0.
MongoDB Connected: 127.
MongoDB Connected: 127.
MongoDB Connected: 127.
MongoDB Connected: 127.
MongoDB Connected: 127.

Sign in with GitHub

Pl

'€ Sign in with Google

Email:

admin@ztna.com

Password:

Sign in with Credentials
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B admin@ztna.com
To get started, follow our setup G

Welcome to the Administration Console . Admin

Role:
1. Create a network with an appropriate name

2. Create a connector and add it to the network Permissions
3. Create a resource and add it to the connector

e You can create, edit, and delete networks, connectors, and
4. Configure policy for resources

resources.

* You can create and edit users with the role of Member
Manager, and Admin

Connectivity Users Collections

Networks o Members

Groups
On-Prem, AWS & NaN Others

No access to Admin Console Collection of Users

m Connectors s Managers 2 User Policies

Creating Networks, Connectors, Resources, Users, and Groups

These steps were performed through the Controller UI, which was connected to MongoDB
(verified through both testing docs and SS folder images:).

2.3.1

Network Setup

Open Networks then go to Remote Network
Create the network (e.g., simulation network)
Confirm that it appears in the list.

Network Management Tue Dec 09 2025
Manage and track network information

2.3.2

m + Remote Network Switch Display n n

Networks Connectors

Available Networks

simulation network Edi

=3

0 Connectors

Test location

Connector Setup

Go to Connectors

Add a new connector (Simulation-gateway)
Status should be set to Enabled.



Connector Management Tue Dec 09 2025

Manage and track connector information

[ search | + New Connector - -

Networks Connectors

Networks

simulation network present at Test location

2.3.3 Resource Setup

*  Go to Resources
* AddaPLC or test IP, for example:

¢ Name: PLC-1-Test
d IP: 192.168.10.10
e Network: simulation network

Resources °

Resource Management Tue Dec 09 2025
Manage and track resource information
[ s 1 ] 1
Networks Resources
Networks

simulation network present at Test location

2.3.4 User Setup

* Create a vendor user (e.g. vendor@test.com)
* The default admin user remains admin@ztna.com



User
Email: vendor123@test.corr
Name: Vendor
V Role: [ Member V]
Status: Enable ¥

Manage Groups

Save Changes

Delete User

Users °

User Management

Manage and track user information

Tue Dec 09 2025

= L 1]

member

Vendor ®
vendor123@test.com _
member Edit #

2.3.5 Groups (Optional)

* The Controller UI shows groups.
* A group may be associated with the user if needed.



Group Management Tue Dec 09 2025

oo o 1
Groups

Vendors

2.3.6 Creating Policies

¢ Go to Policies
* Create a policy linking Vendor to PL.C-1-Test
¢ This determines which resource the client can access.

Policy Management S
m

User Policies

Vendor PLC test

3 Environment Configuration

3.1 Controller (.env.local)
Purpose:

«  Stores all secrets used by Next AUTH
«  Stores the MongoDB URI
Contains the Controller's private key (JWT signing key) (Jones, 2015)

« Holds Relay and Socket Server addresses.
« After filling in the .env.local, the Controller can be launched normally with:

npm run dev



s_|
NEXTAUTH_URL=http://localhost:3000

MONGOURT=mongodb: //127.0.0.1:27017/ztna
GITHUB_ID=0v231iF4C890qRPuOm1v
GITHUB_SECRET=0d16cb26498475dbd@20abd375e1b739a2405775
GOOGLE_ID=add_your_google_id_here
GOOGLE_SECRET=add_your_google_secret_here

PRIVATE_KEY=LS@tLS1CRUdITiBSUOEgUFIIVKFURSBLRVKtLS@tLQOKTU1IRWINSUIBQUEDQVFFQXk@Y1BMMUSET316azBsNWpZbjZYa21nYWtxblkzNVFqc3dtTINLV1p0aDZjMXgrag@KR2xMQktVT20vemR4U
ACCESS_EXPIRY=7
REFRESH_EXPIRY=30

RELAY_ADDR=192.168.121.101:9089
RELAY_PORT=9090
SOCKET_ADDR=http://localhost:5001

3.2 Relay

Purpose:

« Holds the Controller public key.
« Stores the Controller URL
« Allows the Relay port to be set from an .env file if needed.

How to Run Relay with .env:

« Place .env inside relay/app/
« At the top of server.py, add:

from dotenv import load_dotenv load dotenv()

« Replace hard-coded values in the Relay code with:

os.getenv("PUBLIC KEY") os.getenv("CONTROLLER_URL")
int(os.getenv("RELAY PORT"))

« Start the Relay:

python server.py

Now the Relay will load its values from the .env file at startup.
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? relay 2 app 7 /.S
PUBLIC_KEY=MIIBI
kmgakgnY35Q7j swmOSKVZNh6c1x+jG1LBKUOmM/rdxR2Y4i0Rf1gYn2205i0CgLRtM

rxI1KVOZVN3MweN/aDUBSRytANdYT4Sfo0e5/vizRytzE2z jdIFUGDGI+Y71nvx
bWsfzqTVhjvmBtKIZArNZH/ /PJZ005ka7hQ4n4iYhXMFIKpuMVTsOuggoiftzThk
WWF3j071DjaQ4y3R1HrvRTqqolmg6S/puMDLTNNr+N3Yv21EBFWFsGF1XVIIWS0ae
y/FAHJiAchY62TyanjovN3zhDSuasRijp1MPbFAEjDGuiQ6BMvs6L 2mmKht@d1CEY

1QIDAQAB
CONTROLLER_URL=http://localhost: 3000
RELAY_PORT=9090

4 Connector Deployment (Dockerised)

The connector is provided as a Dockerised service. Users do not need to run Python files or

install dependencies manually. Instead, the connector container is started directly using Docker.
(Docker, 2024)

Before running the command, the Controller UI must be used to generate a Connector Access
Token and Refresh Token. Once those are available, the connector can be deployed by running:

PS E:\Final\Final\connector> docker build ztna-connector-image .
[+] Building 3.8s (1/2) docker:desktop-linux

=> [internal] load metadata for docker.io/library/ubuntu:20.04

Here is the command the user has to run:

docker run -d \
--name ztna-connector \
-¢ ACCESS_TOKEN=<paste-your-connector-access-token-here> \
-¢ REFRESH TOKEN=<paste-your-connector-refresh-token-here> \
-¢ RELAY IP=<relay-ip-address>\
-¢e RELAY_ PORT=9090 \
-¢ SOCKET_SERVER ADDR=http://<socket-server-ip>:5001 \ connector-image: latest

After running this command, the container will start in the background. You can check if it’s running by typing:
docker ps

5 Client Configuration (client.py & GetToken.py)

The Client service uses two Python files for authentication and tunnel setup.

5.1 Token Retrieval (GetToken.py)

GetToken.py opens a tiny local HTTP server to receive authentication tokens from the
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Controller using PKCE. (Sakimura, 2015) Key
behaviors:

« Listens on port 8080 for /callback

« Generates PKCE values (code challenge, code verifier)

«  Prints a login URL such as:

*  http://localhost:3000/profile?challenge=<value>

«  After the user opens this URL and logs in, the script receives:

0 Access Token
0 Refresh Token
0 Code Verifier

The script prints them in the terminal for client use (Hardt, 2012).
User Flow:

Ensure Controller is running.

Run: python GetToken.py

Open the printed URL in the browser.
Tokens appear in the terminal.

AW N —

sha256
t urlsafe_b64encode

refresh_token =
=f generate_pkce():

.digest()).decode('ascii’)[:-1]

h'1)

content_length = int(self.headers‘Content-Le
.rfile.read(content_length).decode( ' utf

data.get('re
self.send_response(200)

send_header(

PS E:\Final
Starting token retrieval...
Goto http://localhost:3000/profilechallenge=dhvDml1VdLKp8oyhwjFCPROXGEE3@WBilneCl KXPyUY
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Authentication successful

Redirecting to Desktop Application

5.2 Client Agent (client.py)
client.py is the component that builds the secure tunnel, creates the TUN interface and forwards
packets.
Important internal settings:
» At the bottom, it calls:
« access_token, refresh_token, code verifier = get token()
« Itdecodes the JWT to get the client ID - Key network settings appear near the top:
« relay_address = ('127.0.0.1', 9090)
« socket server address = 'http://localhost:5001"
« It creates and removes the virtual interface (tun0)
It adds and deletes routes to PLC resources.
It performs a handshake with the Relay using the Relay’s public key.
+ Finally, it forwards encrypted UDP packets.
The main configuration points the user needs to adjust are:
1. relay address: the IP and port of the Relay
2. socket server address :WebSocket control-plane server
3. The fact that token collection is done automatically by calling get token()

PS E:\Final\Final\client> python client.py
Starting token retrieval...
Goto http://localhost:3000/profile?challenge=AMG7GKZrt1RDbEF_pyk2z-C2mzH3Vk7P-JZB01A%euQ

Authentication successful

1to |
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T, SO

t create_tun_interface, delete_tun_interface

t add_route, del_route, check_route
generate_session_key, encode_message, decrypt_data, decode_message, encrypt_data
E:E

import
sha256
select

access_token

refresh_token
code_verifier
pending_pings

my_ip =
my_id

tun = N
ifname =

relay_address =
socket_server_address

resources = {}
resourcesAddressTold = {}

@sio.event
as ef connect():
51 access_token, code_verifier

6 Conclusion

This setup guide describes the manner in which every component of the system should be
configured to ensure that the entire Zero Trust workflow can operate without issues. MongoDB,
Relay, Socket Server, Connector and Client relied on one another, and therefore, the manual
was dedicated to demonstrating where the environment files will reside, how the services
should be launched, and what the user is supposed to press or execute. The testing images and
installation instructions indicated that the Controller was connected correctly with MongoDB,
new networks and connectors were visible accordingly, and the client was able to authenticate
with the help of PKCE and then be assigned its permitted routes. Although the system is
composed of a number of small elements, the elements are all predictable in nature, and once
the environment variables and the tokens are placed in their respective locations, the services
function as expected. All in all, this should provide a simple method of enabling someone to
replicate the setup and test the Zero Trust behaviour in a small laboratory setup.
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