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1 System Overview & Environment Requirements  
  

1.1 Purpose of This Document  
This manual explains how the whole system is meant to be set up so the user can get everything 

running without guessing too much. The setup includes Controller, MongoDB, Relay, Socket 

Server, Connector, and Client. All of these pieces talk to each other to form a simple Zero Trust-
style remote access system. (Rose, 2020).  

1.2 Host System Requirements  
The deployment was carried out using lightweight Ubuntu 22.04 virtual machines. These VMs 

were hosted on a Windows machine with the following basic hardware:  

• CPU: AMD Ryzen 5 4600H (6 cores)  

• RAM: 6 GB allocated to Controller VM, and 2 GB for each of the smaller services  

• Disk: 50 GB for the Controller VM  

• OS: Ubuntu 22.04 LTS used across all VMs  

• Virtualization: VirtualBox  

This setup is enough for running MongoDB, the Controller UI, and the three Python services 

without too much slowdown.  

  

1.3 Virtual Machine Allocation  

VM  CPU  RAM  Disk  OS  

Controller  2 cores  6 GB  50 GB  Ubuntu 22.04  

PLC Machine  2 cores  4 GB  25 GB  Ubuntu 22.04  

Relay  1 core  2 GB  10 GB  Ubuntu 22.04  

Socket Server  1 core  2 GB  10 GB  Ubuntu 22.04  

Connector (OT gateway)  1 core  2 GB  10 GB  Ubuntu 22.04  

Client VM  1 core  2 GB  10 GB  Ubuntu 22.04  

  

The Controller VM needs the most resources because it runs Node.js and MongoDB. The 
remaining machines only handle networking traffic or token verification, so they remain light.  

1.4 Required Software & Dependencies  
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Controller (Node.js)  

Packages from package. Json (summarized):  

• next, react, react-dom: UI rendering.  

• mongoose: talking to MongoDB.  

• next-auth: login + JWT/session handling  

• socket.io-client: real-time updates  

• axios / fetch: API communication  

• tailwindcss: UI styling  

• typescript + @types: safer typing  

  
Python Runtime (Relay, Socket Server, Client, Connector) Main 

Python libraries:  

• pymongo: MongoDB queries  

• python-socketio: real-time communication  
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• python-dotenv: reading .env files (when used)  

• cryptography / pyjwt: decoding and verifying JWT tokens.  

• requests: talking to the Controller.  

• built-in socket, asyncio: for UDP tunnelling and async loops.  

1.5 Ports Used in the System  
  

Component  Port  Protocol  

Controller  3000  HTTP  

MongoDB  27017  TCP  

Socket Server  5001  WebSocket/HTTP  

Relay  9090  UDP  

Connector  (dynamic)  UDP  

Client  (dynamic)  UDP  

  

  

  

  

2 Configuration Steps  
  

2.1 MongoDB Setup  

MongoDB is installed on the Controller VM. No initial setup is required because the 

Controller will automatically create collections on first run. (MongoDB, 2024) Connection 

string:  

mongodb://localhost:27017/ztna  

  

2.2 Controller Configuration (Next.js)  
To start with the Controller UI, the following steps are carried out:  
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1. Install Node.js dependencies.  

2. npm install.  

3. Create the. env.local file with keys, secrets and URLs.  

4. Start the Controller using:  

5. npm run dev.  

6. Open the web browser and visit:  

7. http://localhost:3000  

Once everything loads, the login screen should appear. (Vercel, 2024)  
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2.3 Creating Networks, Connectors, Resources, Users, and Groups  

These steps were performed through the Controller UI, which was connected to MongoDB 

(verified through both testing docs and SS folder images:).  

2.3.1 Network Setup  

• Open Networks then go to Remote Network  

• Create the network (e.g., simulation network)  

• Confirm that it appears in the list.  

  

2.3.2 Connector Setup  

• Go to Connectors  

• Add a new connector (Simulation-gateway)  

• Status should be set to Enabled.  
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2.3.3 Resource Setup  

• Go to Resources  

• Add a PLC or test IP, for example:  

• Name: PLC-1-Test  

• IP: 192.168.10.10  

• Network: simulation network  

  
  

2.3.4 User Setup  

• Create a vendor user (e.g. vendor@test.com)  

• The default admin user remains admin@ztna.com  
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2.3.5 Groups (Optional)  

• The Controller UI shows groups.  

• A group may be associated with the user if needed.  
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2.3.6 Creating Policies  

• Go to Policies  

• Create a policy linking Vendor to PLC-1-Test  

• This determines which resource the client can access.  

  

  

3 Environment Configuration  
  

3.1 Controller (.env.local)  

Purpose:  

• Stores all secrets used by Next AUTH  

• Stores the MongoDB URI  

• Contains the Controller's private key (JWT signing key) (Jones, 2015)  

• Holds Relay and Socket Server addresses.  

• After filling in the .env.local, the Controller can be launched normally with:  

npm run dev 
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3.2 Relay  

Purpose:  

• Holds the Controller public key.  

• Stores the Controller URL  

• Allows the Relay port to be set from an .env file if needed.  

How to Run Relay with .env:  

• Place .env inside relay/app/  

• At the top of server.py, add:  

from dotenv import load_dotenv load_dotenv()  

• Replace hard-coded values in the Relay code with:  

os.getenv("PUBLIC_KEY") os.getenv("CONTROLLER_URL") 

int(os.getenv("RELAY_PORT"))  

• Start the Relay:  

python server.py  

Now the Relay will load its values from the .env file at startup.  
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4 Connector Deployment (Dockerised)  

The connector is provided as a Dockerised service. Users do not need to run Python files or 

install dependencies manually. Instead, the connector container is started directly using Docker. 

(Docker, 2024)  

Before running the command, the Controller UI must be used to generate a Connector Access 

Token and Refresh Token. Once those are available, the connector can be deployed by running:  

  

Here is the command the user has to run:  

docker run -d \  
  --name ztna-connector \  
  -e ACCESS_TOKEN=<paste-your-connector-access-token-here> \  
  -e REFRESH_TOKEN=<paste-your-connector-refresh-token-here> \  
  -e RELAY_IP=<relay-ip-address> \  
  -e RELAY_PORT=9090 \  
  -e SOCKET_SERVER_ADDR=http://<socket-server-ip>:5001 \   connector-image: latest  
  
After running this command, the container will start in the background. You can check if it’s running by typing:  
docker ps  

  

  

5 Client Configuration (client.py & GetToken.py)  

The Client service uses two Python files for authentication and tunnel setup.  

5.1 Token Retrieval (GetToken.py)  

GetToken.py opens a tiny local HTTP server to receive authentication tokens from the  
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Controller using PKCE. (Sakimura, 2015) Key 

behaviors:  

• Listens on port 8080 for /callback  

• Generates PKCE values (code_challenge, code_verifier)  

• Prints a login URL such as:  
• http://localhost:3000/profile?challenge=<value>  

• After the user opens this URL and logs in, the script receives:  

▪ Access Token  

▪ Refresh Token  

▪ Code Verifier  

The script prints them in the terminal for client use (Hardt, 2012).  

User Flow:  

1. Ensure Controller is running.  

2. Run: python GetToken.py  

3. Open the printed URL in the browser.  

4. Tokens appear in the terminal.  
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5.2 Client Agent (client.py)  
client.py is the component that builds the secure tunnel, creates the TUN interface and forwards 

packets.  

Important internal settings:  

• At the bottom, it calls:  

• access_token, refresh_token, code_verifier = get_token()  

• It decodes the JWT to get the client ID •  Key network settings appear near the top:  

• relay_address = ('127.0.0.1', 9090)  

• socket_server_address = 'http://localhost:5001'  

• It creates and removes the virtual interface (tun0)  

• It adds and deletes routes to PLC resources.  

• It performs a handshake with the Relay using the Relay’s public key.  

• Finally, it forwards encrypted UDP packets.  

The main configuration points the user needs to adjust are:  

1. relay_address: the IP and port of the Relay  

2. socket_server_address :WebSocket control-plane server  

3. The fact that token collection is done automatically by calling get_token()  
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6 Conclusion  
This setup guide describes the manner in which every component of the system should be 

configured to ensure that the entire Zero Trust workflow can operate without issues. MongoDB, 
Relay, Socket Server, Connector and Client relied on one another, and therefore, the manual 

was dedicated to demonstrating where the environment files will reside, how the services 
should be launched, and what the user is supposed to press or execute. The testing images and 

installation instructions indicated that the Controller was connected correctly with MongoDB, 
new networks and connectors were visible accordingly, and the client was able to authenticate 

with the help of PKCE and then be assigned its permitted routes. Although the system is 

composed of a number of small elements, the elements are all predictable in nature, and once 
the environment variables and the tokens are placed in their respective locations, the services 

function as expected. All in all, this should provide a simple method of enabling someone to 
replicate the setup and test the Zero Trust behaviour in a small laboratory setup.  
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