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1. Introduction 

This document describes the implementation of a hybrid cryptographic cipher that is a 
combination of Polybius square substitution and Vigenere-like keystream encryption. The 
implementation was designed for a reversible encryption system for academic research and 
performance evaluation. 

The system is intended to illustrate a hybrid design of encryption that combines classical 
concepts of substitution with modern deterministic hashing, offer an end to end set of security, 
quality and performance measures to cryptographic analysis, offer experimental analysis via  
series of automated testing and benchmarking, and provide a structure and reproducible research 
through organized experimentation configuration and telemetry. 

2. Implementation Overview 

The implementation consists of five major components: 

2.1 Core Cryptographic Module 

The cipher core uses the hybrid Polybius-Vigenere algorithm of encryption using a deterministic 
16x16 Polybius substitution table (256 elements) managed by a SHA-256-seeded Fisher-Yates 
shuffle, Vigenere-style keystream created through iterative SHA-256 hashing, combined 
encryption step that makes use of CBC-style chaining, substitution and deterministic reversible 
transformation that is suitable to controlled experimental analysis. 

2.2 Streaming Processing Module 

Block-based streaming encryption/decryption for memory-efficient processing of large files, 
block-based encryption, default block size of 512 bytes, block chaining of all blocks 
continuously, keystream continuation based on the block index through context extension to 
allow file and in-memory services. 

2.3 Metrics and Evaluation Module 

In this module, research metrics, Security metrics: Shannon entropy, NPCR, UACI, avalanche 
effect, Quality metrics: PSNR and SSIM (and reconstruction fidelity), Performance metrics: 
execution time and peak memory usage are implemented. 

2.4 Experiment Management Module 

Experiment configuration and execution with data classes configured and executed experiment, 
was combined with dataset handling and the telemetry subsystem.  

 



	

	
	

2.5 Telemetry and Data Management Module 

Storage and export mechanism based on SQLite and metric outputs of every run and CSV export 
to be analyzed externally. 

3. System Architecture 

3.1 Directory Structure 

 



	

	
	

3.2 Component Dependencies 

main.py 

├── cipher_core / polybius_vigenere.py 
├── streaming / stream_cipher.py.            
├── experiments / config.py 
├── experiments / run_experiments.py 
└── telemetry / telemetry.py 
 
run_experiments.py 

├── experiments / config.py 
├── experiments / dataset_loader.py 
├── cipher_core / polybius_vigenere.py 
├── streaming / stream_cipher.py 
├── metrics / security_metrics.py 
├── metrics / quality_metrics.py 
└── metrics / performance_metrics.py 

4. Implementation Details 

4.1 Cryptographic Algorithm 

4.1.1 Polybius Table Generation 

The table of Polybius substitution is created in a deterministic manner using SHA-256 as a 
pseudorandom number of generator seed of the secret key. The algorithm first initializes table as 
identity mapping [0, 1, 2, …, 255] bytes then perform Fisher-Yates shuffle from end to 
beginning and uses SHA-256(key || counter) to generate random keys for each swap that ensures 
deterministic, reproducible table generation. 

4.1.2 Keystream Generation 

The keystream is generated using iterative SHA-256 chaining: 

• Ho = SHA-256(key + context) 
• H_{i+1} = SHA-256(H_i) 

The output provides a deterministic, repeatable byte stream of arbitrary length. 

4.1.3 Encryption Process 

For each block of 512 bytes CBC-style XOR with preceding ciphertext byte, Polybius 
substitution, add keystream byte (not a 256-bit number) then produce ciphertext and returning 
the final block of the last byte to be chained. 



	

	
	

4.1.4 Decryption Process 

For each block of 512 bytes first its subtracted with keystream modulo 256 and applied inverse 
Polybius substitution to reverse CBC chaining using previous ciphertext byte. 

4.2 Streaming Processing 

Streaming module works with data in blocks that can be configured (default at 512 bytes) so that 
it can handle large files using less memory, it features CBC chaining across block boundaries, 
derives keystream continuation using context tagging, supports byte-stream and 
encryption/decryption. 

4.3 Security Metrics 

4.3.1 Shannon Entropy 
 

Measures randomness/unpredictability of data, which is calculated between 0 to 8, higher values 
indicate more random/encrypted data 

 
Figure 1: Entropy calculation 

4.3.2 Number of Pixel Change Rate (NPCR) 
 

Measures percentage of pixels that changed between two images, ranges from 0 to 100%, higher 
values indicate better sensitivity to plaintext changes. 

 
Figure 2: NPCR calculation 

4.3.3 Unified Average Changing Intensity (UACI) 
 

Measures average intensity changes between two images, ranges from 0 to 100%, UACI 
evaluates diffusion properties of encryption. 

 
Figure 3: UACI calculation 



	

	
	

4.3.4 Avalanche Effect 
 

Measures bit flip ratio when input changes slightly, ideal value is 50% bit changes. 

 
Figure 4: Avalanche calculation 

4.4 Quality Metrics 

4.4.1 Peak Signal-to-Noise Ratio (PSNR) 
 

Measures image quality/reconstruction accuracy, ranges from 0 to infinity, perfect reconstruction 
is confirmed by infinity. 

 
Figure 5: PSNR calculation 

4.4.2 Structural Similarity Index (SSIM) 
 

Measures structural similarity between images, ranges from -1 to 1, identical images show an 
output of 1. 

 
Figure 6: SSIM calculation 

4.5 Performance Metrics 

4.5.1 Execution Time 
 

To measure  execution time: time.perf_counter(), which returns time taken for execution in 
seconds for microsecond level measurements. 

4.5.2 Memory Usage 
 

Measures peak memory usage using tracemalloc module which returns peak memory usage in 
bytes and tracks memory allocation during function execution. 

 



	

	
	

4.6 Experiment Configuration 

Experiments are configured using data classes. 

 
Figure 7: Configuration based on dataset structure 

The system uses ExperimentConfig data classes and automatically generates configuration suites 
based on dataset structure. 

4.7 Telemetry System 

The telemetry system relies on SQLite as a structured and deterministic data-storage database so 
that all experiments which are carried out using the hybrid encryption framework is fully 
reproducible. Experiment metadata (dataset identifiers, cipher settings, block size, contexts and 
execution parameters) is stored in a special experiments table and the related metric outputs 
(entropy, NPCR, UACI, avalanche, PSNR, SSIM, execution time, memory consumption) are 
stored in a related metrics table. This relational structure allows the detailed reconstruction of 
any experimental run and does not allow configuration detail loss. The telemetry module enables 
smooth exporting of all the results stored in it to CSV where it can be analyzed using other tools 
like the power BI, looker studio or Grafana.  

5. Configuration and Usage 

5.1 Installation and Dependencies 

Required Python Version: Python 3.7 or higher 

Dependencies (requirements.txt): 

pytest>=7.0.0 
Pillow>=9.0.0 
numpy>=1.21.0 
cryptography>=3.4.0 



	

	
	

Installation: pip install -r requirements.txt 

5.2 Experiment Execution 

5.2.1 Command-Line Interface 

Run Demo: python main.py demo 

 
Figure 8: Shows the output of running the hybrid Polybius–Vigenere cipher for text encryption. 

Run Experiments: python main.py experiments 
 

 
Figure 9: Shows the output of running the hybrid Polybius–Vigenere cipher for image encryption 



	

	
	

5.2.2 Programmatic Usage 

Basic Encryption/Decryption: 

 
Figure 10: Basic encryption/decryption 

Streaming File Encryption: 

 
Figure 11: Streaming file encryption 

Running Experiments: 

 
Figure 12: Programmatic experiment execution 



	

	
	

5.3 Experiment Configuration 

5.3.1 Default Configuration 

Default configuration generator uses scan of datasets/sample/ directory to generate experiment 
configurations of each image found (limited to first 3 images) in this directory  

5.3.2 Block Size Configuration 

The size of the block produces a direct effect on the memory consumption and on the processing 
efficiency. Smaller blocks (256-512 bytes) use less memory but have to repeat more times when 
encrypting data and decrypting it, incurring more overhead. Bigger blocks (1024-4096 bytes) do 
not do so many iterations thus giving better throughput, but they take more memory per 
operation. The 512 bytes default block size provides a good combination of speed and memory 
consumption. 

6. Evaluation and Metrics 

6.1 Experiment Workflow 

 

6.2 Metrics Interpretation 

The security metrics used in this framework evaluate how effectively the cipher to confuse 
plaintext formatting. Encrypted data should have entropy values of about 8 bits per byte with a 
target of more than 7.5, which is very random. NPCR, which must exceed 99% and UACI, 
which must be close to 33% when evaluated, are the measures of diffusion behavior that are 
considered sensitive to changes in the plaintext. The avalanche effect at the ideal value of 0.5, 
ensures that a one-bit alteration in the input induces extensive changes on the output value. The 

Export
Results are exported to CSV for external analysis

Store Results
Results are logged to SQLite database.

Compute Metrics
All security, quality and performance metrics are calculated.

Decrypt
Encrypted data is decrypted to verify correctness.

Encrypt
Data encrypted using configured hybrid Polybius-Vigenere cipher.

Load Dataset
Images loaded from datasets/sample/ directory.



	

	
	

quality of reconstruction is evaluated by PSNR and SSIM where PSNR = infinity and SSIM = 
1.0 is an ideal decryption that will provide an exact copy of the original image. Execution time 
measured as an independent parameter through both encryption and decryption and added up as 
total runtime and maximum memory consumption which represents all the allocations made in 
the course of the processing including the substitution tables and the keystream buffers. 

6.2.1 Baseline Metrics 

Baseline performance metrics for AES-minimal, PRESENT, SIMON, and the hybrid cipher are 
stored in benchmark_results.csv. 

Run Benchmark: python -m baselines.benchmark 

 
Figure 13: Baseline benchmark execution 

7. Results 

Results are stored in SQLite database and CSV export enables analysis in external tools. 

 
Figure 14:  CSV results export demo 

8. Testing 

8.1 Unit Tests 

Unit tests are located in tests/test_cipher.py/, tests are conducted for encryption/decryption, 
correctness, streaming operations, metrics calculations and telemetry. 

Run tests: pytest -v 

8.2 Correctness Verification 

The system verifies correctness by encrypting data and decrypting ciphertext and comparing 
original and decrypted data (bit-exact match necessary) which will indicate success/failure of 
results in the experiment. 


