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                          Configuration Manual 
  

Joshua O’Neill  

Student ID: x23315369  
  

1. Environment and materials  

1.1 Hardware and operating system  

  

All experiments for this project were carried out on my own Windows 11 desktop with the 

following hardware and system environment.  

  

• CPU: Intel i5-4690K  

• RAM: 16 GB  

• GPU: NVIDIA GeForce GTX 970 (4 GB VRAM)  

• OS: Windows 11 (64-bit)  

• Python: 3.11    

  

  

A GPU is strongly recommended for training the transformer models, but everything also 

runs on CPU.  

  

  

Project root folder (after clone):  

 
  

1.2 GitHub repository setup Repository 

URL:  

https://github.com/Joshoneill6649/smishing-nlp-josh-oneill  

  

  

smishing - nlp - josh - oneill/   

  

https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill
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1.2.1 Clone the repository  

  

Open PowerShell or cmd and run:  

  

git clone https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git  

  

cd smishing-nlp-josh-oneill  

  

  
  

  

1.3 Python virtual environment  

  

I use a dedicated virtual environment, so this project does not interfere with global Python 

packages.  

  

  

Create and activate the virtual environment on Windows:  

  

From inside smishing-nlp-josh-oneill  

  

python -m venv smishing_msc_win  

  
  

  

https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
https://github.com/Joshoneill6649/smishing-nlp-josh-oneill.git
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Activate on cmd:  

  

smishing_msc_win\Scripts\activate.bat  

  

  
  

Install dependencies: 

pip install --upgrade pip  

pip install -r requirements.txt  

  

  

If PyTorch complains about Python version, install Python 3.11, recreate the virtual 

environment with 3.11, and rerun the commands above.  

  

  

Core libraries and versions used in my project include:  

• torch==2.2.2  

• transformers==4.57.0  

• datasets==2.20.0  

• accelerate==1.11.0  

• scikit-learn==1.5.2  

• pandas==2.2.2  

• pyarrow==16.1.0  

• numpy==1.26.4  

• matplotlib  

• joblib  

• langid  

• tqdm  

  

Terminal showing pip install -r requirements.txt finishing successfully  
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1.4 External models and datasets  

The project uses public SMS datasets and pre-trained language models. All the raw data files 

needed to reproduce my results are already included under data/raw/sources/ when you pull 

the GitHub repo. The external links below show their original sources.  

  

1.4.1 SMS datasets  

  

These files are already present in the repository:  

  

• data/raw/sources/sms_spam_collection.csv o Source: 

https://archive.ics.uci.edu/dataset/228/sms+spam+collection  

  

• data/raw/sources/smishtank.csv o Source: https://smishtank.com/dataset  

  

• data/raw/sources/spamdam.csv o Source:  

https://github.com/ChaseSecurity/SpamDam/tree/main/SpamDam_Dataset  

  

• data/raw/sources/NUS_SMS_Corpus.json o Source: 

https://www.kaggle.com/datasets/rtatman/the-national-university-ofsingapore-sms-

corpus  

   

File explorer showing data/raw/ with sms_spam_collection.csv, smishtank.csv, spamdam.csv, 

and NUS_SMS_Corpus.json  

 

1.4.2 Hugging Face models  

The first time you run the relevant scripts, Hugging Face models are downloaded 

automatically and cached.   

  

• Emotion model (GoEmotions student):  

o Model: joeddav/distilbert-base-uncased-go-emotions-student  

o Source: https://huggingface.co/joeddav/distilbert-base-uncased-go-

emotionsstudent  

  

• Base BERT models for smishing classification:  

  
  

  

https://archive.ics.uci.edu/dataset/228/sms+spam+collection
https://archive.ics.uci.edu/dataset/228/sms+spam+collection
https://smishtank.com/dataset
https://smishtank.com/dataset
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
https://www.kaggle.com/datasets/rtatman/the-national-university-of-singapore-sms-corpus
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o Model: bert-base-uncased  

o Source: https://huggingface.co/google-bert/bert-base-uncased  

  

• Base DistilBERT models for smishing classification:  

o Model: distilbert-base-uncased  

o Source: https://huggingface.co/distilbert/distilbert-base-uncased  

  

2. Repository structure  
Key folders in the repository:  

data/raw/sources/  

   Raw SMS datasets in CSV or JSON format.  

data/processed/  

   Canonical parquet files created by the preprocessing pipeline. All models read from here.  

models/  

   Saved checkpoints for:  

o TF-IDF baselines (Logistic Regression, Linear SVC, Multinomial NB).  

o Transformer models (BERT and DistilBERT variants).    o Fusion models 

(BERT fusion model and Linear SVC fusion model).  

reports/  

   JSON reports, prediction CSV files, and plots:    o reports/csv/ 

– logs and metrics tables.    o reports/figures/ – tables, matrices and 

ROC/PR curves.    o reports/overall_evaluation/ – final evaluation 

figures and leaderboards.  

scripts/  

All project scripts described in this manual: data processing, splitting, training, fusion, 

evaluation, and the interactive predict_message.py script.  

  

Showing the top-level folders in VS code: data, reports, scripts, and requirements.txt  
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3. Running the full system from scratch  

This is the order to run everything on a fresh machine:  

  

1. Clone repo and create virtual environment (section 1.2 and 1.3)  

2. Ensure raw datasets exist under data/raw/  

3. Run scripts/normalize_merge_english.py  

4. Run scripts/split.py  

5. Train classical baselines: scripts/run_baselines.py 6. Fine tune transformer models:  

o  scripts/run_bert.py o 

 scripts/run_distilbert.py o 

 scripts/run_bert_preproc256_v1.py o 

 scripts/run_distilbert_preproc256_v1.py  

7. Run model comparison: scripts/baseline_model_comparisons.py 8. 

Train fusion models:  

o  scripts/emotion_fusion_model_1.py o 

 scripts/train_emotion_tfidf_fusion_lsvc.py  

9. Generate final evaluation figures: scripts/overall_evaluation.py  

10. Use scripts/predict_message.py to run an interactive prediction with the fusion model 

and user profiles  

  

4. Data preparation  

  

4.1 scripts/normalize_merge_english.py  

  

Purpose   

• Loads raw SMS datasets from data/raw/sources.  

• Normalizes the text (lowercase, trims, masks URLs, emails, phone numbers).  

• Applies an English filter.  

• Uses a stricter English filter for NUS SMS Corpus ham messages.  

• Drops exact duplicate texts.  
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• Writes a single combined parquet file plus a summary JSON and a parquet of dropped 

rows.  

  

Inputs  

• data/raw/sources/sms_spam_collection.csv  

• data/raw/smishtank.csv  

• data/raw/spamdam.csv  

• data/raw/NUS_SMS_Corpus.json  

  

Outputs  

• data/processed/combined.parquet  

• data/processed/non_english_dropped.parquet   

• reports/normalize_merge_summary.json – counts per source and drop statistics  

  

Command  

python scripts/normalize_merge_english.py  

  

  

Terminal after running normalize_merge_english.py  

  
  

Showing the files got created in data/processed/  

  
  

4.2 scripts/split.py   

  

Purpose  

• Reads data/processed/combined.parquet.  

• Creates stratified train, validation, and test splits.  

• Creates a balanced training set by under sampling.  

• Creates deploy-style validation and test splits with a target smish ratio inside each 

split.  

  

Inputs  

• data/processed/combined.parquet (output of normalize_merge_english.py)  
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Outputs (all written to data/processed/)  

  

• train.parquet – 80% of data  

• val.parquet – 10% of data  

• test.parquet – 10% of data  

• train_balanced.parquet – 50/50 ham/smish by under sampling the majority class  

• val_deploy.parquet – deploy-style split with 15% smish and 85% ham  

• test_deploy.parquet – deploy-style test split with same ratio as val_deploy  

  

Command  

python scripts/split.py  

  

The script prints a summary for each split, including class counts and smish percentage  

  
  

  

Showing created Parquet files   

  
  

  

5. Classical baseline models  

  

5.1 scripts/run_baselines.py  

  

Purpose  

Train three classical baselines on a shared TF-IDF representation:  

  

• TF-IDF + LogisticRegression (tfidf_lr)  
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• TF-IDF + LinearSVC (tfidf_linearsvc)  

• TF-IDF + MultinomialNB (tfidf_mnb)  

  

All three:  

  

• Train on train_balanced.parquet.  

• Choose an F1-maximizing decision threshold on val_deploy.parquet.  

• Evaluate once on test.parquet and test_deploy.parquet with that fixed threshold.  

  

Inputs  

• data/processed/train_balanced.parquet  

• data/processed/val_deploy.parquet  

• data/processed/test.parquet  

• data/processed/test_deploy.parquet  

  

TF-IDF and model hyperparameters:  

SEED = 1337  

NGRAM_MAX = 2  

MIN_DF = 2  

MAX_DF = 0.95  

C = 1.0  

ALPHA = 1.0  

 

Outputs 

Models:  

• models/tfidf_lr.joblib  

• models/tfidf_linearsvc.joblib  

• models/tfidf_mnb.joblib  

  

Reports and logs:  

• reports/tfidf_lr_report.json  

• reports/tfidf_linearsvc_report.json  

• reports/tfidf_mnb_report.json  

• reports/predictions_<tag>_{val_deploy,test,test_deploy}_with_probs.csv  

• reports/csv/baseline_train_log.csv  

• reports/csv/baseline_metrics_log.csv  

  

Command  

python scripts/run_baselines.py  

  

Terminal output showing baselines trained and evaluated, with reports created 
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Showing created model files  

  
  

Showing created prediction files   

  
  

6. Transformer models  

All transformer models share the same fine tuning and evaluation setup:  

  

• Fine-tuned on train_balanced.parquet.  

• Pick a single threshold on val_deploy.parquet based on F1.  

• Evaluate once on test.parquet and test_deploy.parquet with that threshold.  

  

Shared transformer hyperparameters:  

MODEL_NAME = bert-base-uncased or distilbert-base-uncased  

SEED = 1337  

EPOCHS = 3  

BATCH_SIZE = 16  

LEARNING_RATE = 2e-5  

MAX_LENGTH = 160 or 256  
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WEIGHT_DECAY = 0.01  

WARMUP_RATIO = 0.10  

GRAD_CLIP_NORM = 1.0  

LOG_EVERY_STEPS = 50  

  

  

6.1 scripts/run_bert.py  

• Model: bert-base-uncased  

• Maximum sequence length: 160 tokens  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

  

Outputs  

• models/bert_base/ – fine-tuned BERT model and tokenizer  

• reports/bert_report.json  

• reports/predictions_bert_{val_deploy,test,test_deploy}_with_probs.csv  

• Rows appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv  

  

Command  

python scripts/run_bert.py  

  

Terminal showing fine tuning starting 

  
  

  

Terminal once fine tuning has finished   

  
Model files produced   

  
  

Prediction files produced   
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6.2 scripts/run_bert_preproc256_v1.py Same 

as above but with a longer context:  

• Model: bert-base-uncased  

• Maximum sequence length: 256 tokens  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

  

Outputs  

• models/bert_preproc256_v1/   

• reports/bert_preproc256_v1_report.json  

• reports/predictions_bert_preproc256_v1_{val_deploy,test,test_deploy}_with 

probs.csv  

• Rows appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv  

  

  

Command  

python scripts/run_bert_preproc256_v1.py  

  

Terminal showing fine tuning starting   

  
  

  

  

  

  

  

  

Terminal once fine tuning has finished   
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Prediction files produced   

  
  

Model files produced   

  
  

  

6.3 scripts/run_distilbert.py  

• Model: distilbert-base-uncased  

• Maximum sequence length: 160 tokens  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

  

  

Outputs  

• models/distilbert_base/   

• reports/distilbert_report.json  

• reports/predictions_distilbert_{val_deploy,test,test_deploy}_with_probs.csv  

• Rows appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv  

  

  

Command  

python scripts/run_distilbert.py  
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Terminal showing fine tuning starting   

  
  

Terminal once fine tuning has finished  

  
  

Model files produced   

  
  

Prediction files produced   

  
  

  

6.4 scripts/run_distilbert_preproc256_v1.py  

• Model: distilbert-base-uncased  

• Maximum sequence length: 256 tokens  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

  

Outputs  

• models/distilbert_preproc256_v1/  

• reports/distilbert_preproc256_v1_report.json  
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• reports/predictions_distilbert_preproc256_v1_{val_deploy,test,test_deploy}_with_pr 

obs.csv  

• Rows appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv 

Command  

python scripts/run_distilbert_preproc256_v1.py  

  

Terminal showing fine tuning starting   

  
  

Terminal once fine tuning has finished  

  
  

Model files produced   

  
  

Prediction files produced   

  
  

  

7. Emotion and fusion models  

The goal of the 2 fusion models is to combine an emotion view of each message with smish 

probabilities from both model families: the best F1 transformer model (BERT with a 256 

token length) and the best TF-IDF model (Linear SVC).  
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7.1 Emotion backbone  

Both fusion scripts use the same GoEmotions student model:  

  



  

•  
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Hugging Face ID: joeddav/distilbert-base-uncased-go-emotions-student  

• Loaded via AutoTokenizer.from_pretrained and  

AutoModelForSequenceClassification.from_pretrained  

  

7.2 scripts/emotion_fusion_model_1.py (emotion + BERT)  

  

Backbones  

• Emotion model: joeddav/distilbert-base-uncased-go-emotions-student  

• Text model: local BERT from models/bert_preproc256_v1/  

  

Protocol  

• For each split, compute:  

o A vector of emotion probabilities.  

o A BERT smish probability.  

• Concatenate these into one feature vector per message.  

• Train a class-weighted LogisticRegression meta model on train_balanced.  

• Pick a probability threshold on val_deploy that maximizes F1.  

• Evaluate on test and test_deploy.  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

• models/bert_preproc256_v1/  

  

Outputs  

• models/emotion_fusion_model_1.joblib  

• reports/emotion_fusion_model_1_report.json  

• reports/predictions_emotion_fusion_model_1_{val_deploy,test,test_deploy}_with_pr 

obs.csv  

• Logs appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv  

  

Command  

python scripts/emotion_fusion_model_1.py  

  

Terminal showing training starting   

  
  

Terminal once training has finished  
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Model files produced   

  
  

Prediction files produced   

  
  

  

7.3 scripts/train_emotion_tfidf_fusion_lsvc.py (emotion + TF-IDF Linear SVC)  

Backbones  

• Emotion model: joeddav/distilbert-base-uncased-go-emotions-student  

• Text model: TF IDF + Linear SVC using:  

     TfidfVectorizer(ngram_range = (1, 2), min_df = 2, max_df = 0.95)  

• Linear SVC wrapped in CalibratedClassifierCV(method = sigmoid) to produce 

probabilities  

  

Protocol  

1. Fit TF-IDF + LinearSVC + CalibratedClassifierCV on train_balanced.  

2. For each split, compute:  

o Emotion probability vector.  

o TF-IDF smish probability (calibrated).  

3. Concatenate into one feature vector per message.  



  

•  
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4. Train a class-weighted LogisticRegression meta model on train_balanced.  

5. Pick F1-max threshold on val_deploy.  

6. Evaluate on test and test_deploy.  

  

Inputs  

• Four parquet splits: train_balanced, val_deploy, test, test_deploy  

• models/tfidf_linearsvc/  

  

  

Outputs  

• models/emotion_fusion_tfidf_lsvc_1.joblib  

• reports/emotion_fusion_tfidf_lsvc_1_report.json  

• reports/predictions_emotion_fusion_tfidf_lsvc_1_{val_deploy, test,test_deploy} 

_with_probs.csv  

Rows appended to reports/csv/baseline_train_log.csv and baseline_metrics_log.csv  

  

  

Command  

python scripts/train_emotion_tfidf_fusion_lsvc.py  

  

  

Terminal showing training starting   

  
  

Terminal once training has finished  

  
  

Model files produced   

  
  

Prediction files produced 
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8. Model comparison and thesis evaluation figures  

  

8.1 scripts/baseline_model_comparisons.py  

  

Purpose  

• Scan all reports/*_report.json files.  

• Read reports/predictions.  

• Generate confusion matrices and ROC / PR curves for each model on test_deploy.  

• Build a leaderboard on test_deploy.  

 Inputs  

• reports/*_report.json  



  

•  
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reports/predictions_<tag>_{test,test_deploy}_with_probs.csv  

  

Outputs  

• reports/csv/model_leaderboard.csv  

• reports/csv/model_metrics_summary.csv  

• reports/figures/model_compare/cm, roc, pr, bars <tag>_test_deploy.png  

  

Command  

python scripts/baseline_model_comparisons.py  

  

Terminal showing file being ran   

  
  

Terminal showing file is finished running and where metrics get saved   

  
  

Reports folder showing the various graph and metric files generated   

  
  

  

8.2 scripts/overall_evaluation.py  

Purpose  

  

Create final comparison tables and figures for all models:  

  

• tfidf_lr, tfidf_linearsvc, tfidf_mnb  

• bert_base, distilbert_base  

• bert_preproc256_v1, distilbert_preproc256_v1  
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• emotion_fusion_model_1, emotion_fusion_tfidf_lsvc_1  

  

Inputs  

• reports/csv/baseline_metrics_log.csv  

  

Outputs (in reports/overall_evaluation/)  

  

model_leaderboard.csv  

• model_leaderboard_table.png – nice table image  

• f1_test_deploy_zoomed.png – zoomed F1 bar chart for deployment split (chart below)  

• gap_to_best_f1_test_deploy.png – F1(best) minus F1(model) plot  

  

 
  

Command  

python scripts/overall_evaluation.py  

  

  

Terminal showing file being ran   

  
  

Terminal showing file is finished running and where metrics get saved   

  
  

  

Reports folder showing the various graph and metric files generated   

  

Zoomed F1 bar chart test_deploy   

  



  

•  
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9. User profile layer  

9.1 scripts/user_profiles.py  

  

Purpose  

Provide an interpretable, rule-based user-profile risk overlay on top of the smishing 

probability and emotion outputs. It does not affect the classifier, but it adds a human-readable 

view. This script is used by predict_message.py   

  

Profiles  

• Busy Professional  

• Reward-Seeking User  

• Cautious User  

  

For each profile it stores:  

  

• An ID and name.  

• A description.  

• A list of “sensitive” emotions (increases risk).  

• A list of “protective” emotions (reduces risk).  

• A baseline click-risk score.  

  

The main public function:  

• assess_all_profiles(smish_prob, emo_probs) o  smish_prob: float between 0 and 

1 from the fusion model. o  emo_probs: maps emotion labels to probabilities. o 

 Returns a sorted list of profiles with a risk score, label (LOW/MEDIUM/HIGH), and 

explanation.  

  

User_profiles.py open in VS Code showing the three user profiles  
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10. Interactive prediction script  
10.1 scripts/predict_message.py  

  

Purpose  

Command-line tool to run the full fusion pipeline for a single SMS and print a detailed 

smishing assessment and profile-based risk interpretation.  

  

Requirements before running  

• models/emotion_fusion_model_1.joblib  

• reports/emotion_fusion_model_1_report.json  

• models/bert_preproc256_v1/  

• Hugging Face emotion model   

  

Purpose  

  

1. Loads the trained fusion model emotion_fusion_model_1.joblib. 

2. Loads the GoEmotions model and BERT model 3. Asks the user 

for a message via terminal input.  

4. Normalizes the text using scripts/text_preprocess.py.  

5. Computes:  

o GoEmotions probability vector.  

o BERT smish probability.  

6. Feeds both into the fusion classifier to get ham vs smish probabilities.  

7. Applies the saved threshold from emotion_fusion_model_1_report.json.  

8. Prints:  

o Smish vs ham probabilities. o  Final prediction (HAM or SMISH). o 

 Top three emotions plus an “other” remainder.  

o User profile risk scores for the three predefined profiles.  

  

Command  

python scripts/predict_message.py  

  

You will be prompted to enter a message, type or paste in your message and then hit enter.  

  

Example messages   

  

HAM: Hiya, just checking in. I will be in town around half six if you want to grab a coffee 

before I head home. Let me know what suits.  

  

SMISH: Your An Post delivery is waiting. A small customs fee is due before it can be 

released. Pay now at https://anpost-delivery-fee.com/IE293847  

  

  

  

  

  

https://anpost-delivery-fee.com/IE293847
https://anpost-delivery-fee.com/IE293847
https://anpost-delivery-fee.com/IE293847
https://anpost-delivery-fee.com/IE293847
https://anpost-delivery-fee.com/IE293847
https://anpost-delivery-fee.com/IE293847
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predict_message.py SMISH example output  

  
  

predict_message.py HAM example output  

  
  

11. Text normalization helper  

11.1 scripts/text_preprocess.py  

  

Purpose  

Provide a shared normalization function that cleans SMS text.  

• Unicode normalization with NFKC (fix look-alike characters).  

• Remove zero-width characters.  

• Convert to lowercase and trim.  

• Replace URLs with [URL].  

• Collapse multiple spaces into a single space.  

  

text_preprocess.py open in VS Code  



 

27  

  

  

  
  

My ICT solution artefact file submission went over 500 MB Moodle limit, so I had to take 

out the generated model and virtual environment files. The full project files ran end to 

end are available at this location: ICT Solution Artefact - Joshua O'Neill - x23315369 (2).   
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Appendix   

  

(Unused figures from thesis document)  

 
  

F1 gap between all models on test_deploy  

  

  

Overall Project Implementation architecture    
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Baseline model comparison bar chart   

 

High level project folder structure   

  

  

Project folder diagram   

  
  

Predict message file logic    
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