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1 System Overview

This configuration guide contains detailed instructions on deploying a machine learning-
oriented insider threat detection system that is intended to work with a hybrid workplace. The
system integrates behavioural analytics with multifaceted ML-based models, such as Random
Forest, Stacking Classifier, and XGBoost with SHAP, to respond and combat insider threats
based on the network flow analysis and user behaviour profiling. SHAP is important for
interpreting ML models, providing local as well as global, theoretically aligned insights into
feature importance (Bobadilla et al., 2024). This remedy solves fundamental security threats
of a distributed workforce that works outside the office.

2 Technical Requirements

2.1 Software Dependencies

e Python version 3.8 or more with scientific code libraries such as NumPy, Pandas and
Scikit-learn.

e Machine learning: XGBoost, Imbalanced-learn to use SMOTE, and SHAP.

e Analytics dashboard Data visualisers: Matplotlib and Seaborn.

e Monitoring Network: Network vistas sensitive to the flow of data.

3 Data Collection Configuration

Turn on the network flow logs to record user transactions between hybrid working
environments. Data attributes that are essential are packet-level measurements, type of
protocol, duration of flow, bytes transferred in forward and back directions, number of
packets, and inter-arrival time. The system will need 86 different attributes, one of them
being flow identifiers, source/destination, and timestamp data, as well as derived behavioural
metrics that the system uses to effectively detect (Kaggle, 2023). To improve this, install a
continuous monitoring system where the data is pre-processed with automated data pre-
process routines to accept the null values, remove duplicates and flag statistical outliers by a
detected threshold in order to maintain integrity and quality of the data.

4 Model Configuration

Implement three complementary machine learning systems in parallel mode that is used to
detect the threats. Train a Random Forest classifier that has ensemble decision trees that are
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optimised to find behavioural patterns (Barrenada et al., 2024). Use the Stacking Classifier
architecture that involves the use of Logistic Regression, Support Vector Classifier and
Decision Tree (Xuan et al., 2025). The baseline category is XGBoost, which involves the use
of gradient boosting and regularisation parameters (Khan, Chaudhari and Chandra, 2023). In
the case of categorical features (such as Flow ID, Source IP, and Timestamp variables),
consider label encoding. Filter using correlation to eliminate highly correlated features that
are stronger than 0.95. Do stratified data splitting and have an 80-20 split of train-test. Use
the SMOTE synthetic oversampling method to balance the classes of the benign and
malicious activities, obtain an equal sample in the training datasets, and overcome the
problem of class imbalance. SHAP (SHapley Additive exPlanations) interpreter of XGBoost
helps to create summary plots where features contribute towards their values, which seem to
be Flow Bytes/s (mean SHAP 4.0), Fwd IAT Total (mean SHAP 2.6). Assess the use of
waterfall plots to explicitly predict the threats to be used in operational decision-making.

5 Operational Guidelines

Implement ongoing monitoring systems in a hybrid work setup through automated anomaly
detection systems. XGBoost is more operational with 99.20% classification accuracy and
100% recall rates, which cannot miss a single instance of malicious activity. Have a regular
model retraining, using new behavioural trends. Install multi-level escalation procedures of
identified threats that come with automated reporting to the security operational teams. If
false positive rates are observed, continuously monitor them, and dynamically vary
classification thresholds to trade-offs between detection sensitivity to suit overall system
performance to organisational security needs.
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