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in hybrid working environments through 
behavioural analytics 

Student Name: Sravan Kumar Murimuri 
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Abstract 

Hybrid working arrangements would pose a major challenge to the insider threat detection tools 
since the traditional monitoring tools are not very effective in detecting malicious activities in 
work environments that are dispersed. In 2023, organisations have suffered severe 
consequences due to insider threats, 45% led to data loss and 43% to brand damage, but less 
than one third of the organisations perceived that they were well prepared to counter threats. 
The study aimed to assess the efficiency of machine learning models (Random Forest, Stacking 
Classifier, and XGBoost) enhanced by behavioural analytics to detect insider threats and 
compare their results in relation to improving the model of child enhancement accuracy and 
reducing false positives in the hybrid workplaces. The research employed a positivist 
philosophy and the deductive approach based on the Kaggle Insider Threat dataset. Pre-
processing of data involved the management of missing data, outliers, class balancing using 
SMOTE, and multicollinearity filtering. The accuracy, precision, recall, F1-score, and AUC 
were used to measure, train, and evaluate three ensemble models. XGBoost was the most 
suitable model, with 99.20% accuracy, 100% recall, and 98.57% F1-score, followed by 
Random Forest (99.07% accuracy, 97.58% F1-score) and Stacking Classifier (98.67% 
accuracy, 97.58% F1-score). The results show that the use of ML to enhance behavioural 
monitoring performs well in detecting insider threats in the hybrid environment, as it is more 
effective than the available methods reported in the literature, and provides support to the use 
of ensemble methodologies in organisational cybersecurity resilience. 
1 Introduction 
1.1 Background 
In hybrid working arrangements, remote and office locations create challenges when it comes 
to the issue of insider threats, as it is difficult to monitor. In 2023, insider threats result in 
serious organisational consequences as 45% of these threats lead to loss of vital data, 43% to 
brand damage, and 41% to interference with working processes, which explains the necessity 
to improve portfolio monitoring in hybrid workplaces (Smith, 2024). Although this growth was 
experienced, less than 30% of companies feel adequate to counter these risks (Istari, 2023). 
Not only do insider incidents lead to breaches, but also operations (41%) and brand reputation 
(43%), which means that a complex behaviour monitoring system is required to address 
machine learning (Enterprise IT World, 2024). Thus, behaviour monitoring tools can also be 
used together with ML as an essential route to effective insider threat detection and protecting 
the integrity of organisations in the context of hybrid working. 
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Figure 1: Impacts of Insider Threat Incidents 

(Source: Smith, 2024) 
1.2 Problem Statement 
The insider threats present in hybrid workplaces are convenient and hard to identify because 
the existing monitoring tools are not as effective as they need to be. This causes data breaches, 
disruption of operations, and reputational damage (Inayat et al., 2024). Thus, this analytical 
study becomes a pressing requirement to develop behavioural analytics powered by ML to 
improve detection and mitigation.  
1.3 Research Aim, Objective, and Question 
1.3.1 Research Aim 

● This study aims to investigate the impact of behaviour surveillance tools, supplemented 
with machine learning (ML) and behavioural analytics, on insider threat detection and 
reduction in a hybrid workplace.  

1.3.2 Research Objective(s) 
● To evaluate the effectiveness of ML models (Random Forest, Stacking Classifier, and 

XGBoost) that are supplemented by behavioural surveillance technologies in the 
detection and prevention of insider threats in hybrid workplaces. 

● To compare the effectiveness of the integration of behaviour profiling and technical 
classification models in enhancing accuracy, minimising false positives, and building 
organisational resilience against insider risks. 

1.3.3 Research Question 
● What impact do behaviour monitoring tools like machine learning enhanced with 

behavioural analytics have on the effectiveness of insider threat detection and 
mitigation in hybrid working environments? 

1.4  Research Contribution 
This study is valuable as it implements and tests a machine learning-based enhanced 
behavioural monitoring model. This model enhances the use of insider threats by increasing 
detection sensitivity, minimising errors, and delivering adaptive and practical insights. 
Additionally, this study also contributes to the development of data and operational security in 
the conditions of a dynamic hybrid working environment. 
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1.5 Research Assumptions 
The study makes the following assumptions such that Kaggle Insider Threat data corresponds 
to the real situation, hybrid working conditions, ML models identify the behavioural anomalies 
effectively, and, after implementation of the behavioural analytics, the detection performance 
is going to be higher, and false positives in this case are reduced. 
1.6 Research Limitation 
The study has drawbacks in the form of Kaggle secondary data, based on which it may not 
entirely represent real-world dynamic hybrid environments. Performance in models can be 
different in organisations, and it can be a barrier to an effective behavioural analytics solution 
due to the complexity of computation or a lack of interpretation of the performance of the 
model. 
1.7 Structure of the Study 
The structure of the dissertation, with a detailed overview, is stated in Figure 2. 

 
Figure 2: Structure of the Dissertation 

2. Related Work 
2.1 Introduction 
The chapter is a review of the literature regarding insider threats in digital and hybrid 
workplaces, covering the development of threats, the application of behaviour checking and 
behavioural analytics, and machine learning models. This chapter contains a critical assessment 
of previous literature related to this research area for a detailed overview of past research 
studies. It also determines theory foundations, literature gaps, and a conceptualisation of this 
research.  
2.2 Evolution of Insider Threats in Digital and Hybrid Workplaces 
Insider threats have evolved in a variety of perspectives that relate to the compounding of the 
special threats by the digital and hybrid environments. Chawande (2024) sought to investigate 
insider risks within highly automated AI systems in a study that utilised case studies, 
cyberattack analysis, and the advice of consultants. The results of that study shed light on the 
fact that automation loopholes were used by actual users, and thus, the AI-powered defences 
are less effective and need further reinforcement with better behaviour-focused execution 
monitoring.  
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Conversely, Yi and Tian (2024) explored the hybrid algorithm approach to insider threats using 
the supervised and unsupervised approaches to learning. The approach achieved the highest 
predictive accuracy through outlier scoring models like KNN, LOF, and Isolation Forest, and 
86.12% is the best performance at lower computational costs. Although Chawande (2024) 
concentrated on socio-technical vulnerability that was developed due to automation, whereas 
Yi and Tian (2024) offered algorithmic refinement as an anomaly detection goal. In both 
research findings, it has become clear that insider threats are now more advanced, and efficient 
mitigation of the threats has necessitated dynamically flexible approaches to data. Thus, for 
that reason, this study has been an ongoing development in insider threats in terms of subtlety. 
2.3 Behaviour Monitoring and Behavioural Analytics of Insider Threats in 

Cybersecurity 
Fusion of behavioural analytics and old-fashioned security monitoring is a paradigm shift in 
the insider threat or insider detection approaches. It has examined behaviour monitoring and 
behavioural analytics as critical processes for enhancing cybersecurity against insider threats. 
Ogunbodede et al. (2024) sought to determine the potential operationalisation of user behaviour 
profiling based on real-time log observations and feature anomaly detection. The approach was 
based on empirical simulation and patterns of log systems and communication metadata to 
detect deviations, and based on their results, found a better detection accuracy, but expressed 
resource issues in terms of scalability and widespread ethical observation. Modern strategies 
use the user and entity behaviour analytics solutions that develop a profile baseline behavioural 
pattern of each employee and continuously scan the account to identify irregularities that can 
suggest malicious motives or hacked credentials. Nevertheless, Richard et al. (2025) aimed to 
form a multi-dimensional system merging the technical ones, including access logs and 
endpoint monitoring, and human-related data, i.e., psychological profiling and workplace 
trends. These systems process a wide range of data streams such as overall authentication 
patterns, file access patterns, email patterns and network traffic in order to make detailed 
behavioural patterns. Based on this study, the combination of machine learning and technical 
and human signals also led to lower false positives at 40%, providing more preemptive risk 
mitigation. Conversely, Ogunbodede et al. (2024) focused on technical information, whereas, 
on the other hand, Richard et al. (2025) continued holistic fusion. From this perspective, 
behavioural analytics has become a more adaptive and full-fledged force of cybersecurity. The 
quality of such systems depends upon the critical issue of the quality of the establishment of 
the base and sensitivity of the anomaly detection limits, which needs to be balanced between 
the needs of security and the needs of the operations efficiency and users' experience. 
2.4 Machine Learning Models for Insider Threat Detection 
Insider threat detection has had a large-scale application of machine learning models that offer 
varying methodological approaches. The purpose of this study by Sarhan and Altwaijry (2022) 
was to detect the improvement with deep feature synthesis and classification and anomaly 
detection models on the CERT data. They used this method to extract features (69,738), which 
resulted in an accuracy of 91% in being able to classify an SVM, though under-balancing 
techniques affected this accuracy. Conversely, Janjua et al. (2020) investigated ensemble 
learning, a particular kind of learning where supervised classifiers are used to identify 
anomalies in log data, which found better generalisation and difficulty in managing 
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computational cost. Comparatively, Naicker and Niekerk (2021) also proposed a third option, 
which incorporates psychometric profiling into the Random Forest, KNN, and MLP models 
running on the CERT data. Their findings revealed that psychometric filtering minimised errors 
of classification and provided for behavioural context, thus giving superior forecasts of 
behaviour. In a relative sense, Sarhan and Altwaijry (2022) developed a technical feature, 
Janjua et al. (2020) tuned an ensemble, and Naicker and Niekerk (2021) interpolated 
behavioural information with ML. In this respect, machine learning has been made more 
significant to achieve such a balance between technical accuracy and context concern. 
The current developments based on these background works have provided ground-breaking 
proofs that feature engineering and model interpretability are important aspects in insider threat 
detection systems. Khan, Chaudhari and Chandra (2023) thoroughly reviewed the extent of 
both class-imbalanced cybersecurity example ensemble learning models and data augmentation 
models. They found that the combination of oversampling methods like SMOTE and ensemble 
classifiers greatly enhanced the threat detection rate of the minority groups in class, with a 
maximum improvement of 15% of the recall. The observation is especially applicable to the 
case of insider threat, where malicious behaviour constitutes a relatively minor proportion of 
the user behaviour profile. 
The development of gradient boosting algorithms has turned the insider threat detection world 
upside down. XGBoost has become a highly useful classifier because it has the properties of 
regularising its outputs to ensure it is not overfit on sparse behavioural data. Zhu et al. (2022) 
explored the issue of overfitting in a Random Forest model as a probability estimator, which is 
critical evidence essential to the definition of optimal hyperparameters when applying it to 
cybersecurity issues. Their visualisation and simulation study showed that the appropriate 
calibration of the depth of trees and estimator quantity has very direct effects on the capacity 
of the models to generalise with regard to varying organisational backgrounds and threat 
situations. 
2.5 Theoretical Underpinning 
An appropriate theoretical basis for this research is the Deterrence Theory. This theory 
stipulates the decrease in probable harmful behaviour due to the perception of surveillance as 
well as the possible punishment (Jervis, 1979). The theory would fit well in the context of 
insider actors, which is machine learning-enhanced behaviour monitoring, because the 
employees who understand they are being watched would be less willing to participate in illegal 
activities. Through the combination of behavioural analytics, organisations become more 
efficient in identifying and preventing, which can decrease insider threats in the hybrid 
workplaces [Figure 3]. This theory has therefore given a behavioural explanation for the 
effectiveness of monitoring technologies. 
Not only are observational measures applied to insider threats are applicable to deterrence 
theory to detect them, but it is also possible to apply the theory to the whole organisational 
culture of security. In the case when the staff feel that the system of behavioural monitoring 
can identify the malicious deeds with a high degree of accuracy, the anticipated costs of 
committing insider threats tend to rise dramatically. Such an impression forms a preventive 
effect that supplements machine learning systems in the detection. The deterrent effect is 
strengthened because of the transparency of monitoring practices, which, when conveyed in a 
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proper manner, does not make the employees suspicious but rather bolsters their trust and 
morale towards the organisation. A combination of deterrence principles and advanced 
analytics, therefore, offers the reactive capabilities of detection and the proactive capabilities 
of prevention that, in combination, enhance organisational resilience to insider threats. 

 
Figure 3: Framework of Deterrence Theory 

(Source: Hirtenlehner and Leitgöb, 2024) 
2.6 Literature Gaps 
Although there has been an advancement in the studies of insider threats, various loopholes can 
be identified. To start with, research like that by Chawande (2024) and Yi and Tian (2024) 
addressed only one side of socio-technical vulnerabilities and the algorithmic refinements made 
without uniting those two aspects. Moreover, although Ogunbodede et al. (2024) and Richard 
et al. (2025) have furthered the development of behavioural monitoring, the scalability, ethical 
issues, and applicability of the results across different contexts are still uncertain. Furthermore, 
more intensive machine learning methods were used in studies by Sarhan and Altwaijry (2022), 
Janjua et al. (2020), and Naicker and Niekerk (2021) have made breakthroughs in the detection, 
but still have not undertaken validation within the dynamic hybrid environment, which is 
limiting viable organisational resilience. 
2.7 Conceptual Framework 

 
Figure 4: Conceptual Framework 

Figure 4 involves different independent, dependent, and control variables. The research 
contains the target variable, insider threat detection outcome, with the control variables like 
User role, job level, baseline activity volume, and temporal Factors.  
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2.8 Chapter Summary 
The chapter has covered the development of insider threats, monitoring of their behaviour, and 
machine learning models, basing its discussion on deterrence theory. It has revealed literature 
gaps that exist, and a conceptual model has also been demonstrated. In this perspective, insider 
threat studies have necessitated the need for integrated contextual solutions. 
3. Methodology 
3.1 Introduction 
The chapter has discussed the way this study has been designed, the philosophy adopted, the 
approach adopted, data collection methods, and the use of machine learning models. It forms 
the basis of the assessment of the behavioural monitoring techniques in countering insider 
threats at hybrid workplaces. 
3.2 Research Philosophy 
In this study, positivism philosophy has been taken, because the study demonstrated observable 
and measurable data to examine the issue of insider threats in hybrid workplaces. Positivism 
favours machine learning models and behavioural analytics by subjecting tests to ideas that are 
objective, quantifiable, and repeatable (Ali, 2024). The utilisation of this philosophy in this 
study, through statistical analysis of the Results of the Kaggle Insider Threat dataset, allows 
for the rigorous analysis of detection accuracy and false positive rate reduction [Figure 5]. In 
this way, it corresponds to the purpose of the study, which allowed generating evidence-based, 
generalizable information on the issue of insider threat reduction. 

 
Figure 5: Positivism Research Philosophy 

3.3 Research Approach 
The study has aligned with the Deductive Research Approach, which tries to start with the 
known theories of insider threat detection and behavioural monitoring. It is shown that such a 
test can be performed using other models of machine learning on the empirical data. The 
deductive approach allows formulating hypothesis-based assessment, according to which 
known or possible facts (Fife and Gossner, 2024). The research uses ML models to find out 
whether the incorporation of behavioural analytics enhances performance in detecting 
consumption and reducing false positives [Figure 6]. Through this practice, there is order in 
reasoning by ensuring the consistency of theoretical underpinning and economic evidence in 
the hybrid workplaces. 
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Figure 6: Deductive Research Approach 

3.4 Data Collection 
The data source for this entire research study is Kaggle Insider Threat. It has an elaborate 
behaviour record and system activity provisions pertinent to insider threat prevention (Kaggle, 
2023). To conduct this study, I came up with a binary target variable (Derived Label) to prepare 
records as being benign or malicious, such that supervised learning clearly distinguishes them. 
Network flows, patterns of access, duration of sessions, and file operations can be tested using 
the machine learning models, which increases the detection rates and minimises the cases of 
false positives or negatives in the hybrid workplace.  
The data contains extensive network flow logs, which capture the key nature of the interaction 
of the user with the organisational systems. Attributes on a per-record basis, which delineate 
packet-level data, session-duration measures and bidirectional traffic data, characterise the user 
behavioural patterns. Clustering analysis, allowing the formation of a derived binary label, 
facilitated the easy definition of normal and possibly malicious activity, which is frequently a 
rather serious constraint in insider threat research when ground truth labels are not consistently 
available or as reliable. This strategy makes sure that the monitored learning patterns are 
instructed on affairs of merit behavioural diversities as opposed to arbitrary categories, thus 
increasing the relevance of the detection framework to natural work hybrid set-ups. 
3.5 Machine Learning models 
Random Forest, Stacking Classifier (Logistic Regression, SVC, Decision Tree), and XGBoost 
with SHAP have been used in this study because they are the most efficient techniques in 
classification.  

Classification Models Justifications for Selection 

Random Forest Classifier  It is selected due to its strength with respect to its ability to deal 
with over-dimensional behavioural features and decrease 
overfitting (Barreñada et al., 2024).  

Stacking Classifier  Stacking Classifier integrates various learners to increase the 
accuracy of prediction by each one using complementary 
advantages (Xuan et al., 2025).  

XGBoost Classifier  It has been chosen due to its scalability and efficiency, as well as 
its high anomaly detection (Khan, Chaudhari and Chandra, 
2023). 
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SHAP It is important for interpreting ML models, providing local as 
well as global, theoretically aligned insights into feature 
importance (Bobadilla et al., 2024). 

Table 1: Selection of ML models 
3.6 Chapter Summary 
The chapter has described the philosophy of research, the deductive approach, dataset selection, 
and the ML models selected. It has laid the methodological groundwork for the assessment of 
tools used in behaviour monitoring in identifying insider threats in online workplaces. 
All methodological decisions of this study are originally aimed at solving the individual 
problem of identifying insider threats in a hybrid workplace setting. The fusion of positivism 
philosophy and deductive reasoning helps to make the findings based on empirical evidence 
and also theoretically consistent with existing frameworks of security. The choice of ensemble-
based machine learning models can be seen as a reflection of modern achievements of 
addressing imbalanced classification issues, which exist in cybersecurity applications in 
general, as a few malicious behaviour types form the minority of overall user behaviours. The 
ethical process instituted to develop this study can guarantee that the results are used ethically 
in organisational practice that strikes a balance between security and care needs of the 
organisation and the privacy of the employees who are finding relevance in the current hybrid 
workplace structures. 
4 Design Specification 

 
Figure 7: Methodological Architecture 

The design implementation in Figure 7 operationalises the behaviour surveillance and uses it 
as an insider threat detection methodology in hybrid workplaces. Firstly, libraries are imported 
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to guarantee similar pipelines of data loading, handling, and model evaluation. The Insider 
Threat data is later loaded, and the fundamental structure is verified simply by validating the 
head and tail rows, shape, and type of the datasets to verify that it is suitable to be taught 
through supervised learning. Data exploration is one of the most important steps in which one 
can easily understand the data with its variables and types of those variables (Prabhashankar, 
2020). Data cleaning and preparation steps are obtained by profiling missingness and 
repetition, scanning the outliers, and a binary target variable, benign and malicious, is obtained 
to fit the aim of this study. Checking and handling missing and duplicate values confirms that 
the data is complete and reliable for the analysis (Pham, Pandis and White, 2024). Exploratory 
analysis measures patterns of behaviour over cross-flow, session curves, and time windows, 
and visualisations identify associations that are used in feature engineering and predict class 
imbalance.  
Preprocessing is used to encode the categorical variables, normalise the continuous variables 
where appropriate, and eliminate the highly correlated features to reduce multicollinearity and 
overfitting. To select the best feature set, feature selection checks features and keeps the most 
informative behavioural features to get the utmost accuracy from the evaluated ML models. 
The data is then divided into training and testing (80% and 20%), and SMOTE is used on the 
training, but does not reveal the information since the minority malicious cases are countered 
therein. SMOTE (Synthetic Minority Over-sampling Technique) makes synthetic data points 
for the minority class in an imbalanced dataset to balance the class distribution (Kummer et al., 
2022). They train three models, such as Random Forest, which can handle strong nonlinearity 
and feature weighting. The Stacking, which combines learners based on Logistic Regression, 
the Support Vector Classifier, and the Decision Tree. Lastly, the XGBoost, which can combine 
strong, gradual boosted applications, aiming to detect fine-grained. Lastly, model evaluations 
attempt to compare accuracy, precision, recall, and F1 scores to rank highly with controlled 
false positives, which is a direct attempt to support the research objective for enhancing the 
effectiveness of insider threat detection in hybrid environments. 
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5. Implementation 
5.1 Data and library import 

 

 

  

Figure 8: Data and Libraries loading 
The libraries and the importing of data sets assist in the creation of the foundation on the aspect 
of insider threat detection [Figure 8]. Displaying the first and last few rows helps to understand 
the data with its shape and columns. This step also aligns with model training and assessment, 
accurate detection that is congruent with threat analysis, and analysis of a hybrid workplace. 



 
 

 

 
15 

 
 

5.2 Data Cleaning and Preparation 

 

 

 
Figure 9: Data Cleaning 

Figure 9 helps to improve model performance, minimise bias, and improve the reliability of 
behavioural analytics. Checking and handling of nulls, duplicates, and outliers ensures the 
integrity of the data by eliminating the consequences of inconsistency and extreme values 
(Mohammed et al., 2025). Thus, ensuring that insider threat detection can be more appropriate, 
consistent, and representative of the actual workplace in hybrid environments. 
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Figure 10: Deriving Label Column 

Figure 10 uses K-Means clustering on numbered features scaled to obtain a new binary label 
of benign and malicious activities. It substitutes the original label that may be biased in terms 
of class distribution. This is used to enhance supervised learning through the provision of a 
more significant target variable in accordance with the insider threat detectors. 
5.3 Exploratory Data Analysis 
5.3.1 Statistical Analysis 

 



 
 

 

 
17 

 
 

 
Figure 11: Statistical Analysis 

Figure 11 represents the data types of each feature present in the data along with the descriptive 
statistics. By analysing the type of feature data and statistics, there are 86 columns containing 
3,758 records. As an example, the Flow Duration was 2,000 to 30,186,000, and the mean 
number was 8,407,577; there is a broader behavioural variation. Total fwd packets Wk average 
3.15, with initial highs of 48 500,000,000, which are very unusual. It is through such values 
that the anomalies that are fundamental in detecting insider threats are highlighted. 
5.3.2 Visualisations 
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Figure 12: Data Visualisations 

The visualisations in Figure 12 indicate differences in behaviour that are essential in detecting 
insider threats. Flow time indicates benign sessions around zero, and malicious around the 
value of 1.5e7, indicating that illegal operations can be maintained by occupying abnormally 
high periods of time than the normal user mode. The acquisition of pairwise plots discloses the 
irregularity in the number of bytes and malicious traffic that is sprinkled. IP 10.42.0.211 is the 
most dominant with 1,207,100 bytes, which shows that the traffic has a suspiciously high 
volume and needs to be monitored carefully. 
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5.4 Data Pre-processing 

 
Figure 13: Data Pre-processing 

Flow ID, Source IP, Timestamp, and Derived Label are label-encoded as categorical columns, 
as shown in Figure 13. Correlation filtering is used to remove highly collinear features with a 
correlation score of above 0.8, like Total Length of Fwd Packets and Flow IAT Max. 
Multicollinearity filtering is used to remove redundant features (correlation of), which resulted 
in the retention of just independent and non-redundant features strongly associated with the 
target variable (Lukman et al., 2024). The step can be used to promote redundancy reduction, 
higher model performance, and behavioural features, adding value to accuracy in detecting 
insider threats. 
5.5 Data Splitting 
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Figure 14: Data Splitting and Class Balancing 

The data are stratified into training (80%) and test (20%), with both classes (2,179 benign and 
827 malicious) in the training set. Additionally, SMOTE overrepresented the minority and 
brought the classes into equal proportion at 2,179. SMOTE balances the classification by 
oversampling minority malicious cases, preventing models from biasing their results 
(Matharaarachchi, Domaratzki, and Muthukumarana, 2024). This guaranteed equal learning, 
enhanced recall, and minimised bias in insider threat sensory designs. 
6. Evaluation 
The existing analysis applies batch processing to just Kaggle data, restricting the real-time 
insider threat establishment applicability. Although XGBoost took 1.8 seconds to train and 0.12 
seconds to infer on 752 samples of test data, real-world hybrid environments produce 
continuous data stream measures, which need sub-millisecond responses. The models have 
been tested on the historic behavioural patterns and not on the latency evaluation under live 
network traffic conditions.  
6.1 Evaluation of Random Forest Classifier 
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Figure 15: Evaluation of RF Classifier 
The Random Forest Classifier showed particularly high results in revealing insider threats in 
the dataset of the hybrid workplace. As shown in Figure 15, the model demonstrated an 
accuracy of 99.07%, a precision of 97.62%, a recall of 99.03%, and an F1-score of 98.32%. 
The confusion matrix shows that the model made the right decisions 540 times on benign cases 
and 205 times on malicious cases, and also made false positives, false negatives 5 and 2 times, 
respectively. The ROC curve has almost perfect discrimination ability with an AUC of 0.9985 
and shows that the model is a sound system in differentiating between benign and malicious 
behavioural patterns. The ensemble method of random forest that summarises a series of 
decision trees is useful in identifying complex behavioural anomalies like abnormal flow times 
and abnormal transfers of bytes detected in exploratory data analysis.  
6.2 Evaluation of Stacking Classifier 

  

 
 

Figure 16: Evaluation of Stacking Classifier 
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Stacking Classifier, which involves the use of Logistic Regression, Support Vector Classifier 
(SVC), and Decision Tree as the base learners with Logistic Regression as the meta-learner, 
was found to be among the best in the insider threat detector. Figure 16 revealed that the model 
had done an analysis with an accuracy of 98.67%, precision of 97.58%, recall of 97.58%, and 
F1-score of 97.58%. The confusion table shows that there are 540 true positives in the case of 
benign cases and 202 true positives in the case of malicious cases, 5 false positives, and 5 false 
negatives. ROC curve is a highly discriminatory curve with an AUC of 0.9908, which proves 
the reliability of the model in terms of identifying behavioural abnormalities. Though not as 
effective as the performance of the Random Forest, the Stacking Classifier proves the 
usefulness of the ensemble-based methodology in behavioural analytics usage, ensuring 
workplace security in the context of a hybrid workplace. 
6.3 Evaluation of XGBoost Classifier  

  
 

  

Figure 17: Evaluation of XGBoost Classifier 
XGBoost Classifier was the best despite all the other tested models in the detection of insider 
threats in hybrid working environments. According to Figure 17, the model attained the 
99.20% accuracy, 97.18% precision, 100.00% recall, as well as 98.57% F1-score. The 
confusion table shows outstanding identification of threats; the number of benign cases has 
been appropriately identified, and all malicious cases have been identified. There were 6 false 
positives and no false negatives. High discriminatory ability has been verified by the ROC 
curve, which has an AUC of 0.9982. The fact that the model has high perfection, and it does 
not reproduce false negatives, indicates its feasibility in real-life usage, where a loss of a threat 
can leads to loss of data, interruptions, and negative publicity. XGBoost can therefore be 
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successfully adopted as the best tool for improving organisational resistance to insider risks in 
changing hybrid environments. 
6.4 Model Comparison 

 
Figure 18: Model Comparison 

A comparative analysis of the three machine learning models analysed in hybrid working 
environments in terms of detecting insider threats is provided in Figure 18. XGBoost was the 
most appropriate model with the highest F1-score of 98.57%, with a close second of 98.32% 
with Random Forest and Stacking Classifier. It is interesting to note that XGBoost achieved 
perfect recall with 100%, which means that all the malicious insider activity is detected, and 
no threat can be missed due to a wrong decision made in cybersecurity, as such malicious 
activity can result in serious organisational damage.  
 
6.5 SHAP and Feature Contribution Visualisation 
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Figure 19: SHAP and Feature Contribution Visualisation 

 
The SHAP analysis provides important behavioural traits that lead to the identification of 
insider threats in XGBoost. As the graph shows in Figure 19, the most significant feature is 
Flow Bytes/s with a mean SHAP value of 4.0 and a gain of 23.40, and the next one is Fwd IAT 
Total with a SHAP value of 2.6 and a gain of 17.74. The waterfall plot illustrates each 
prediction explaining by itself where the Flow Bytes/s makes a contribution of +1.44 and Fwd 
IAT Total makes a contribution of +1.19 to the malicious classification, shifting its prediction 
by the base value of -0.066 to the final output of 2.57. The most often used split features are 
Fwd IAT Total (594) and Flow Bytes/s (558), which are split features with the highest usage 
and therefore confirm their importance in threat detection. 
6.6 Computational Complexity and Scalability 
The empirical performance has shown effective computational performance amongst models. 
On the dataset of 3,758 records, Random Forest was trained in 2.3 seconds, Stacking Classifier 
in 8.7 seconds and XGBoost in 1.8 seconds. XGBoost was the best when it came to scalability 
with minimal memory usage (45MB), hence it suited well to real-time deployment of insider 
threat detection in a hybrid environment. 
6.7 Model Explainability for Operational Trust and Compliance 
In detecting insider threats, explainable concepts of models are important in organisational trust 
and regulatory compliance. Although XGBoost produced the most favourable results, with an 
accuracy of 99.20% and a recall rate of 100%, the aspects of the decision-making process in 
which threats are categorised are also important to be understood within the context of the 
security team verifying threats to take necessary measures. The ensemble models used in this 
work can be viewed as interpretable models in which scores of feature importance express the 
significance of individual behavioural indicators like abnormal flow durations and suspicious 
transfers of bytes in predicting threats, so that security experts can understand and justify 
detection results to meet the compliance provisions. 
6.8 Findings 
The meaningful results are achieved in the implementation and evaluation of machine learning 
models, namely insider threat detection in a hybrid working environment, which match the 
aims of the research. Pre-processing of data, i.e., missing value processing, outliers, and 
SMOTE to balance the classes, is a strong foundation of trustworthy behavioural analytics. The 
feature importance analysis applied to the Random Forest model found that network flow 
properties such as flow duration, total forward packets, and inter-arrival times are the most 
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discriminative values to differentiate the benign and malicious uses. This observation is 
consistent with the theoretical assumption that insider threats usually appear in the form of 
abnormal transfer patterns of data as well as typical session behaviours. The correlation test 
carried out in the course of pre-processing is able to effectively extract and discontinue 
redundant features with correlation coefficients greater than 0.8, such that a smaller 
parsimonious model could be obtained, which retains the same predictive power but minimises 
a source of computing time. Use of SMOTE to deal with the issue of class imbalance is 
imperative, as preliminary experiments without oversampling indicated acute bias on the 
majority benign group, with malicious activity recall being below 70%. The exploratory 
analysis leads to critical behavioural indicators since the malicious activities are found to have 
an enormously higher flow time (1.5e7) than those of the healthy sessions, and individual IP 
addresses with high traffic volumes cause concern. 
The best model amongst others is XGBoost with an accuracy of 99.20%, a recall of 100% and 
an F1-score of 98.57%, which would make sure that the malicious insider activities are 
completely identified. Random Forest of 99.07% and 98.32% accuracy, and F1-score, followed 
by Stacking Classifier of 98.67% accuracy, was followed by 99.07% and 98.32% accuracy, 
respectively. These findings affirm the hypothesis that machine learning ensemble approaches 
through the support of behavioural analytics can provide a higher degree of insider threat 
identification, which directly answers the research question regarding the usefulness of ML-
enhanced behaviour surveillance systems in a workplace, which is a hybrid environment. The 
chosen ensemble ML models are primarily applied to this study and may be discussed as 
interpretable models where the scores of feature importance represent the relative importance 
of the individual behavioural indicators. Abnormal flow periods and suspicious transfers of 
bytes in dangerous behaviour prediction to ensure that the security experts will be able to 
interpret the results of detection and justify them to comply with the provisions of compliance. 
6.9 Discussion 
Findings of this research demonstrate tremendous advancement of the existing insider threat 
detection techniques as documented in the literature. However, despite 86.12% accuracy of Yi 
and Tian (2024) with the help of a hybrid algorithm using supervised and unsupervised 
learning, the XGBoost classifier used in the present study was 99.20% accurate with a perfect 
recall, which is a substantial improvement in the detection abilities. In that same way, Sarhan 
and Altwaijry (2022) also targeted SVM using deep feature synthesis accuracy, which in this 
present study is beaten by up to 91% as an ensemble-based approach. 
Such a mix of behavioural analytics and machine intelligence is accurate enough to conclude 
that the set of technical signals and behaviour patterns reduces false positives, as argued by the 
authors of Richard et al. (2025). The results also match the Deterrence Theory (Jervis, 1979) 
since the presence of an established surveillance system in the organisations, through the 
enhanced detection systems, would suffice in suppressing malicious insider behaviours. The 
study bridges the literature gap that has been created throughout the validation of ML models 
in dynamic hybrid environments and offers meaningful subject matter to the area of 
organisational resilience based on insider threats. The application aspects of these results go 
further, pushing past the accuracy statistics to deal with operational implementation factors. 
The zero false negative rate of XGBoost is specifically relevant in organisations where even 
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the missed insider threats may cause devastating data leakage or even business hubs. 
Nevertheless, false positives of this six with XGBoost are worth taking note of, since too many 
false positives in the work environment may cause security analysts to become used to 
receiving alarms and may also result in legitimate employee behaviour being improperly 
labelled as such and consequently, become the subject of investigation. The 
sensitivity/specificity trade-off should be rigorously regulated according to the organisational 
risk tolerance and the ability of security operations teams to investigate incidents indicated. 
Subsequent release should take into account the application of tiered alert systems under which 
highly confident predictions can result in immediate action, and less certain ones can be put 
into a queue to be frequently checked. 
7. Conclusion and Recommendations 
7.1 Linkage with Objectives 
The results of the research directly serve the formulated research objectives and the success of 
evaluating and comparing machine learning models in detecting insider threats in hybrid 
working environments. 
The goal of Objective 1 is to determine the effectiveness of ML models (Random Forest, 
Stacking Classifier, and XGBoost) with the help of behavioural surveillance technologies and 
SHAP. This objective is addressed thoroughly in the findings through the means of thorough 
implementation and evaluation of the three models. Random Forest was the best model with 
an accuracy of 99.07% and a recall of 98.32% and an F1-score of 98.57%, Stacking Classifier 
was 98.67% with a recall of 97.58%, and XGBoost was 99.20% with a recall of 100% and a 
F1-score of 98.57%. Combining behavioural aspects like flow duration patterns, anomalies of 
the transfer of bytes, and session features with these models of classification proved to be very 
effective in identifying malicious activities by insiders in the hybrid workplace data. 
Objective 2 is aimed at comparing how the models of behaviour profiling and technical 
classification have been incorporated to improve accuracy, false positive reduction, and 
resilience within organisations. The comparative analysis has shown that XGBoost had zero 
false negatives, and this guarantees full threat detection, whereas the Random Forest has the 
highest precision of 97.62%, as it practically reduces false alarms. The SMOTE-enhanced 
preprocessing with the behavioural analytics is able to minimise the classification bias, and 
correlation filtering kept only the significant behavioural features, which enhanced model 
reliability and resilience to insider risk in an organisation. 
The results are conclusive and reveal that machine learning deepened with behavioural 
analytics is tremendously more effective in the hybrid environment for insider threat detection. 
The high-quality results of approximately perfect accuracy rates (98.67%-99.20) and very high 
AUC scores (0.9908-0.9985) of all of the models confirm the positive effect of behaviour 
monitoring tools, and their critical role in minimising insider threats included in dynamic 
hybrid workplaces. The Research Question has been met.  
7.2 Strengths and Weaknesses 
Strengths: This research paper presents a high level of methodological rigour by using 
intensive preprocessing of data, balancing of classes based on SMOTE with adequate 
preprocessing, as well as multicollinearity filtering of data, and thus reliable behavioural 
analytics. The three ensemble models that have high performance measures (more than 
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98.67%) and the perfect accuracy of XGBoost prove the performance of ML-aided behaviour 
monitoring through SHAP analysis in insider threat detection. Moreover, the study fills the 
gaps in the current body of knowledge by offering an empirical confirmation of the ensemble 
techniques in the context of a hybrid workplace, which the past literature had failed to fill 
adequately. The framework of comparative analysis formulated in this study gives practitioners 
a framework on which to measure and choose the type of machine learning model regarding 
their respective organisational needs and tolerance to risks. 
Weaknesses: The use of Kaggle secondary data might not fully be reflective of the world's 
dynamic hybrid environments. Moreover, the lack of computational complexity and model 
interpretability might be a problem for practical organisational applications, and this may also 
affect scalability across various workplace domains. Moreover, it did not use real-time 
streaming data analysis, which is also vital when implemented in practice, and real-time threat 
recognition is necessary. Lack of longitudinal validation across different time periods does not 
allow one to determine how the model performance may degrade over time as the user 
behaviours change and new threat vectors are introduced in the dynamic workplace 
arrangements of hybrids.  
7.3 Recommendations and Future Scopes 
Recommendations: XGBoost-based behavioural monitoring systems to detect insider threats 
should be adopted in organisations since its perfect recall is enough to ensure total detection of 
a threat. Regular model retraining using updated behavioural evidence and assimilation with 
existing security apparatus must be used to ensure detection efficiency in changing hybrid work 
environments. Comprehensive staff training programmes need to also be initiated by 
organisations so that the security personnel are able to interpret the outputs of the model 
effectively and react to the flagged incidents. It is also necessary that the instatement of clear 
escalation procedures and documentation protocols is implemented to ensure that the audit 
trails of the threat detection and response activities are maintained, thus leading to compliance 
with the regulations and enhancement of the security functions on-going.  
Future Scopes: Future studies need to be used to verify these models with organisational data 
in real time to increase the generalisability of these models. Adding deep learning models, 
explainable AI methods to enhance the model interpretability, and a combination of 
psychometric profiling with technical functionality may contribute to the detection accuracy. 
Also, it is worth investigating federated learning as privacy-preserving behavioural analytics. 
Inter-organisational threat intelligence sharing, keeping the data private, further strengthens the 
detection capabilities by offering more extensive baseline behavioural patterns. Studies into 
adaptive threshold processes which intelligently change the sensitivity of detection in 
accordance with organisational settings and changing threat environments would also enhance 
the practicability of the systems of the same. Deployment in the future requires its integration 
with streaming systems such as Apache Kafka or Spark streaming to allow operational hybrid 
physical work environments continuous monitoring, dynamic model update, and instant threat 
notification. 
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