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1. Overview 
This manual explains how to set up and run the SQL injection fuzzer that was built for the MSc 

thesis. The tool: 

● logs into a web application, 

● keeps the session (cookies / tokens) alive, 

● chooses up to 1–3 likely SQL injection parameters, 

● sends a small staged set of payloads (boolean, error-based, time-based), 

● checks the responses for signals, and 

● writes all results to CSV files for later analysis. 

 

Each target (DVWA, Juice Shop) is described by a YAML file, for example: 

 

● target_dvwa.yaml 

● target_juice.yaml 

2. Requirements 

2.1. Software 
● Python: version 3.10 or newer 

● Python packages: install with pip install -r requirements.txt 

 



2.2. Targets 

The evaluation assumes local instances of: 

 

● Damn Vulnerable Web Application (DVWA) 

● OWASP Juice Shop 

Typical example URLs: 

● DVWA at http://localhost:8081 

● Juice Shop at http://localhost:3001 

 

 

3. Main project files 
Key source files in the prototype: 

 

● main.py – command-line entry point. Reads a YAML configuration and starts a fuzzing 

run. 

● session.py – defines the SessionClient class, which performs login, manages cookies, 

tokens and basic authentication checks. 

http://localhost:8081/
http://localhost:3001/


 

 

● fuzzer.py – defines the FuzzRunner class, which implements the main fuzzing loop 

(parameter selection, payload iteration, logging). 



 

 

● signals.py – implements the signal model used to detect content changes, SQL error 

patterns and unusual response times. 

● payloads.py – defines the staged payload corpus (boolean, error-based and time-based 

payloads, plus quote-mode variants). 

● parse.py – contains helpers for parsing HTML and query strings and for ranking 

parameters. 

● evaluate.py – processes a single run log, computes metrics such as TTFF and RPF, and 

generates per-run plots. 

● report.py – aggregates multiple runs, produces aggregate.csv and summary plots across 

targets. 

● debug_login.py – auxiliary script for testing and debugging the DVWA login flow. 

● requirements.txt – Python dependency list. 



 

 

Typical output files: 

 

● logs/run_<name>_<timestamp>.csv – raw log for each fuzzing run. 

● results/aggregate.csv – table of metrics for all runs. 

● results/*.png – global figures such as TTFF boxplots, RPF histograms and attempts-vs- 

confirms charts. 

● SUMMARY.md – convenience summary of the latest DVWA and Juice Shop runs. 

 

 

4. YAML target configuration 
Each target is described by a YAML file with four main parts: 



 

 

 

The following subsections explain these parts. 

 

4.1. Top-level fields 

name 
 

● Short identifier for the target. Used in log file names such as 

● run_dvwa-sqli_1763024444.csv. 

base_url 



● Base URL of the application under test, without trailing slash; for example 

● "http://localhost:8081". 

4.2. Login block 

The login block describes how to obtain an authenticated session. It is interpreted by SessionClient. 

Common fields: 

● Path (Relative path of the login endpoint). 

 

Examples: 

 

● DVWA: "/login.php" 

● Juice Shop: "/rest/user/login" 

 

Form-based login (DVWA style): 

 

● username_field – HTML form field name for the username (e.g. "username"). 

● password_field – HTML form field name for the password (e.g. "password"). 

● username – username value. 

● password – password value. 

● csrf_field_hint – hint for the CSRF token. 

http://localhost:8081/


 

 

JSON-based login (Juice Shop style): 

 

● json – mapping that becomes the JSON body of the login POST request. For example: 

 

 

auth_check 

 

● Relative path of a small authenticated endpoint used to confirm that login succeeded (for 

example /rest/user/whoami). 

cookie_override 

 

● String of cookies to inject into the session before login, such as 

● "PHPSESSID=...; security=low". This is useful for setting DVWA’s security level. 

header_override 

● Mapping of extra headers to add to every request, for example an Authorization header in 

setups where a static token is already known. 

Login procedure (high level): 

 

● Start a new HTTP session and apply any cookie and header overrides. 

● If auth_check indicates that the session is already authenticated, skip further login steps. 



● If json is present, perform a JSON POST to the login path and store the returned token or 

cookie. 

● Otherwise, perform a form-based login: fetch the login page, collect hidden fields 

(including CSRF token), and send a form POST containing username, password and hidden 

fields. 

4.3. Protected block 

The protected block defines the endpoint that is fuzzed. The fields are as follows: 

path 

● Relative path of the protected endpoint; for example: 

● DVWA SQLi module: "/vulnerabilities/sqli/" 

● Juice Shop search: "/rest/products/search" 

method 

● Default HTTP method used when sending fuzzing requests (typically "GET" or "POST"). 

When a form is parsed from HTML, the form’s own method may override this value for 

that form. 
 

 

param_hints 

 

● List of parameter names that are likely to be of interest from a SQLi perspective, such as 

"id", "user", "uid", "search", "q". 

● These names are used in two ways: 

● As hints when ranking parameters discovered in HTML forms and query strings. 

● As a fallback when no parameters are visible (for example, pure JSON API endpoints). 



stop_after_first_finding 

 

● Boolean flag. 

● true – stop the run as soon as a strong signal is confirmed by any oracle. 

● false – continue through all staged payloads, to obtain more detailed logs and plots. 

4.4. Signals block 

The signals block sets thresholds for the content-delta and time-based oracles. 

 

● size_delta_threshold 

○ Minimum relative change in response length required to mark a content delta. 

○ Value 0.08 corresponds to an 8% length change compared with the baseline 

response. 

● rtt_slow_ms 

○ Additional delay, in milliseconds, above the median baseline response time that 

counts as “slow” for the time oracle. 

○ For example, 1200 corresponds to responses that are about 1.2 seconds slower than 

the baseline. 

 

 

During initialisation, the fuzzer measures a baseline by issuing a small number of non-fuzzing 

requests to the protected endpoint and computing the median round-trip time. 



 



5. Example configs 

5.1. DVWA SQLi module 
 

This configuration targets DVWA’s SQLi module at low security level, logging in via the HTML 

form and focusing on parameters that resemble identifiers or search fields. 



5.2. Juice Shop authenticated search 
 

This configuration logs in to Juice Shop using a JSON POST request, verifies authentication via 

/rest/user/whoami, and then fuzzes the authenticated product search endpoint. 

 

6. Running the fuzzer 
All commands in this section assume execution from the project root directory with Python 3. 

Dry-run mode verifies that authentication and parameter selection behave as expected: 

python main.py --target target_dvwa.yaml --dry-run 



 

In dry-run mode the program: 

 

● reads the YAML configuration, 

● performs the login flow, 

● fetches the protected endpoint, 

● measures baseline response length and time, 

● selects up to three candidate parameters, and 

● prints the collected information. 



● No fuzzing payloads are sent in this mode. 

 

To execute a full fuzzing run, use: 

 

python main.py --target target_dvwa.yaml 

python main.py --target target_juice.yaml 

 

 

For each run: 

 

● The YAML configuration is loaded and a SessionClient is created. 

● The login flow is executed and the authenticated state is established. 

● The protected endpoint is fetched and baseline metrics are gathered. 

● Parameters are discovered and ranked; hints are used when necessary. 



● The FuzzRunner iterates through the staged payloads (boolean, then error-based, then time- 

based), applying different quote modes. 

● After each request, oracles compute content, error and time signals and the result is logged 

to the run CSV file. 

● If stop_after_first_finding is true, the loop terminates after the first confirmed signal; 

otherwise all payloads are exercised. 

The log for each run is stored as: 

 

logs/run_<name>_<timestamp>.csv 

 

7. Analyzing runs 
A single log file can be evaluated and visualised with: 

 

python evaluate.py --log logs/run_dvwa-sqli_1763024444.csv --plot 

 

or, to process the latest log in a given directory: 

 

python evaluate.py --dir logs --write-metrics --plot 



 

 

The evaluation step: 

 

● computes total number of requests, median RTT, TTFF and RPF, 

● counts attempts and confirmations per payload family, and 

● generates per-run plots such as: 

○ <run>_attempts.png (attempts vs confirmations by family), 



○ <run>_rtt_hist.png (RTT histogram), 

○ <run>_cumtime.png (cumulative RTT with TTFF marker). 

 

The flag --write-metrics causes a short summary row to be appended to a metrics CSV file. To 

build an aggregate report over all available logs: 

python report.py 

This script scans logs/run_*.csv and produces: 

 

● results/aggregate.csv – per-run metrics for all targets, 

● ttff_box_by_target.png – boxplots of TTFF grouped by target, 

● rpf_hist_by_target.png – RPF histograms for each target, 

● attempts_confirms_by_target.png – attempts and confirmations per payload family and 

target. 

 

 

These artefacts are used to support the quantitative evaluation in the thesis. 
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