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1. Introduction

IoT environments rely on devices with limited processing power, memory, and energy
capacity, making traditional cryptographic systems unsuitable due to high latency and
restricted diffusion strength. This project introduces a hybrid encryption framework that
combines lightweight ciphers (SPECK, SIMON) for device-level processing with robust
ciphers (AES or ChaCha20) executed at the cloud layer. By integrating parallelized
encryption, optimized round processing, and cloud offloading, the system achieves improved
security, lower latency, and stronger diffusion. The architecture is designed to suit real-time
IoT operations while ensuring minimal computational overhead and enabling secure
communication between IoT nodes and cloud services.

2. Hardware Requirements

CPU: Dual-core 2.0 GHz

RAM: 8 GB

Storage: 20 GB

Internet: Stable broadband connection

3. Software Requirements

Operating System: Windows 10/11

Python Version: 3.8 or above

Python Libraries: pycryptodome, cryptography, numpy, pandas, requests, flask
IDE: VS Code / PyCharm

4. Python 3.10.12

It is also a very generalized and easily manageable programming language which any new
programmers as well as the professionals can use. It has a less complex grammar through
which the programmer can express a single idea or plan of action in fewer lines of code than
it is possible to do in other languages, this makes it more precise and effective. I found that
these are procedural, object oriented and functional and it has support a number of libraries
and frameworks for Web, data analysis, Al and many more. Because of this flexibility and



reliability, the scripts have been sought frequently in the spheres of activity including
software development and scientific analysis.
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About Downloads Documentation Community Success Stories News Events

Python 3.10.12

Release Date: June 6, 2023

This is a security release of Python 3.10

Note: The release you're looking at is Python 3.10.12, a security bugfix release for the legacy 3.10 series. Python 3.11 is now the latest feature release series of Python 3. Get the latest

release of 3.11.x here

Security content in this release

= gh-103142: The version of OpenSSL used in Windows and Mac installers has been upgraded to 1.1.1u to address CVE-2023-2650, CVE-2023-0465, CVE-2023-0466, CVE-2023-0464, as
well as CVE-2023-0286, CVE-2022-4303, and CVE-2022-4303 fixed previously in 1.1.1t (gh-101727).

Fig : 1 Python 3.10.12

5. Visual Studio Code (VS Code)

Visual Studio Code (VS Code) — is a free code editor that is relatively simple and efficient,
which is, in fact, developed by Microsoft. Very often it is used due to the high number of
features available, especially the option to work in various programming languages through
extensions. It is also stable for code suggestion, various debuggers, the appropriate terminal,
and the integration of GitHub, which make the development very convenient in VS Code.
General trading platform offers call for a vast number of extensions and themes that improve
rendering for developers and organization of work on them. Due to these and other daily
updates and users’ interactions, VS Code is one of the most useful IDEs that developers can
employ while working within the present conditions.
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6. Technologies Used

* Cryptographic Algorithms

* (ChaCha20 — Strong and fast stream cipher for cloud-level security
* AES — Industry-standard block cipher with strong diffusion

* SPECK /SIMON - Lightweight ciphers optimized for IoT devices
* Programming & Frameworks

* Python — Core language for implementation

* Flask — For building cloud encryption endpoints

* Parallel Processing

* Python multiprocessing / multithreading

* Block-level parallel encryption for latency reduction

6. Tools & Libraries
These are the tools and libraries that have been used in this project.

* PyCryptodome : Provides AES, ChaCha20, hashing, random generation, and secure crypto
primitives. Used for robust cloud-layer encryption.

* Cryptography : Offers ECC, ChaCha20, AES, and secure key-handling features. Supports
reliable and modern implementations.

* NumPy : Used for fast numerical operations, block handling, array transformations, and
performance calculations.

* Pandas : Used to record, analyze, and compare performance metrics such as latency,
throughput, and diffusion quality.

* Requests : Enables loT-side Python client to communicate with cloud endpoints (sending
encrypted data to EC2/Lambda).

*Flask : Used to build cloud service APIs for receiving data, re-encrypting with AES/
ChaCha20, and returning results.

* Multiprocessing / Threading : Allows parallel encryption to reduce latency and improve
throughput.



7.Implementation Flow

Use python for all the modules :

o Implement SPECK, SIMON (or use existing lightweight libraries)
o Use pycryptodome or cryptography library for AES and ChaCha20

Parallel processing Integration

o Implement multithreading or multiprocessing for encryption tasks in the
cloud.

o Split data into blocks for parallel encryption and reassembly.

© Measure improvements in latency and throughput.

Performance Evaluation

o Test on various metrics:
= Latency
= CPU
=  Throughput
= Avalanche effect (diffusion quality)
= Encryption/decryption time
o Compare:
» Hybrid LWE system vs. standalone AES system vs ChaCha20 system

7. Output Screenshots
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Fast and secure stream cipher ideal for software applications and mobile
devices

Fig 3 : OUTPUT-1
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