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1. Introduction 
This configuration manual contains all the data and information of the system used, 
requirements in this research. This manual outlines the detail description of data 
collection, code snippets of data preprocessing, model implementation and 
evaluations. 

 

2. System Requirements 

• Operating System: Windows 11 

• Programming Language: Python 3.11 with dependencies (web3, fpdf, tkinter, 
pyinstaller, requests).  

• RAM: Minimum 4 GB  

• Disk Space: 500 MB free for logs, reports, and offline queue storage. 

• Network: Internet connection required for online anchoring and verification; 
offline mode supported as well for differed synchronization 

• Blockchain Integration: Smart contract deployment on Remix IDE, MetaMask 
wallet browser plugin and wallet 

• Sepolia testnet network: Infura API key and address 
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3.  Implementation 

3.1 Smart Contract Deployment 

Smart contract was deployed using Online Remix IDE with MetaMask Wallet using 
browser extension method 
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3.2 Anchoring Evidence to the blockchain 
Application Binary Interface (ABI) interacting with the deployed smart contract and use 
as inputs metadata mapping using  Web3.py load and call the below functions in 
snippets.  

 

• CHAIN_ID – a unique identifier assigned to each block used to prevent the replay 
attacks, ensure contracts are assigned for the correct chain block. This 
11155111 is used by Sepolia tesnet network.  
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4. Application User Interface 
Launch LedgerLock application and use the functionality accordingly 

4.1 Main Dashboard 

 

4.2 Anchor Digital Records 

Add Single / Batch of records – provide description against each record and once ready, 
click on the Anchor All Evidence. It will provide all interactive process logs in logs 
section for the user to update information real-time. It will first check if evidence exist 
already by checking the Keccak-256 hash code if doesn’t it will provide all the meta-
data and store this same for audit-trail on Sepolia Blockchain and export report.  
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If evidence already exist it will show an error and proceed for the next one, but it’s 
designed to notify to the analyst in process logs and exported information as well.  

 

Record confirmation of Sepolia testnet blockchain 
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4.3 Verification of digital records 
This functionality demonstrates that if the file and expected hash code matches than it 
proves the authenticity of the evidence and if it doesn’t, than it will show that document 
hash either not related with the document or document is tampered.  

 

If doesn’t match system will show the message as Mismatch 

 

4.4 Work Offline 
Application allows to compute hashes as per choice and provide to export the JSON or 
CSV to upload later to anchor the evidence.  

 

Data recorded in the JSON file - This contain exactly what is required to be uploaded 
and store information on the blockchain portal.  
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4.5 Upload Files 
This will upload the same format file that was exported during the work offline. While 
anchoring the data to store on blockchain it will check if compute hash and evidence 
already exist or not if does, this will show that how many uploaded as below.  

 

4.6 Reports 
LedgerLock application provide two options currently to export repots in cvs or pdf 
format. This is available in each section to export and show data accordingly.  

Report contains headers such as (Filename, Description given while anchoring the 
evidence, File unique hash code Keccak-256, Blockchain Transaction hash, Block used, 
Timestamp, from which account To the address, Gas Used as Transaction fees, Portal 
Link – URL to click and verify that on the Etherscan Portal).  

• CSV – Format 

 

• PDF Format 

 


