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1 About Configuration Manual 
 

This configuration manual will showcase all the steps taken to achieve the final goal and 

development of the artefact. Anyone can use this manual to recreate the proposed model on a 

PC with 4 GB of RAM and an Intel i3 processor or more. 

 

2 Environment Setup 
 

2.1 VMware Workstation Pro was used as a type 2 hypervisor for the setup, which can be 

downloaded for free from the Broadcom official website. In the experiment, Kali Linux 

was used as a guest OS for making the sandboxing environment. Kali Linux can be 

downloaded form the official Kali Linux website. Download its ISO file and  

 

 

 
Fig 1. New virtual machine wizard 

 

Open the VMware Workstation, click on Create a New Virtual Machine and follow all 

the steps of the New Virtual Machine wizard. 
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Once the the steps are completed, a GUI of kali linux can be accessed in the virutalized 

environment 

 

 
Fig 2. Installed guest OS (Kali Linux) 

 

2.2 Once Kali Linux is stable and up and running, you can start by installing all the tools and 

dependencies of the model, which include Suricata, tshark, Wireshark and Python. 

 

Open CLI and First update the system using this command #sudo apt update 

 

To install Suricata use - #sudo apt install suricata -y 

To install Wireshark use - #sudo apt install wireshark -y 

To install Tshark use - #sudo apt install tshark -y 

To install Python use - #sudo apt install python3 python3-pip -y 

 

Once everything is installed, they can be verified by looking at the version of each tool, 

which can be extracted using one simple command #<name of the tool> --verion 
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Fig 3. Verification and version of all tools 

 

 

 

 

3 Isolation from the host machine 
 

Once all the tools and dependencies are installed and all the datasets are downloaded. Make 

some changes to the VMware settings to isolate the guest OS from the host OS. 
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3.1 Switch to host only mode 

 

 
Fig 4. Switching to host only mode 

 

 

 

 

 

 

3.2 Disable drag & drop and copy & paste 

 
Fig 5. Disabling drag and drop & copy and paste 

 

These two steps will do the work. For additional security, disable all network adapters on 

Kali Linux and disable the shared folder. 
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4 File location and Suricata changes 
 

Before moving to any other steps, it is very crucial to know the location of Suricata files 

 

4.1 When anyone will open the CLI, it will be inside the user directory by default, first, go to 

the home directory by using #cd .. and then again use the same command to enter into 

backend file system or use #cd / command to jump directly into the file system. 

 

For there you will find the Suricata files inside etc directory, use the command #cd 

etc/suricata. Then use the #ls command to check all the files inside suricata. 

 

 
Fig 6. Location of important files 

 

4.2 Now create your customer rules files inside the rules folder by using #sudo nano <file 

name>.rules. Additionally, a custom log folder can also be created. 
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4.3 Now, before working on the rules, some changes must be made inside the main file of 

Suricata, which is suricata.yaml to activate the functionality of TLS and JA3 tracking. 

Additionally, the main rule file used for the implementation should be called under yaml 

file. 

 

Enabling TLS functionality 

 

 
Fig 7. Changes made to enable TLS detection 

 

Enable JA3 functionality 

 

 
Fig 8. Changes made to enable JA3 detection 
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Adding Rule File, this will help Suricata engine in locating the configured rules 

 

 
Fig 9. Added custom rules files into suricata.yaml 

 
 

5 Dataset Details 
 

The dataset is available in two forms, which are PCAP files and CSV files. All the datasets 

used in this study have been used in various past renowned research studies, which shows the 

credibility of the selected datasets. In total, 3 datasets were downloaded, from which 5 

Malicious PCAP files, which are dnstt, padcrypt, sisron, tcp-over-dns and tuns, and 4 

segments of Normal traffic were selected for the final testing and evaluation. 

 

The Fig shows a folder with all PCAP files, and sisron PCAP file is opened in Wireshark, 

which also shows information about JA3 fingerprint. 

 

 
Fig 10. Wireshark Analysis 

 

The datasets can be downloaded from - https://github.com/doh-traffic-dataset/DoH-Tunnel-

Traffic-HKD?tab=readme-ov-file & https://www.unb.ca/cic/datasets/dohbrw-2020.html 

 

https://github.com/doh-traffic-dataset/DoH-Tunnel-Traffic-HKD?tab=readme-ov-file
https://github.com/doh-traffic-dataset/DoH-Tunnel-Traffic-HKD?tab=readme-ov-file
https://www.unb.ca/cic/datasets/dohbrw-2020.html
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6 Rule Creation 
 

Now for the rule creation, open the rules files with superuser permission, in this case, the file 

name is local.rules, which can be opened using #sudo nano rules/local.rules. All the rules can 

be developed and customised in this file. 

 

 
Fig 11. Custom rules configured 

 

 

 

 

 

 
Fig 12. Example of a helper rule 
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Structure Explanation 

 

1 - alert tcp any any -> any 443 

 

alert <protocol name> <source ip> <soruce port number> <direction> <destination ip> 

<destionation port number> 

 

2 - msg:< Write your message> 

 

3 - flow: established, to_server 

 

flow:<look for establised TCP connection>, <direction should be client to server> 

flow.byt 

 

4 – flow.bytes: toserver, >16000 

 

This flow.bytes is already defined in Suricata documentation to track bytes. 

 

5 – flowbits: set, doh_bytes; 

 

If the condition is matched, this flowbits will keep a record of it and save it into a variable 

which is doh_bytes. 

 

6 - noalert; 

 

Since this rule is just a helper rule, there is no need to alert on a single threshold 

 

7 – sid 10003; rev:2; 

 

sid is the unique identifier for the rule, and rev keeps track of updates on the specific rule. 

 

 

 
Fig 13. Example of a meta rule 

 

All the flowbits are sent to the meta rule. Once all the required flowbits are received, it will 

trigger the rule 

 

7 Testing 
 

Once all the setup and rules are ready, testing can be initiated. Now, when the testing will be 

done on live traffic some steps can vary there, but here these steps will give some idea of 

testing steps. 
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7.1 Information extraction from a PCAP file, before feeding it into Suricata. 

 

Use this to get the information of total session inside a PCAP file= 

#tshark -r <PCAP file name> -T fields -e tcp.stream | sort -n | uniq | wc -l 

 

Fig 14. Tshark command to extract the total number of flow 

Use this command to fetch all the JA3 signatures 

 

#python3 /home/kali/ja3/python/ja3.py <PCAP file name> 

 

 
Fig 15. Extraction of JA3 fingerprint using Python 

 

This information is fetched just to get an idea of the expected results, for example by looking 

at the number of flows, the expectations for the alerts will be known. 

 

7.2 Feed the file into Suricata 

 

User this command - #sudo suricata -r <PCAP file name> -S <PCAP file path> -l <log 

file path> 
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Fig 16. Processing of PCAP file through Suricata 

 

7.3 To see the logs use the command #cat  <log file name> 

 

 
Fig 17. Example of alerts generated by the model 

 

7.4 To see the total number of alert generated per rule, use #grep -c <rule s_id> <log files 

name> 

 

 
Fig 18. Number of alerts generated by the specific rule 
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