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Configuration Manual

Surya Kant Karanwal
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1 About Configuration Manual

This configuration manual will showcase all the steps taken to achieve the final goal and
development of the artefact. Anyone can use this manual to recreate the proposed model on a
PC with 4 GB of RAM and an Intel i3 processor or more.

2 Environment Setup

2.1 VMware Workstation Pro was used as a type 2 hypervisor for the setup, which can be
downloaded for free from the Broadcom official website. In the experiment, Kali Linux
was used as a guest OS for making the sandboxing environment. Kali Linux can be
downloaded form the official Kali Linux website. Download its ISO file and

B VMware Workstation . =

file Edit View VM Tabs Help 1=} [~

Home

WORKSTATION PRO 17

New Virtual Machine Wizard X

ware Welcome to the New Virtual

Create a New Virtual WORKSTATION  Machine Wizard

1 7 What type of configuration do you want?

© Typical (recommended)
Create a Workstation 17.5 or later virtual
machine in a few easy steps.

Machine

PRO"

vmwar

Fig 1. New virtual machine wizard

Open the VMware Workstation, click on Create a New Virtual Machine and follow all
the steps of the New Virtual Machine wizard.



Once the the steps are completed, a GUI of kali linux can be accessed in the virutalized
environment

B file Edit View VM Tabs Help ||~ & O

Fig 2. Installed guest OS (Kali Linux)

2.2 Once Kali Linux is stable and up and running, you can start by installing all the tools and
dependencies of the model, which include Suricata, tshark, Wireshark and Python.

Open CLI and First update the system using this command #sudo apt update

To install Suricata use - #sudo apt install suricata -y

To install Wireshark use - #sudo apt install wireshark -y

To install Tshark use - #sudo apt install tshark -y

To install Python use - #sudo apt install python3 python3-pip -y

Once everything is installed, they can be verified by looking at the version of each tool,
which can be extracted using one simple command #<name of the tool> --verion
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g kali@kali: ~

Session Actions Edit View Help

Wireshark 4.4.9.

Copyright 1998-2025 Gerald Combs <geraldawireshark.org> and contributors.
Licensed under the terms of the GNU General Public License (version 2 or later).
This is free software; see the file named COPYING in the distribution. There is
NO WARRANTY; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled (64-bit) using GCC 14.3.0, with GLib 2.84.4, with Qt 6.8.2, with
libpcap, with Pi X capabilities (Linux), with libnl 3, with zlib 1.3.1, without
zlib-ng, with PCRE2, with Lua 5.4.8, with GnuTLS 3.8.10 and PKCS #11 support,
with Gerypt 1.11.2, with Kerberos (MIT), with MaxMind, with nghttp2 1.64.0, with
nghttp3 1.8.0, with brotli, with LZ4, with Zstandard, with Snappy, with libxml2
2.14.5, with libsmi 0.4.8, with Minizip 1.3.1, with QtMultimedia, with QtDBus,
without automatic updates, with binary plugins

Running on Linux 6.16.8+kali-amd64, with Intel(R) Core(TM) Ultra 5 125H (with
SSE4.2), with 3883 MB of physical memory, with GLib 2.84.4, with Qt 6.8.2, with
libpcap 1.10.5 (with TPACKET_V3), with zlib 1.3.1, with PCRE2 10.46 2025-08-27,
with c-ares 1.34.5, with GnuTLS 3.8.10, with Gcrypt 1.11.2, with nghttp2 1.64.0,
with nghttp3 1.12.0, with brotli 1.1.0, with LZ4 1.10.0, with Zstandard 1.

with libsmi 0.4.8, with LC_TYPE=en_US.UTF-8, binary plugins supported.

Python 3.13.7

TShark (Wireshark) 4.4.9.

Copyright 1998-2025 Gerald Combs <geraldawireshark.org> and contributors.
Licensed under the terms of the GNU General Public License (version 2 or later).
This is free software; see the file named COPYING in the distribution. There is
NO WARRANTY; not even for MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

Compiled (64-bit) using GCC 14.3.0, with GLib 4.4, with libpcap, with POSIX
capabilities (Linux), with libnl 3, with zlib 1.3.1, without zlib-ng, with
PCRE2, with Lua 5.4.8, with GnuTLS 3.8.10 and PKCS #11 support, with Gcrypt
1.11.2, with Kerberos (MIT), with MaxMind, with nghttp2 1.64.0, with nghttp3

1 0, with brotli, with LZ4, with Zstandard, with Snappy, with libxml2 2.14.5,
with libsmi 0.4.8, with binary plugins.

Running on Linux 6.16.8+kali-amd64, with Intel(R) Core(TM) Ultra 5 125H (with
SSE4.2), with 3883 MB of physical memory, with GLib 2.84.4, with libpcap 1.10.5
(with TPACKET_ , with z1ib 1.3.1, with PCRE2 10.46 7, with c-ares
1.34.5, with GnuTLS 3.8.10, with Gcrypt 1.11.2, with nghttp2 1.64.0, with
nghttp3 1.12.0, with brotli 1.1.0, with LZ4 1.10.0, with Zstandard 1.5.7, with
libsmi 0.4.8, with LC_TYPE=en_US.UTF-8, binary plugins supported

suricata: unrecognized option '--version’
Suricata 8.0.1 ("undefined”)
USAGE: suricata [OPTIONS] [BPF FILTER]

General:
-V : be more verbose (use multiple times to increase verbosity)
-c <path> : path to configuration file
-1 «di : default log directory
—include <path> : additional configuration file
--set name=value : set a configuration value
—pidfile <file> : write pid to this file
=T : test configuration file (use with -c)
——init-errors-fatal : enable fatal failure on signature init error

Fig 3. Verification and version of all tools

3 Isolation from the host machine

Once all the tools and dependencies are installed and all the datasets are downloaded. Make
some changes to the VMware settings to isolate the guest OS from the host OS.



3.1 Switch to host only mode

Monday, December 8 20:49

Virtual Machine Settings
Hardware  Options

Device Summary Device status
]Memory 4GB (@ Connected
Processors 2 Connect at power on
Hard Disk (SCSI) 100 GB
CD/DVD (SATA) Using file D:\OS\kali-linux-2025 Network connection
CINetwork Adapter 2 NAT
USB Controller Present
Sound Card Auto detect
IDisplay Auto detect NAT: Used to share the host's IP address
© Host-only: A private network shared with the host

Bridged: Connected directly to the physical network

Custom: Specific virtual network

LAN segment:

Advanced...

Remove

Fig 4. Switching to host only mode

3.2 Disable drag & drop and copy & paste
r Kali

Virtual Machine Settings X

Hardware Options

Settings Summary Guest isolation
¥ Devices [ General Kali Enable drag and drop
Memory 4GB P> Power Enable copy and paste
Prooessors 2 EE Shared Folders  Disabled
(&) Snapshots
Hard Disk (SCSI) 100 GB D) AutoProtect Disabled
CD/DVD (SATA) Using file D:\C 3 Guest Isolation
Network Adapter 2 NAT LAccess Control  Not encrypted
[=] USB Controller Present o VMive/e Tooks Tine &inc ot
INC Connections  Disabled
Sound Card Auto detect ppliance View
Display Auto detect o Autologin Not supported

Default/Default

¥ Description

Fig 5. Disabling drag and drop & copy and paste

These two steps will do the work. For additional security, disable all network adapters on
Kali Linux and disable the shared folder.



4 File location and Suricata changes

Before moving to any other steps, it is very crucial to know the location of Suricata files

4.1 When anyone will open the CLI, it will be inside the user directory by default, first, go to
the home directory by using #cd .. and then again use the same command to enter into

backend file system or use #cd / command to jump directly into the file system.

For there you will find the Suricata files inside etc directory, use the command #cd
etc/suricata. Then use the #ls command to check all the files inside suricata.

B om0

kali@kali: /etc/suricata

Session Actions Edit View Help

/

total 2097232

drwxr-xr-x 19 root

drwxr-xr-x 19 root

root

root

root

root

root

root

root : — boot/initrd.img-6.16.8+kali-amd64
root 3 - — boot/initrd.img-6.12.38+kali-amd64
root

root

root

root

root

root

root

root

root

root

root

root 4096

root 2147483648

root

root 340

root

root

root L 158 — boot/vmlinuz-6.16.8+kali-amd64

root % — boot/vmlinuz-6.12.38+kali-amd64

-

[
[

HFENUSPWHWHOOOWNWNRERMEEKEEWOONW

Xr-X
Lrwxrwxrwx
Lrwxrwxrwx
Lrwxrwxrwx
Lrwxrwxrwx
Lrwxrwxrwx
drwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x
drwx
drwxr-xr-x
Lrwxrwxrwx
drwxr-xr-x
-rw
dr-xr-xr-x
drwxrwxrwt
drwxr-xr-x
drwxr-xr-x
Lrwxrwxrwx
Lrwxrwxrwx

w
fory

e

[

/
etc/suricata/

/etc/suricata

total 612
drwxr-xr-x
drwxr-xr-x 18
-Irw-r—r—
-rw-r—r—
~I'W-r—r—
drwxr-xr-x
-rw-r—r-—
drwxr-xr-x
-rw-r—r—
-TwW-T
-IW-r—r-—
-Irw-r—r—
-Iw-r—r—

root root 4096
root root 12288
root root 3327
root root 352525
root root 19760
root root 4096
root root 1701 S
root root 4096
root root 20435
root root 9708
root root 83139
root root 92970
root root 1643

N

VUVONNWL®WQM
N N -

classification.config
eve.json
fast.log

=NNN e

reference.config

stats.log

suricata.log

suricata.yaml
suricata.yaml.bak.1761174699
threshold.config

NN

o N N0

VN ENN

(SN

/etc/suricata

Fig 6. Location of important files

4.2 Now create your customer rules files inside the rules folder by using #sudo nano <file
name>.rules. Additionally, a custom log folder can also be created.
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4.3 Now, before working on the rules, some changes must be made inside the main file of
Suricata, which is suricata.yaml to activate the functionality of TLS and JA3 tracking.

Additionally, the main rule file used for the implementation should be called under yaml
file.

Enabling TLS functionality

: fast.log
: regular
: eve.json

- alert
flow

Fig 7. Changes made to enable TLS detection

Enable JA3 functionality

Fig 8. Changes made to enable JA3 detection



Adding Rule File, this will help Suricata engine in locating the configured rules

-

/etc/suricata/rules

local.rules

Fig 9. Added custom rules files into suricata.yaml

5 Dataset Details

The dataset is available in two forms, which are PCAP files and CSV files. All the datasets
used in this study have been used in various past renowned research studies, which shows the
credibility of the selected datasets. In total, 3 datasets were downloaded, from which 5
Malicious PCAP files, which are dnstt, padcrypt, sisron, tcp-over-dns and tuns, and 4
segments of Normal traffic were selected for the final testing and evaluation.

The Fig shows a folder with all PCAP files, and sisron PCAP file is opened in Wireshark,
which also shows information about JA3 fingerprint.

Places

sisron-doh-24h.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® cREBR@ ae¢»>n«>EFEocooEERE
]
No. Time Source Destination Protocol Length Info

a € te 4 0.025187 192.168.11.28 192.168.11.35 TLSv1.3 357 Client Hello (SNI=dns.
R 5 9.025257 192.168.11.35 o 21 TCP 66 443 .. 54405 [ACK] Seq=

AR RN IO 3

WP, il Linu 6 0.026782 192.168.11.35 .168.11. TLSv1.3 1514 Server Hello, Change C|
Network 7 0.026817 192.168.11.35 .168.11. 1514 443 - 54405 [ACK] Seq=|
8 0.026826 192.168.11.35 T 1266 443 . 54405 [PSH, ACK]

) Browse Network 9 6.034624 192.168.11.28 .168. 66 54405 — 443 [ACK] Seq=
10 0.034808 192.168.11.28 .168.11. 66 54405 . 443 [ACK] Seq=|

11 0.035722 192.168.11.28 2 : 66 54405 . 443 [ACK] Seq=

12 ©.036738 192.168.11.35 .168.11. : 578 Application Data, Appl{

13 0.039521 .168.11.28 .168.11. 66 54405 . 443 [ACK] Seq=

14 ©.075072 28 A S 146 Change Cipher Spec, Ap|

15 0.075116 ; ; 66 443 _. Seg=

uites)
Length: 1

24,
916.

t13d2 02
[JA3 Fullstrin 1,4 19
[JA3: 65005c9d9ae0foebeaf22c210571d482]

® B sisron-doh-24h.pcap Packets: 213569 Profile: Default

Fig 10. Wireshark Analysis

The datasets can be downloaded from - https://github.com/doh-traffic-dataset/DoH-Tunnel-
Traffic-HKD?tab=readme-ov-file & https://www.unb.ca/cic/datasets/dohbrw-2020.html



https://github.com/doh-traffic-dataset/DoH-Tunnel-Traffic-HKD?tab=readme-ov-file
https://github.com/doh-traffic-dataset/DoH-Tunnel-Traffic-HKD?tab=readme-ov-file
https://www.unb.ca/cic/datasets/dohbrw-2020.html

6 Rule Creation

Now for the rule creation, open the rules files with superuser permission, in this case, the file
name is local.rules, which can be opened using #sudo nano rules/local.rules. All the rules can
be developed and customised in this file.

VemPoar|im

Session Actions Edit View Help

Fig 11. Custom rules configured

alert tcp any any — any 443 ( \
msg: "HEURISTICS | helper: large bytes to_server”; \
flow:established, to_server; \

flow.bytes:toserver,>160000; \
flowbits:set,doh_bytes; \
noalert; \

sid:100003; rev:2; )

Fig 12. Example of a helper rule



Structure Explanation
1 - alert tcp any any -> any 443

alert <protocol name> <source ip> <soruce port number> <direction> <destination ip>
<destionation port number>

2 - msg:< Write your message>
3 - flow: established, to_server

flow:<look for establised TCP connection>, <direction should be client to server>
flow.byt

4 — flow.bytes: toserver, >16000
This flow.bytes is already defined in Suricata documentation to track bytes.
5 — flowbits: set, doh_bytes;

If the condition is matched, this flowbits will keep a record of it and save it into a variable
which is doh_bytes.

6 - noalert;
Since this rule is just a helper rule, there is no need to alert on a single threshold
7 —sid 10003; rev:2;

sid is the unique identifier for the rule, and rev keeps track of updates on the specific rule.

alert tcp any any — any 443 ( \
Malicious DoH tunnel Detected!!! - Combined: long-lived + high pkts + large bytes™; \
flow:established, to_server; \
flowbits:isset,doh_long; \
flowbit et,doh_pkts; \

flowbits:isset,doh_bytes; \
flowbits:isnotset,doh_combo_fired; \

flowbit t,doh_combo_fired; \
classtype:trojan-activity; sid:300001; rev:11; )

Fig 13. Example of a meta rule

All the flowbits are sent to the meta rule. Once all the required flowbits are received, it will
trigger the rule

7 Testing

Once all the setup and rules are ready, testing can be initiated. Now, when the testing will be
done on live traffic some steps can vary there, but here these steps will give some idea of
testing steps.



7.1 Information extraction from a PCAP file, before feeding it into Suricata.

Use this to get the information of total session inside a PCAP file=
#tshark -r <PCAP file name> -T fields -e tcp.stream | sort -n | uniq | we -1

~/Desktop/Dataset/Malicious_PCAP
sisron-doh-2&h.pcap fields

tcp.stream

~/Desktop/Dataset/Malicious_PCAP
dnstt-48h.pcap fields tcp.stream

Fig 14. Tshark command to extract the total number of flow
Use this command to fetch all the JA3 signatures

#python3 /home/kali/ja3/python/ja3.py <PCAP file name>

~/Desktop/Dataset/Malicious_PCAP
/home/kal python/ja3.py sisron

Fig 15. Extraction of JA3 fingerprint using Python

This information is fetched just to get an idea of the expected results, for example by looking
at the number of flows, the expectations for the alerts will be known.

7.2 Feed the file into Suricata

User this command - #sudo suricata -r <PCAP file name> -S <PCAP file path> -1 <log
file path>
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~/Desktop/Dataset/Malicious_PCAP
dnstt-48h.pcap - /etc/suricata/rules/local.rules -| ./suricata-logs

i 16. Processing of PCAP file through Suricata

7.3 To see the logs use the command #cat <log file name>

~/Desktop/DoH-Tunnel-Traffic-HKD/DoH-Pcaps/DoH-Pcaps-48h
suricata-logs/fast.log
3 [*] [ 10002

*x 400001

traffic detected!

30000
400001:

300001

30000

40000

D0001:

1:300002
400001

1:300001:1

1:300001:

300002
400001

30000
400001

400001:

300001

Fig 17. Example of alerts generated by the model

7.4 To see the total number of alert generated per rule, use #grep -c <rule s_id> <log files
name>

~/Desktop/Dataset/Malicious_PCAP

001" suricata-logs/fast.log

Fig 18. Number of alerts generated by the specific rule
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