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IMPORTANT!

All artefacts can be accessed from the public Hugging Face repo:
https://huggingface.co/spaces/gcorr99/DeepFakeDetection/tree/main

All training and preprocessing of models can be found in their respective notebooks
(AudioTraining.ipynb and VideoTraining.ipynb) found on the hugging face repo and will not
be detailed in this manual to reduce verbosity.

1 Section 1

This configuration manual specifies the environment, software dependencies and key settings
required to:

e Reproduce the audio and video deepfake detection experiments, and

e Run the deployed multi-modal deepfake detection application implemented as a
Hugging Face Space using Gradio.

The manual focuses on:
e Hardware and OS assumptions
e Python environment and libraries
e Repository and file structure for the Hugging Face Space
e Application-level configuration (token, logging, Ul behaviour)

It does not explain how to install standard tools such as Python, Git, Jupyter or basic OS
configuration, in line with project requirements.

2 Hardware & System Requirements

2.1 Hardware

The project is designed to run on CPU-only hardware, both for training and deployment, to
reflect realistic constraints in many organisational environments.


https://huggingface.co/spaces/gcorr99/DeepFakeDetection/tree/main
https://huggingface.co/spaces/gcorr99/DeepFakeDetection/blob/main/AudioTraining.ipynb
https://huggingface.co/spaces/gcorr99/DeepFakeDetection/blob/main/VideoTraining.ipynb

Minimum recommended specification:
e CPU: Quad-core 64-bit processor (e.g. Intel Core 17 or equivalent)
e RAM: 16 GB
e GPU: Not required (GPU is explicitly disabled in the app)
Storage:
e 20-30 GB free for datasets, extracted features and models if retraining
e Additional space for logs and temporary files
2.2 Operating System
e 64-bit OS such as Windows 10/11 or equivalent.

e Python 3.9 or newer environment used for both training notebooks and the
application.

3 Software Environment
3.1 Core Runtime
e Python: 3.9.x

e Jupyter Notebook / JupyterLab: for running AudioTraining.ipynb and
VideoTraining.ipynb during model development.

3.2 Python Dependencies
e All library versions for the deployed application are defined in requirements.txt:
e gradio>=4.0.0 (tested via Hugging Face Space with Gradio SDK 5.49.1)
e README
e tensorflow==2.19.0
e numpy==1.26.4
e pillow
e librosa==0.10.1

e soundfile



e huggingface hub>=0.23.0

e mtcnn==0.1.1

e opencv-python-headless=4.8.1.78
e matplotlib

For training, the same or compatible versions should be installed in the local Python
environment to avoid discrepancies between training and inference behaviour.

3.3 Environment Configuration (Global Settings)

Within app.py, the following environment settings are applied to ensure CPU-only and
reduce TensorFlow logging:

e os.environ["CUDA_VISIBLE DEVICES"]="-1" # Force CPU
e os.environ["TF_ ENABLE ONEDNN_OPTS"]="0"
e os.environ["TF_CPP_MIN LOG LEVEL"]="2" # Suppress verbose logs

Matplotlib is configured to use a non-interactive backend suitable for headless environments
(Hugging Face Spaces):

e import matplotlib
e matplotlib.use("Agg")

4 Repository & Hugging Face Space

The experimental setup and final app are hosted in a Hugging Face Space with the following core files:
e README.md — Space metadata and brief usage notes
e app.py — Gradio application entry point
e requirements.txt — Python dependencies
e AudioTraining.ipynb — Audio model training notebook
e  VideoTraining.ipynb — Video model training notebook

e datasets.zip — Small sample datasets for testing the app (not full training datasets)

.gitattributes — Git attributes file



An example repository structure:

/

— app-py

— requirements.txt

— README.md

— AudioTraining.ipynb

— VideoTraining.ipynb

— datasets.zip # demo/testing data only
— .gitattributes

The Hugging Face Space configuration (README.md) specifies:
e README
e sdk: gradio
e sdk version: 5.49.1

e app file: app.py

e  emoji, colorFrom, colorTo and license metadata

5 Model Artefacts and Hugging Face Hub Integration

Model Artefacts and Hugging Face Hub Integration

The application does not store the trained models directly in the Space repository. Instead, it
loads them at runtime from two private Hugging Face model repositories using
huggingface hub.

AUDIO_REPO = "gcorr99/AudioDeepfakeDetection"
AUDIO_FILE = "voice classifier model.keras"

VIDEO REPO = "gcorr99/VideoDeepfakeDetection"
VIDEO FILE ="face deepfake model.keras"

A helper function downloads and loads the models:

def'load from hub(repo id: str, filename: str):
path = hf hub_download(repo_id=repo id, filename=filename, token=TOKEN)
return tf.keras.models.load model(path, compile=False)

To replicate the application:
1. Ensure both model repositories exist under your Hugging Face account.
2. Upload the trained models as:

voice classifier model.keras (audio CNN)
face deepfake model keras (MobileNetV2-based visual model)

3. Grant read access to the Hugging Face Space via a personal access token (see Section
7.1).



6 Dataset Configuration

Full training datasets are not shipped with the Space due to size constraints. datasets.zip
contains a small subset suitable for testing the application only.

. Audio: DEEP-VOICE: DeepFake Voice Recognition dataset found on Kaggle
(birdy654, n.d.) for real vs Al-generated speech.

. Video: FaceForensics++ dataset (Rossler et al. 2019) for real vs manipulated facial
videos.

7 Application-Level Configuration

7.1 Hugging Face Token and Authentication
app.py requires an access token with permission to read the private model repositories.

TOKEN = os.getenv("HF _TOKEN") or os.getenv("HFTOKEN")
if not TOKEN:

raise RuntimeError("No Hugging Face token found. Add HF TOKEN under Settings —
Secrets.")

To replicate:
1. Create a Hugging Face personal access token with read access.

2. In the Space settings, add a secret:

Name: HF TOKEN
Value: <your token>

3. Ensure the Space has permission to access:

gcorr99/AudioDeepfakeDetection
gcorr99/VideoDeepfakeDetection

On app startup, the token is validated and available files in both repos are listed (mainly for
debugging/verification).

7.2 Gradio Interface Configuration
The Ul is built using gr.Blocks with three tabs: Audio, Image and Video.

app
Key components:
. Audio tab

Input: gr.Audio(type="filepath")
Button: “Analyze Audio”
Outputs:

gr.Image — Mel spectrogram preview
gr.Textbox — Prediction (e.g. FAKE (97.23%))
gr.File — Session log CSV



. Image tab:

Input: gr.Image(type="pil")
Button: “Analyze Image”
Outputs:

gr.Textbox — Prediction
gr.File — Session log CSV

. Video tab
Input: gr.Video
Button: “Analyze Video”
Outputs:
gr.Gallery — Up to first 5 detected faces for preview
gr.Textbox — Prediction
gr.File — Session log CSV
The Blocks app is launched with:

if name ==" main_ "

demo.launch(ssr__ mode=False)

8 Logging and Output Files
The application logs all predictions to a CSV file stored on the container filesystem:
SESSION _LOG _PATH = "/tmp/session_log.csv"

Each new prediction appends a row with:

. timestamp

. type (audio, image, video)

. filename

. prediction (FAKE / REAL)

. confidence (float, 0—1)

. num_faces (for video entries only)

The log is made available to the user via Gradio’s gr.File component so it can be downloaded
after one or more predictions.

9 Reproducibility Checklist

To successfully replicate the experimental setup and application:
1. Create Environment
e Use Python 3.9.

e Install libraries from requirements.txt.



o

o

Prepare Training Data (Local)

Download DEEP-VOICE dataset for audio and FaceForensics++ for video.
Organise files under data/audio and data/video as described in Section 6.1.
Update paths inside AudioTraining.ipynb and VideoTraining.ipynb if needed.

Train Models

Run AudioTraining.ipynb to train the CNN audio model with the
preprocessing and architecture described in Sections 7.2 and 8.2.
Run VideoTraining.ipynb to train/fine-tune the MobileNetV2 visual model as
in Sections 7.4 and 8.3.
Save final models as:

o voice classifier model.keras

o face deepfake model.keras

Upload Models to Hugging Face Hub

Create private model repos: AudioDeepfakeDetection and
VideoDeepfakeDetection.

Upload the .keras files.

Confirm repo IDs and filenames match AUDIO REPO, VIDEO REPO,
AUDIO FILE, VIDEO FILE constants in app.py.

Configure the Space

Create a new Gradio Space.

Add:

app-py

requirements.txt

README.md

(optionally) AudioTraining.ipynb, VideoTraining.ipynb, datasets.zip
Set app_file to app.py in the Space metadata.

Set Hugging Face Token

Add HF TOKEN as a secret in the Space with read access to the model repos.

Run and Verify

Launch the Space; confirm startup succeeds (no token or access errors).
Upload audio, image and video files (from datasets.zip or other sources) to
verify predictions and logging.

Compare performance (qualitatively, and quantitatively if re-evaluating) with
metrics reported in the thesis.
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