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Introduction 

Network anomaly detection has become increasingly critical in modern cybersecurity 

landscapes. As network infrastructures grow more complex and cyber threats become more 

sophisticated, the ability to automatically identify unusual patterns that may indicate security 

breaches, system failures, or malicious activities is paramount. Traditional rule-based 

approaches often fall short when dealing with novel attack patterns or subtle anomalies that 

deviate from normal behaviour in unexpected ways. 

Machine learning offers a promising alternative by learning patterns from historical data and 

generalizing to detect previously unseen anomalies. However, the effectiveness of machine 

learning models depends heavily on feature representation and model selection. This study 

explores these dimensions systematically, comparing traditional classification approaches 

with advanced feature engineering techniques to determine optimal strategies for anomaly 

detection. 

Project Overview 
This report presents a systematic investigation into anomaly detection using machine 

learning techniques on network traffic data. The primary objective was to identify the most 

effective combination of feature engineering approaches and classification algorithms for 

detecting anomalous behavior in network systems. Through rigorous experimentation with 

multiple feature extraction methods and five different classification models 

Hardware/Software Implementation 
To implement this project the following configuration used 

Hardware tools: 
• Operating System: Windows 11 (64-bit) 
• Processor: Intel® Core™ Ultra 9 (Intel Eco Edition) 
•  Storage (Hard drive): 1 TB SSD 
• RAM: 32 GB 



Software tools: 
• Google Colab 
• Python 3 
• Hardware accelerator: CPU 

 

 Data Collection 

The data used to evaluate the proposed model is collected from secondary resource 
“Canadian Institute for Cybersecurity” website as an opensource Dataset named “CIC 
IoT-DIAD 2024” . The dataset includes two subsets each for different purpose, one 
includes preextracted features using CICFlowMeter named as “AD_Flow-based-
features”and the other includes features extracted from Packet-per-Packet analysis 
named as “DI_AD_Packet-based-features”. 

AD_Flow-based-features subset is utilised in this study for couple of reasons including 
the bidirectional communication in each record that is helpful in identifying any 
abnormal activity and its compatibility with the supervised learning models  

Used Libraries  
As shown in the following Figure 1 number of libraries imported to carry on the study 
including:  

Numpy: to handle mathematical calculations that were used in data preprocessing, 
Autoencoders and PCA. 

Pandas: to handle tabular data .csv dataset files, and in preprocessing dataset. 

 Seaborn and matplotlib: mainly used for its visualisation in confusion matrix and PCA 
variance graph 

Moreover, other libraries were imported to carry on the machine learning algorithm and 
specific preprocessing techniques such as class weighting, encoding labels and other 
techniques. 



 

Figure 1 

Data Preprocessing  
A rigorous approach used on the dataset to ensure data quality. In this study sequential 
checks and techniques were conducted to prepare the data for the feature extraction 
stage and model evaluation. 

These techniques were implemented to handle inconsistencies, remove noise, resolve 
null and infinite values, remove nonnumeric features and deal with imbalanced 
classes.  

After loading the data, adding label to the Merai with “Merai” and to the benign with 
“Benign”, merging them into one data frame. A series of checks done and the following 
steps are conducted: 

• Remove any duplicated columns as shown in Figure 2.  
• Remove nonnumeric columns that are not contributing to classification process 

(Flow ID, Src IP, Dst IP, Timestamp) ending with 79 features. 
• Any Null or infinite values replaced with median value to ensure robustness for 

skewed data and don’t influence by outliners while reducing the variance. 

 

Figure 2 

After cleaning data, the summary of the data-frame as shown in Figure 3. 



 

Figure 3 

Moreover, A critical challenge encountered during class distribution check, was class 

imbalance in the dataset, as shown in the original class distribution visualization as shown in 

Figure 4: 

 

Figure 4 

 



To address this imbalance, we implemented class weights in our models, which penalize 

misclassifications of the minority class more heavily as shown in Figure 5. This approach 

ensures that models don't simply learn to predict the majority class to achieve high accuracy 

but instead develop genuine discriminative capabilities. 

 

 

Figure 5 

Feature Engineering Strategies 
  

In this project two feature extraction techniques used on different tuning to evaluate its 

performance against the original dataset features. 

Original Features:  

pre-processed original features without any dimensionality reduction or transformation.  

Autoencoder-Based Features: 

Autoencoders was the first stage trained with varying bottleneck dimensions (16, 32, and 64 

dimensions). Autoencoders learn compressed representations of data by training neural 

networks to reconstruct their inputs through a narrow bottleneck layer. 

During the initial tuning using ‘sigmoid’ in the decoding output layer, found that the (mean = 

6.13, std = 4.61, max = 525.10) as shown in Figure 6. this problem encountered because of 



the StandardScaler Standardization technique used that gives positive and negative values 

while sigmoid restrict output from 0 to 1 range. 

 

Figure 6 

To address this problem the decoder activation replaced with ‘linear’ allowing Autoencoders 

to reconstruct data in positive and negative ranges. After replacing the activation mode, the 

training loss, validation loss, Mean and Std dropped and the representation quality 

enhanced as shown in Figure 7.  

 

 

Figure 7 

The features set of each dimension stored to be assessed on the models. 

Also, it is worth to mention that the other Autoencoder parameters tuned as following:  

Number of layers in encoder and decoder are six symmetric layers, three for the 
encoder and 3 for the decoder as shown in figure 8. 



 

Figure 8 

Batch size set to 256 to maintain acceptable training time, this done for 20 epochs and 
validation split on 10% of the data as shown in Figure 9. 

 

Figure 9 

 

 

PCA-Enhanced Autoencoder Features: 

Building on the Autoencoder features for dimensionally reduction as shown on Figure 10  



 

Figure 10 

After applying PCA found that the results of the variance of each dimension reduction as 

shown in the following Table1 

Process  No. of Features 
Before PCA 

No. of Features  
After PCA 

Variance  

AE16→ PCA8 16 8 91.65% 
AE32→ PCA8 32 8 83.93% 

AE32→ PCA16 32 16 94.90% 
AE64 → PCA8 64 8 79.53% 

AE64 → PCA16 64 16 91.28% 
AE64 → PCA32 64 32 98.75% 

Table 1 

The table shows that the various decreases when applying aggressive reduction (more 
than 50% features reduction). And among all tuning's dimensional reduction from AE64 
features to 32 features retained over 98% of information and gives minimal information 
loss.  

Machine learning models 
Each of the following models were trained on every feature set configuration, resulting in a 

comprehensive comparison matrix that reveals how different algorithms respond to various 

feature representations. 

The feature set were:  

• Original features after preprocessing 
• Extracted features after Autoencoder: 

o 64 features 
o 32 features 
o 16 features 

• Extracted features after Autoencoder+ PCA features: 



o AE 64 -> PCA 32 
o AE 64 -> PCA 16 
o AE 64 -> PCA 8 
o AE 32 -> PCA 16 
o AE 32 -> PCA 8 
o AE 16 -> PCA 8 

Logistic regression  
Logistic regression tuned as following figure 11,12. 

 

Figure 11 

 

Figure 12 

And shows confusion matrix heatmap results as following Figures 13-22:  

 

Figure 13- Original features                                                            Figure 14- 16 features extracted from Autoencoders 



 

 

Figure 15- 32 features extracted from Autoencoders                 Figure 16- 64 features extracted from Autoencoders 

 

Figure 17- 8 features extracted from AE 16 to PCA 8                           Figure 18- 8 features extracted from AE 32 to PCA 8 

 

Figure 19- 16 features extracted from AE 32 to PCA 16  Figure 20 -8 features extracted from AE 64 to PCA 8 



 

Figure 21- 16 features extracted from AE 64 to PCA 16  Figure 22 -32 features extracted from AE 64 to PCA 32                    

And logistic regression Accuracy and F1 scores are shown in the following Table 2. 

logistic regression  
 

feature set  Accuracy F1  
 

original  62.70% 63.94% 

Autoencoders AE_16D 61.90% 63.41% 

AE_32D 62.34% 63.69% 

AE_64D 64.77% 66.04% 

Autoencoders + PCA AE_16D_PCA_8D 59.01% 60.56% 

AE_32D_PCA_8D 56.30% 57.91% 

AE_32D_PCA_16D 60.44% 61.99% 

AE_64D_PCA_8D 58.82% 60.44% 

AE_64D_PCA_16D 63.13% 64.53% 

AE_64D_PCA_32D 61.74% 63.16% 

Table 2 

Random Forest 
Logistic regression tuned as following Figure 23,24. 

 

Figure 23 

 

Figure 24 

And shows confusion matrix heatmap results as following Figures 25-34 :  



 

Figure 25 - Original features                                                                       Figure 26-16 features extracted from Autoencoders 

 

Figure 27- 32 features extracted from Autoencoder                   Figure 28- 64 features extracted from Autoencoders 

 

Figure 29- 8 features AE_16D_PCA_8D                                                        Figure 30- 8 features AE_32D_PCA_8D 

 



 

Figure 31-16 features AE_32D_PCA_16D                                                     Figure 32-8 features AE_64D_PCA_8D 

 

 

Figure 33- 16 features AE_64D_PCA_16D                                         Figure 34-32 features AE_64_PCA_32D 

And Random Forest Accuracy and F1 scores are shown in the following Table 3 

 

Random Forest 
 feature set  Accuracy F1  

 original  93.53% 93.49% 

Autoencoders AE_16D 92.59% 92.54% 

AE_32D 92.81% 92.76% 

AE_64D 92.76% 92.71% 

Autoencoders + PCA AE_16D_PCA_8D 92.18% 92.13% 

AE_32D_PCA_8D 92.27% 92.22% 

AE_32D_PCA_16D 92.60% 92.55% 

AE_64D_PCA_8D 92.17% 92.11% 

AE_64D_PCA_16D 92.49% 92.44% 

AE_64D_PCA_32D 92.59% 92.53% 

Table 3 



XGBoost  
XGBoost tuned as following Figure 35,36. 

 

Figure 35 

 

Figure 36 

And shows confusion matrix heatmap results as following Figures 37-44 

 

                                      Figure 35                                                                                                        Figure 36  



  Figure 
37                                                                                                             Figure 38

 

                                            Figure 39                                                                                                         Figure 40  

 

                                               Figure 41                                                                                                           Figure 42  



 

                                                       Figure 43                                                                                   Figure 44 

And XGBoost Accuracy and F1 scores are shown in the following Table 4 

XGBoost 
 feature set  Accuracy F1  

 original  92.55% 92.61% 

Autoencoders AE_16D 89.38% 89.51% 

AE_32D 90.26% 90.35% 

AE_64D 90.24% 90.34% 

Autoencoders + PCA AE_16D_PCA_8D 88.69% 88.84% 

AE_32D_PCA_8D 88.72% 88.86% 

AE_32D_PCA_16D 89.50% 89.62% 

AE_64D_PCA_8D 88.38% 88.52% 

AE_64D_PCA_16D 89.37% 89.49% 

AE_64D_PCA_32D 89.85% 89.95% 

 

 

LightGBM 
tuned as following Figure 45,46. 

 

Figure 45 

 

Figure 46 



And shows confusion matrix heatmap results as following Figures 47- 

 

                                         Figure 47                                                                                                            Figure 48 

 

                                            Figure 49                                                                                                          Figure 50  

  

                                  Figure 51                                                                                                            Figure 52 

 



 

                                         Figure 53                                                                                                       Figure 54  

 

                                              Figure 55                                                                                               Figure 56  

 

And LightGBM Accuracy and F1 scores are shown in the following Table 5 

 

LightGBM 
 feature set  Accuracy F1  

 original  93.27% 93.31% 

Autoencoders AE_16D 89.95% 90.06% 

AE_32D 90.72% 90.81% 

AE_64D 90.82% 90.92% 

Autoencoders + PCA AE_16D_PCA_8D 89.41% 89.53% 

AE_32D_PCA_8D 89.38% 89.51% 

AE_32D_PCA_16D 90.06% 90.17% 

AE_64D_PCA_8D 89.02% 89.15% 

AE_64D_PCA_16D 89.92% 90.03% 

AE_64D_PCA_32D 90.32% 90.42% 

Table 5 
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