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1 Introduction 

This is a configuration manual designed to explain the setup of the project and facilitate the 

replication of results. This handbook includes all hardware specification, software specifications, and 

code libraries utilized for the implementation of the artifact. The proposed plan and the research 

undertaken are heavily dependent on this setup manual. 

 

2 Hardware Specifications 

• Central Processing Unit (CPU) – 13th Gen Intel® Core™ i7-1355U, 1700 Mhz, 10 Core(s), 

12 Logical Processor 

• GPU – Intel ARC Graphics 

• System Memory (RAM) – 16.0 GB (15.7 GB usable) 

• Operating System (OS) – Microsoft Windows 11 Home, 64-bit Operating System 

• OS Version – 10.0.26100  

• OS Build – 26100 

• Laptop Manufacturer – Acer 

• Laptop Model – Swift SFG16-71 

 

 

3 Software Specifications 

For the purposes of this project, python was used as the coding language and the Integrated 

Development Environment (IDE) used was Microsoft Visual Code. For the purpose of machine 

learning, data processing, computation and analysis, several python packages were used.  

• Microsoft Visual Studio Code (version - Update 1.105.1 ) 

• Python version 3.12.10 installed on PowerShell 

 

 

Figure 1: VSCode terminal showing python version 



 

Figure 2: Microsoft VSCode IDE version 

 

4 Dataset Download 

The CIC-MALMEM-2022 dataset can be downloaded from Kaggle or from the official 

website of University of Newbrunswick Canada and saved in a folder. The full file path must 

be noted so that it can be used in the Python code. The FilelessMalwareDetection.py must 

have been copied and the dataset relative file path must have been added in the code before 

executing the file. 

 

5. Python Software Libraries Used 

The python libraries used are all in the “requirement.txt” file of the software package. Some 

of the libraries used are the following 

• Numerical and data processing 

o Numpy version 1.26.0 

o Pandas version 2.2.0 

• Machine Learning / Deep Learning 

o scikit-learn version 1.5.0 

o xgboost version 2.0.0 

o tensorflow version 2.14.0 

• Visualization 

o Matplotlib version 3.8.0 

o Seaborn version0.13.0 

 

• Reproducibility 

o Joblib version 1.3.0 

 



6. Data Preparation 

The script expects a CSV file or a zipped CSV file as shown in the figure below 

 

Figure 3: Code block for loading the CSV file 

 

6.1 Data Preprocessing 

The script automatically handles the preprocessing of data, label encoding, splitting of data for 

training, validation and testing. It also handles scale and feature heatmaps. 

 

Figure 4: Code block showing data preprocessing, split and scale. 

 

7. Model Training and Evaluation 

7.1 CNN Model 

This function constructs a Convolutional Neural Network intended to categorise memory artefacts as 

benign or malicious. The model accepts an 8×8 feature map as input and employs two convolutional 

layers to identify spatial behavioural patterns linked to fileless malware. Batch normalisation 



enhances training stability, but max pooling minimises dimensionality. The collected features are 

flattened and subsequently processed through a thick layer with dropout to mitigate overfitting. A 

terminal sigmoid output layer generates a probability score for binary classification. The model 

employs the Adam optimiser and utilises binary cross-entropy loss, with accuracy, precision, and 

recall measured throughout training to assess detection efficacy. 

 

Figure 5: Code block showing CNN model build 

 

7.2 CNN Training 

This section of the scripts trains the CNN model. It first builds the CNN, then sets up callbacks for 

early stopping and saving the best model during training. 

 

Figure 6: Code block showing CNN training 

 

7.3 CNN Evaluation 

This code block generates predictions from the trained CNN on the test dataset and evaluates the 

model’s performance. It computes key binary classification metrics using the predicted probabilities, 

then creates and saves a confusion matrix plot. 

 

Figure 7: Code block showing the evaluation of CNN model 

 



7.4 Benchmarked Baselines (SVM, RF, XGBoost and Naïve Bayes) 

This code block prepares the baseline ML models that will be compared against the CNN. It creates a 

dictionary of classifiers such as Random Forest, Naïve Bayes, and SVM with an RBF kernel, and 

XGBoost. It then merges the training, and validation sets into a single dataset, which will be used to 

train these baseline models for fair comparison with the CNN. 

 

Figure 8: Code block showing other ML baseline models 

 

7.5 Evaluation of Benchmarked ML Baselines 

This section trains and evaluates all baseline ML models. The metrics and confusion matrix for each 

model are saved to disk. The results such as accuracy, precision, recall, F1-score, and ROC-AUC are 

stored for later comparison, and ROC curve data is collected to enable multi-model visual analysis. 

 

Figure 9: Code block showing evaluation of benchmarked models 

 

7.6 Visualization and Metric Plotting 

These functions generate visual evaluation plots for model performance. This visual shows how many 

benign and malware samples were correctly or incorrectly classified.  



 

Figure 10: Code blocking showing the visualization functions 
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