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Configuration Manual

Siddhartha Reddy Thigala
24135003

System Requirements

This part of the document explains what basic hardware and software are needed to work
with the project ”Optimizing Task Orchestration for Latency Reduction in 5G-Enabled
Cloud Environments”, whether it is running on a personal machine or deployed using
Amazon Web Services (AWS).

1.1

1.2

Hardware Requirements

Central Processing Unit(CPU) - The CPU must be a dual-core with a minimum
clock speed of 2.0 GHz or a faster (e.g., quad) CPU for faster experiment times.

Memory: At least 8 GB RAM (16 GB recommended when running multiple trials
or other applications in parallel).

Storage: It’s best to have at least 10 GB of free space available, so that there is
enough room for Python packages, generated logs, and output files.

Network: Stable broadband connection for cloning the GitHub repository and
interacting with AWS services.

Software Requirements

Operating System: Ubuntu 20.04 LTS or later, macOS Monterey or later, or
Windows 104-.

Python: Version 3.10 or later, with pip package manager available.
Git: For cloning the project repository from GitHub.

VS Code (optional): Open Visual Studio Code and take advantage of the “Re-
mote SSH” extension, which lets you work on the cloud machine that’s running on
EC_2.

AWS Command Line Interface:: A tool that uses for interacting with AWS
services, set up using an TAM identity that has the required access privileges.



1.3 Python Dependencies

All Python dependencies are defined in the project’s requirements. txt file. Key libraries
include:

¢ NumPy and Pandas for numerical processing and CSV handling.
e Matplotlib and Seaborn for generating latency and reward plots.
e Boto3 for interacting with Amazon S3 and CloudWatch.

e PyTest for running the test suite.

These packages are installed automatically during the installation steps in Section [2]

1.4 AWS Account and IAM Requirements

To run experiments on AWS, an active AWS account is required. The project assumes
an IAM role named LatencyOrchestrator with the following managed policies (or equi-
valent custom policies) attached:

e AmazonS3FullAccess: full access to S3 buckets used for experiment artefacts.
e AmazonEC2FullAccess: ability to launch and manage EC2 instances.

e CloudWatchLogsFullAccess: permission to create log groups, streams and pub-
lish logs.

This role is later attached to the EC2 instance that executes the remote training job.

2 Installation Guide

This part outlines how to prepare the environment on an AWS virtual machine so that
the project can run remotely. All configuration steps are carried out directly on the
chosen EC2 server. In general, the process follows a simple end-to-end sequence:

1. Set up a new IAM role named LatencyOrchestrator and attach the required
policies.

2. Create Linux virtual machine on AWS EC2 and save the key pair while creating.
3. Connect to the EC2 instance via SSH in VS Code.

4. Prepare the machine by refreshing its package list, then add the required develop-
ment tools such as Python, pip, and Git.

5. Retrieve the source code from the GitHub repository and navigate into the directory
that contains the project files.

6. Install the required libraries from requirements.txt.
7. Run the main_remote.py file to execute experiments.

8. Verify that results are saved in S3 and logs are created in CloudWatch.



2.1 Step 1: Creating IAM Role and Adding Policies

To allow EC2 instance to access S3 and CloudWatch, create IAM role with necessary
permissions:

1. Go to AWS dashboard and go to the Identity and Access Management [AM area,
then choose the option for managing Roles. Roles.

2. Click Create role, indicate that the permissions will be used by an AWS service,
and assign them to FC2 for this project

3. Name the roleLatencyOrchestrator.
4. Attach the following three managed policies:
e AmazonS3FullAccess — provides full access to S3 buckets for storing experi-

ment artefacts.

e AmazonEC2FullAccess — allows full access to EC2 instances and related re-
sources.

e CloudWatchLogsFullAccess — grants permission to create log groups, streams
and publish logs to CloudWatch.

5. Complete the wizard and save the role.

A figure showing the IAM role creation screen can be included:

LatencyOrchestratorRole .
Allows EC2 instances to call AWS services on your behalf. AmazonS3FullAccess, CloudWatchFullAccesS, AmazonEC2FullAccess

Delet
Summry

Creation date ARN Instance profile ARN
October 20, 2025, 00:08 (UTC+05:30) =} i le/LatencyO =] iam:745999343329
profile/LatencyOrchestratorRole

Permissions policies (3) it @( simutate 12 ) (" Remove ) ((Add permissions v )

You can attach up to 10 managed policies,

Filter by Type
Q search | Alttypes v | 1 @

Policy name |2 a | Type v | Attached entities v |

= AmazonEC2FullAccess AWS managed 1

AmazonS3FullAccess AWS managed 1

= CloudWatchFullAccess AWS managed 1

Figure 1: Creating the LatencyOrchestrator IAM role with required policies.

2.2 Step 2: Creating the EC2 Instance and Downloading the
Key Pair

Launch an EC2 Linux instance that will run the training and evaluation:

1. In the AWS Console, navigate to the EC2 service and click Launch instance.

2. Choose an Ubuntu Server 20.04 LTS AMI (or later).



3. Select an instance type (e.g., t3.medium or t3.large).

4. Under Key pair (login), either select an existing key pair or create a new one.
Important: If creating a new key pair, download the .pem file immediately and
store it securely. This file is required for SSH access and cannot be downloaded
again.

5. Under Network settings, configure a security group that allows SSH (TCP port 22)
from your IP address.

6. Under Advanced details, in the IAM instance profile dropdown, select the LatencyOrchestrator
role created in Step 1.

7. Review the configuration and click Launch instance.

8. Note the public IP address or public DNS name of the launched instance. This will
be needed for SSH connection.

A diagram of the EC2 launch process can be included:

= EC2 > Instances > Launch aninstance

Launch an instance

Amazon EC2 allows you to create virtual machines, or instances, that run on the AWS Cloud. Quickly get started by following the simple steps below.

Name and tags i

Name

\ LatencyOrchestrator ‘ Add additional tags

v Application and OS Images (Amazon Machine Image) o

An AMI contains the operating system, application server, and applications for your instance. If you don't see a suitable AMI below, use the search field or choose
Browse more AMIs.

| Q Search our full catalog including 1000s of application and OS images

Recents Quick start

Amazon mac0s Ubuntu Windows Red Hat SUSE Linux Debian Q

Linux
Browse more AMls

- 3 Including AMis from
aws L3 ubuntu® || B Microsoft || @ RedHat cwe @ AWS, Marketplace and
Mac SUSE detian the Community
Amazon Machine Image (AMI)
Ubuntu Server 24.04 LTS (HVM), SSD Volume Type Free tier eligible
ami-0ecb62995f68bb543 (64-bit (x86)) / ami-01b9F1e7dc427266e (64-bit (Arm)) v
Virtualization: bvm  ENA enabled: true  Root device type: ebs

Figure 2: Launching the Ubuntu EC2 instance with IAM role and key pair.

2.3 Step 3: Connecting to EC2 via SSH in VS Code
Use Visual Studio Code with the Remote SSH extension to connect to the EC2 instance:
1. Install the “Remote — SSH” extension in VS Code if not already installed.

2. Open your local SSH configuration file (typically /.ssh/config) and add a new
host entry:



Host latency-orchestrator-ec2
HostName <EC2_PUBLIC_IP>
User ubuntu
IdentityFile ~/.ssh/your-key-pair.pem

Replace <EC2_PUBLIC_IP> with the actual public IP address of your EC2 instance,
and your-key-pair.pem with the path to your downloaded key pair file.

3. Set the correct permissions on the key file (required on Linux/macOS):

chmod 400 ~/.ssh/your-key-pair.pem

4. In VS Code, open the Command Palette (Ctrl+Shift+P or Cmd+Shift+P) and
select “Remote-SSH: Connect to Host”.

5. Choose the host entry you just created (e.g., latency-orchestrator-ec2).
6. A new VS Code window opens, connected to the remote EC2 instance.

7. Open a terminal in VS Code (Terminal — New Terminal) to proceed with the
installation steps.

A screenshot of the VS Code Remote SSH connection can be referenced:

Users > siddharthreddy > .ssh > = config

Host my-ec2-instance-thesis-project
HostName 54.172.38.33
User ubuntu
ForwardAgent yes
IdentityFile ~/Downloads/LatencyOrchestratorRole.pem

Figure 3: Connecting to the EC2 instance using VS Code Remote SSH.

2.4 Step 4: Updating the System and Installing Python, pip,
and Git

Once connected to the EC2 instance via VS Code (or a terminal), update the system
packages and install the required tools:

sudo apt update && sudo apt upgrade -y
sudo apt install -y python3 python3-venv python3-pip git

This command:

e Updates the package list and upgrades existing packages.

e Installs Python 3, the Python virtual environment module, pip (Python package
manager), and Git.

Verify the installations:

python3 --version
pip3 --version
git --version



2.5 Step 5: Cloning the GitHub Repository and Changing Dir-
ectory

Clone the project repository from GitHub and navigate to the project directory:

git clone https://github.com/cdarthreddy/LatencyReductionInCloud.git
cd LatencyReductionInCloud

This creates a local copy of the project source code on the EC2 instance.

2.6 Step 6: Installing Required Libraries

Set up a Python virtual environment and install all project dependencies:

python3 -m venv venv
source venv/bin/activate
pip install -r requirements.txt

The virtual environment isolates project dependencies from system Python packages.
After activation, the shell prompt should be prefixed with (venv). The requirements.txt
file installs all necessary libraries including NumPy, Pandas, Matplotlib, Seaborn, Boto3,
and PyTest.

A figure illustrating the EC2 terminal after installation:

2.7 Optional: Local Setup

For local development and testing, you can also set up the project on your local machine:

Local Installation Steps
1. Clone the repository:

git clone https://github.com/cdarthreddy/LatencyReductionInCloud.git
cd LatencyReductionInCloud

2. Create and activate a virtual environment:

python3 -m venv venv
source venv/bin/activate # On Windows: .\venv\Scripts\Activate.psl

3. Install dependencies:

pip install -r requirements.txt

4. Run a local sanity check:

python main.py

If desired, you may illustrate the local workflow with a figure:
At this point, the EC2 instance is fully configured and ready to run experiments.
Proceed to Section |3| for instructions on executing the main scripts and verifying results.
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® Downloads — ubuntu@ip-172-31-22-131: ~[LatencyReductioninCloud — ssh -i LatencyOrchestra...

Last login: Tue Dec 2 15:07:04 2025 from 51.183.36.2089

$ cd LatencyReductionInCloud/
[u $ source venv/bin/activate
(venv) a1: $ python main_remote.py
[config] Using region=us-east-1, bucket=latency-results—project, run=run-202512027150841Z
[OK] Cloudwatch logging enabled —> /aws/latency-orchestrator/logs/orchestrator-20251202T7150841
[0K] Workload already present; re-using existing file.
[START] Starting training + evaluation...
[OK] Using simulator: simple
[START] Starting Q-Learning simulation...
Episode 20/300 | Avg reward (last 2@): -368249.
Episode 40/300 | Avg reward (last 20): -332358.
Episode 60/300 | Avg reward (last 20): -323056.
Episode 80/360 | Avg reward (last 20): -301554.
Episode 100/360 | Avg reward (last 2@): -299776.
Episode 120/360 | Avg reward (last 2@): -284475.
Episode 140/300 | Avg reward (last 2@): -282778.
Episode 160/300 | Avg reward (last 20): -278041.
Episode 180/300 | Avg reward (last 20): -276847.
Episode 200/300 | Avg reward (last 20): -271457.
Episode 220/300 | Avg reward (last 2@): -272238.
Episode 240/300 | Avg reward (last 2@): -266888.
Episode 260/300 | Avg reward (last 2@): -273676.
Episode 280/3€0 | Avg reward (last 20): -268544.
Episode 300/300 | Avg reward (last 20): -272309.
[0K] RL training completed.
[OK] RL done | avg latency: 982.47 ms
[OK] Loaded 3@@ tasks from data/workloads.csv

[OK] Training + Evaluation complete.
data/rl_weights.npy
data/reward_curve.png
data/workload_results.csv
data/workload_comparison.png

[0K] Manifest saved —> data/manifest.json

[UPLOAD] Uploading artifacts to S3 under prefix: runs/run-202512027150841Z

[OK] Uploaded -> s3://latency-results-project/runs/run-202512027150841Z/rl_weights.npy

[0K] Uploaded -> rl_weights.npy

[0K] Uploaded —> s3://latency-results—project/runs/run-20251202T150841Z/workload_results.csv
[OK] Uploaded -> workload_results.csv

[OK] Uploaded -> s3://latency-results-project/runs/run-202512027150841Z/workload_comparison.png
[OK] Uploaded -> workload_comparison.png

[0K] Uploaded —> s3://latency-results—project/runs/run-20251202T7150841Z/reward_curve.png
[OK] Uploaded -> reward_curve.png

[0K] Uploaded —> s3://latency-results—project/runs/run-20251202T150841Z/manifest.json

[0K] Uploaded -> manifest.json

[OK] Remote execu complete.
(venv) ueif 31 31:

Figure 4: EC2 terminal after cloning the repository and installing dependencies.

PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

siddharthreddy@ac thesis % source venv/bin/activate
(venv) siddharthreddy@ac thesis % python main.py
[0K] Generated 300 tasks —> data/workloads.csv
Example: (@, 'ARVR', 14.626, 'medium')

[0K] Using simulator: simple

[0K] Random done | avg latency: 1881.44 ms

[0K] Rule done | avg latency: 1747.26 ms
[0K] RL done | avg latency: 3036.92 ms

[0K] Outputs generated:
data/workload_results.csv
data/workload_comparison.png

<>, (venv) siddharthreddy@ac thesis % |JJ

Figure 5: Local installation and test workflow (optional).

3 Usage Guide

This section explains how to run the main experiment script on the EC2 instance and
verify that results have been stored in Amazon S3 and logged to CloudWatch.



3.1

Running the Main Remote Script

After completing all installation steps in Section [2| you are ready to run the remote
orchestration script on the EC2 instance:

1.

Ensure you are connected to the EC2 instance via VS Code Remote SSH (or ter-
minal).

Navigate to the project directory and activate the virtual environment:
cd LatencyReductionInCloud

source venv/bin/activate

Run the remote orchestration script:

python main_remote.py

The main _remote.py script performs the following operations:

Checks if a workload file exists in data/workloads.csv; if not, generates one auto-
matically.

Trains the reinforcement-learning orchestrator using Q-learning with the configured
number of episodes (default: 300).

Evaluates the learned policy on the workload and records per-task latency results.
Generates output artefacts including:

— rl weights.npy — learned Q-table weights

— reward_curve.png — training progress visualization

workload results.csv — per-task latency results

workload_comparison.png — latency comparison plot

— manifest.json — run metadata including configuration and average latency

Uploads all artefacts to the configured S3 bucket under a unique run prefix (e.g.,
runs/run-20251201T12000OZ/).

Publishes logs and custom metrics to CloudWatch for monitoring and troubleshoot-
ing.

The script execution may take several minutes depending on the number of episodes
and the workload size. Progress messages will be displayed in the terminal, and logs will
be written to CloudWatch in real-time.



3.2 Verifying Results in Amazon S3
After main remote.py completes execution, verify that the results have been successfully

saved to the S3 bucket:

1. Open the AWS Console and navigate to the S3 service.

2. Locate the bucket configured in config.py (typically via the S3_BUCKET constant
or S3_BUCKET environment variable).

3. Navigate to the runs/ folder within the bucket.

4. Find the folder corresponding to your run ID (e.g., run-20251201T120000Z/),
which is an ISO-style timestamp generated at the start of the run.

5. Confirm that the following artefacts are present:

e rl weights.npy — learned Q-table weights
e reward curve.png — training reward curve visualization
e workload results.csv — per-task latency results
e workload comparison.png — latency comparison plot
e manifest.json — run metadata and configuration
If all files are present, the experiment has completed successfully and results have

been uploaded to S3. You can download these files for local analysis if needed.
An illustrative screenshot of the S3 bucket contents can be included:

run-20251202T1508412/ D) Copy 53 URI
Objects Properties
Objects (5)
@ I0 Copy S3 URI I Copy URL + Download Open L2 Delete ( Actions ¥ ) ( Create folder ) T Upload
Objects are the fundamental entities stored in Amazon $3. You can use Amazon S3 inventory L? to get a list of all objects in your bucket. For others to access your objects,
you'll need to explicitly grant them permissions. Learn mure_e'
Q. Find objects by prefix 1 [}
Name A | Type v | Last modified v | size v | storage class v |
December 2, 2025, 15:08:44
ifest.j; i ' ’ 14.0B t: d
@ manifestjson json (UTC+00:00) 3140 Standar
December 2, 2025, 15:08:44
[ reward_curve.png png (UTC+00:00) 649KB  Standard
December 2, 2025, 15:08:44
[ rl_weights.npy npy (UTC+00:00) 13608 Standard
December 2, 2025, 15:08:44
: r
workload_comparison.png g (UTC+00:00) 2wEKE Standard

December 2, 2025, 15:08:44

(UTC+00:00) 8.8 KB Standard

[ workload_results.csv (3%

Figure 6: Artifacts for the Experiment Loaded into Amazon S3 Bucket.

3.3 Verification of CloudWatch Logs

To confirm that logs have been created in CloudWatch and monitor the executions per-
formed on those logs follow this process:

1. Open AWS Console and select the CloudWatch service.



2. Select Logs from the left navigation menu, then choose Log groups.

3. Locate the log group configured for the project (typically /aws/latency-orchestrator/logs).
4. Click on the log group to view log streams.

5. Open the most recent log stream to review the execution logs.

6. Verify that the following information is present:

e Training start and completion messages

e Episode progress and reward information
e 53 upload status for each artefact
e Run ID and S3 prefix information

e Any errors or warnings that occurred during execution

The CloudWatch logs provide detailed information about the experiment execution,
making it easy to troubleshoot issues and monitor progress. Logs are written in real-time,
so you can monitor the execution as it happens.

You may include figures showing example CloudWatch log groups and streams:

B3 O @ @  UnitedStates(N. Viginia) v

SiddharthReddy

@ covdwarch @ss Hun B

e CloudWatch > Log > latency > 20251201T115750

Cloudwatch < Log events @ Create metric filter

You can use the filter bar below to search for and match terms, phrases, or values in your log events. Learn more about filter pattems [2

Favorites and recents >
@, Filter events - press enter to search
Dashboards Cear 1m  30m 1h  12h  Custom B || UTCtimezone ¥
» Alarms Ao @o Qo ]
> Al Operations New )
- > Timestamp | Message
» GenAl Observability
P 2025-12-01711:57:51.2057 [INFO] Starting RL training: simlatorssimple, episodes=300
» Application Signals  New X ‘
P 2025-12-01711:57:51.2207 [INFO] Beginning training phase
(APM)
_— > 2025-12-01711:57:52.3362 [INFO] Training conplete: ovg_latency=899.58ns, final_renard=-267127.25
» Infrastructure Monitoring
» 2025-12-01711:57:52.5822 [INFO] Beginning evaluation phase
¥ Logs
P 2025-12-61711:57:53.1012 [INFO] Evaluation corplete: 300 tasks processed, edge=300, cloud=d
Log Management New
> 2025-12-01T11:57:53.1252 [INFO] Manifest created: date/manifest.json
Log Anomalies
T > 2025-12-01T11:57:53.1442 [INFO] Starting 53 upload to prefix: runs/run-202512017115750Z
ive Tail
P 2025-12-01T11:57:53.2437 [INFO] Successfully uploaded rl_weights.npy
Logs Insights New
P 2025-12-01711:57:53.2872 [INFO] Successfully uploaded workload_results. csv
Contributor Insights
> 2025-12-01711:57:53.336Z [INFO] Successfully uploaded warkload_comparison.png
» Metries > 2025-12-01711:57:53.3902 [INFO] Successfully uploaded reward_curve.png
* Network Monitoring » 2025-12-01T11:57:53.4322 [INFO] Successfully uploaded manifest.json
P 2025-12-01711:57:53.4742 [INFO] Remote orchestration run completed: run-2025120171157502 | Uploaded: S, Failed: @
» Setup Backtotop A
No newer events at this moment. Auto retry paused. Resume

Figure 7: CloudWatch log group and streams for the orchestrator.

These metrics provide quantitative insights into system performance and can be used
for monitoring and alerting.

3.4 Troubleshooting

If results are not appearing in S3 or logs are not being created in CloudWatch:

e Verify that the IAM role LatencyOrchestrator is correctly attached to the EC2
instance and has the required policies.

e Check that the S3 bucket name in config.py is correct and accessible.
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e Ensure that the CloudWatch log group exists or can be created by the TAM role.
e Review the terminal output for any error messages during script execution.

e Check the CloudWatch logs for detailed error information.
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