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Configuration Manual
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1 Introduction

The manual includes hardware and software requirements, installation procedure, config-
uration files and testing procedure eBPF| (2025)Mazaheri et al.| (2016)Nguyen and Kim
(2022)

2 Hardware Requirements

2.1 Minimum System Specifications

Table 1: System Requirements
Component Minimum Requirement Recommended

CPU 4 cores 8+ cores

RAM 8 GB 16 GB or more

Storage 20 GB free space 50 GB SSD

Network Internet connection Stable broadband

OS Ubuntu 22.04 LTS Ubuntu 22.04 LTS or later

Before proceeding, verify your system meets the requirements:

2.2 Software Requirements and Steps for Running the Project

2.3 Required Software and Tools

The following software components are required for the testbed:

2.4 System Verification

2.5 Software Installation Script

Install the prerequisites which installs kubernetes kind, Docker, Kubectl, Helm, Cilium
CLI 01-prerequisites.sh script:



Table 2: Required Software Components
Software  Version Purpose
Docker 20.10+ Container runtime for kind
kubectl 1.284 Kubernetes command-line tool
kind 0.20.04  Kubernetes in Docker
helm 3.12+ Package manager (optional)

Cilium CLI Latest Cilium installation and management
Python 3 3.8+ Script execution (if needed)

curl Latest HTTP client for testing

iperf3 Latest Network performance testing

:-$ nproc

:-§ free -h
total used free buff/cache available
15G1 11G1 593M1 3.7G1 3.7G1
7.5G1 6.3G1 1.2G1

:~$ df -h
Filesystem Size Used Avail
tmpfs 1.6G 3.6M 1.6GC
/dev/nvmednlp6 136G 24G 106G
tmpfs 7.7G  21M . 1% /dev/shm
tmpfs 5.0M 8.0K 1% /run/lock
efivarfs 438K 281K 65% /sys/firmware/efi/efivars
/dev/nvmednlpl 96M 55M . 58% /boot/efi
tmpfs 1.6G 3.7M 1. 1% /run/user/1000
/dev/sdal 306G 3.5G 12% /media/kali/DA48-1102

1S lsb_release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 24.04.3 LTS
Release: 24.04
Codenam noble

Figure 1: Check

v TERMINAL

MSc Research Project/MSc-Research-Project-/testbed$
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2.6 Cluster Creation Script

The cluster creation is automated through 02-create-cluster.sh:

Execution:

./scripts/02-setup-tenants.sh

control-plane* "ciliua-mul
P

o *kind-ciliun-multitenant”
ur cluster with

fo --context kind-ciliun-multitenant

Tus

Liun-nultitenant -worker”]

ter-info dump

EXTERNAL-1P

Figure 2: Cluster Creation Output

2.7 Setup Tenants

Create a Multi-tenant evironment using this script(namespaces, RBAC, quotas)03-setup-tenants. sh:

kaligkali:~/Desktop/MSc Re: 0 rch-Project-/testbeds /s p-tenants. sh

. rbac.authorization

binding. rbac.auth

2.8 Deploy worker nodes

Run this script to deploy worker no

CREATED AT
2-10T10:56:18Z

LIMIT
linits.cpu: 6/4, limits.mem
LiMIT

Uimits.cpu: 6/4, Limit:

des04-deploy-workloads.sh It creates 4 worker

nodes and 1 control plane and test the creation using this command

kubectl get nodes

kubectl -n kube-system get pods
ubectl -n kube-system get pods
kubectl get pods -n tenant-a

| grep kube-proxy
-1 k8s-app=cilium -o wide




v TERMINAL
Imag:
Port:
Hos
commanj

Environment
BIN_PATH

r
mount - bpf -fs:
C-Jnraln r ID:

P-)It.
Hos
Command

mount | grep "/sys,
t Waiting

&& kubectl

&& kubectl -n kube-system
26m
26m
26m
26m
26m

get pods | grep kube-pro:
Running
Running
Running
Running
Runnin
pod cilium-q8k8w

tem get pods -1

k8s-app=cilium -0 w
NOMINATED NODE S

NODE

cilium-bp8bw
cilium-12mfq
cilium-njké

cilium-st2kn
cilium- 3

Running
Running
Running
Running
Running

cilium-multit
cilium-multit
cilium-multite
cilium-multit
cilium-multi

tbed

Running
Running

2.9 Configure Hubble Ul

o

kubectl -n kube-system get deploy,svc | grep hubble
kubectl -n kube-system port-forward svc/hubble-ui 12000:80

Terminal

TERMINAL § kubectl -testbed + « & [ @ -

127.0.0.
12000:80"

d svuc/hubble
Error lis

ui’ 12000:80
tcp4 127.0.0. 900: a a in use una

443/TCP
80/TCP
.145. 80/TCP
Desktop/MSc Research Project/MSc- Reseal:h Pla]ett /testbeds kul forward svc/hubble-ui 12660:80
on por 1200( 7 h the following error able t 1 Error listen tcpd 127.0.6.
ener: r already in us

kali
Unabl to l)

n al\ any of the

nesrtap Msc Research Pro pods -1 ks-app=hu

Y s
2 2 Rumning

kubectl -n kube-system port-forward svc/hubble-ui 12000:80
> 8681
Forwarding from [::1]:1200 -> 8981
Handling connection for 12088
tion for 12600
Desktop/Msc Research Project/Msc-Research-Project-/testbe
Desktop/MSc Research Project/Msc-Research-Project-/testbe
0.1:12000 -> 8861
Forwarding from [::1]:12000 -> 8981
Handling connection for 12000
Handling connection for 12
d

rd svc/hubble-ui

MSc Research Project/Msc-Research-Project- t-fo
rd svc/hubble-ui 12600:80

2 i c Research Project/MSc-Research-Project-
Forwarding from 127.6. 0.1:12000 - 6031
Forwarding from [::1]:12006 -> 8681
andling connection for 12600
tion for 12000

~foru




2.10 Configure Prometheus and Grafana

install -prometheus.sh

kubectl -n monitoring port-forward svc/prometheus-kube-prometheus -
prometheus 9090:9090

kubectl -n monitoring port-forward svc/prometheus-grafana 3000:80

MSc-Research-Project-/testbed$ cripts/18-install-prom

Hang tight while we grab t
cocE sfully got an update from

stack has
kubectl - space monitoring

Get Grafana 'admin' user password
kubectl --namespace monitoring
Access Grafana local instance:
yort POD NAM ubectl --namespace monitoring get pod -1 "app.kub:
l\.(l ectl --namespace monitoring port-forward $POD_NAME 3000
Get your grafana admin user password by running:

kubectl get secret --namespace monitoring -1 app.kubernetes.io/component=admin-secret -o jsonpath="{.items[®]

-n monitoring port-forward s rometheus - kube- prometheus-prometheus 9896:9690

.1:9090 -> 90980
g 990 -> 9090
Handling connection for 9698
Handling connection for 9090
Handling connection for 9090
Handling cc i 9090
Handling cc 9090
. e

-n monitoring port-forw 5 yrometheus - kube- prometheus -prometheus 9696:9090
3 3 not found
top/MSc Research Project$ kube -n monitoring port-forward svc/prometheus-kube-prometheus-prometheus 9696:9096
127.0.6.1:9890 -> 9890
096 -> 9090
Handling connection for 9698
Handling connection for 9698
Handling connection for 9690

2.11 Check Cilium Status and Pods

cilium status




/MSc Research Project$ cd MSc-
/MSc Research Project/MSc-Research-Project-$ cilium status

Cilium:

Deploy hubble-r
Deployment hubble-ui
cilium Running:
cilium-envoy Running:
r Running:

hubble-relay Running:

hubble-ui Running:
Cluster Pods: /15 managed by Cilium
Helm chart ion: 1.18.2
Imag 5 cilium quay.i 1lium/cilium:v1.18.2@sha256:858 4e20e85e3ea3240a762e1f4b29f1cb5bbde463b8aa77e
7bB97cB667: 5

cilium y quay.io/cilium/cilium .34.7-1757592137-1a52bb680a956879722f48c591a2ca90f7791324@sha
256:7932d656b6316T866b6732099d33355184322123cfe1182e6T05175a3bc

cilium-operator quay. i opera ric:v1.18. a £ ffc5789fd5ff6a534e3b1460623dT61cbabbf5e
alc7b40153b5efb81865: 1

hubble-relay quay.i -relay:v1.18.2@sha256:6079308eel5e44df f476Tb52261273217c5c4407a1017bc3
470916242b0405ac: 1

hubble-ui y / ium; e-ui-backend:ve.13.3@sha256:dbl454e45dc39cad41fbf7cad3leec95d99e5b9949c3
9daaaddfa8lef29d56953: 1

hubble-ui ay.io/cili -ui:ve.13.3@sha256:661d5de7050182d495c6497 f fObBO7a7ale379648e60830dd68
c4d78ae21761 i
ka'lis i:~/Desktop/MSc Research Project/MSc-Research-Project-$ [

2.12 Final Exection and Results Collection

run 06-run-complete-tests.sh, This Script runs the simulated attacks creating three steps
(1)baseline, (2)NetworkPolicy, (3) Cilium-L7 which collects the metrics and data for
attacks, status, connectivity, performance, resources .

1|06-run-complete-tests.sh

Sc Research Project/MSc-Research-Project-/testbed$ ./scripts/@6-run-complete-tests.sh

ip
t pods d

[2/5] Checking resource quotas...

s found
quotas checked/r

s found
s removed

-6b597544bf-p7s5f condi
-b-7ffc4ff595-b5r96 condi

P -b-7ffcaffs9 bt7 condi
+ Workload pods v

[5/5] Final cleanup check. ..

rrent pod status:
3

NODE NOMINATED NODE INESS GATES
-a-6b597544bf-766qk i
-6b597544bf -p7s5f i 0 ‘ : cilium-multi
RES s NODE NOMINATED NODE  READINESS GATES
-b-7ffcaff595-b5r96 Running . cilium-multi 4 <non <non
-b-7ffcaff595-s6bt7 Running 4. cilium-mul <non <non

Cleanup Compls

Cluster is ready for fresh test
¢ Cleanup complete

from kul
al.metrics
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3] Running performance twn(hmarks. co
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r not ready
r not ready

t 4] Concur tion t
All commands and output from this s
If you don't see a command prompt
warning: couldn't ach to pod/concur
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container is in CONTAINER
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