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Configuration Manual

Abhishek Murari Sharma
x23406461

1 Introduction

The manual includes hardware and software requirements, installation procedure, config-
uration files and testing procedure eBPF (2025)Mazaheri et al. (2016)Nguyen and Kim
(2022)

2 Hardware Requirements

2.1 Minimum System Specifications

Table 1: System Requirements
Component Minimum Requirement Recommended
CPU 4 cores 8+ cores
RAM 8 GB 16 GB or more
Storage 20 GB free space 50 GB SSD
Network Internet connection Stable broadband
OS Ubuntu 22.04 LTS Ubuntu 22.04 LTS or later

Before proceeding, verify your system meets the requirements:

2.2 Software Requirements and Steps for Running the Project

2.3 Required Software and Tools

The following software components are required for the testbed:

2.4 System Verification

2.5 Software Installation Script

Install the prerequisites which installs kubernetes kind, Docker, Kubectl, Helm, Cilium
CLI 01-prerequisites.sh script:
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Table 2: Required Software Components
Software Version Purpose
Docker 20.10+ Container runtime for kind
kubectl 1.28+ Kubernetes command-line tool
kind 0.20.0+ Kubernetes in Docker
helm 3.12+ Package manager (optional)
Cilium CLI Latest Cilium installation and management
Python 3 3.8+ Script execution (if needed)
curl Latest HTTP client for testing
iperf3 Latest Network performance testing

Figure 1: Check Systems Configuration and should meet this minimum Requirements
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2.6 Cluster Creation Script

The cluster creation is automated through 02-create-cluster.sh:
Execution:

1 ./ scripts /02-setup -tenants.sh

Figure 2: Cluster Creation Output

2.7 Setup Tenants

Create a Multi-tenant evironment using this script(namespaces, RBAC, quotas)03-setup-tenants.sh:

2.8 Deploy worker nodes

Run this script to deploy worker nodes04-deploy-workloads.sh It creates 4 worker
nodes and 1 control plane and test the creation using this command

1 kubectl get nodes

2 kubectl -n kube -system get pods | grep kube -proxy

3 ubectl -n kube -system get pods -l k8s -app=cilium -o wide

4 kubectl get pods -n tenant -a
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2.9 Configure Hubble UI

1 kubectl -n kube -system get deploy ,svc | grep hubble

2 kubectl -n kube -system port -forward svc/hubble -ui 12000:80
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2.10 Configure Prometheus and Grafana

1 install -prometheus.sh

2 kubectl -n monitoring port -forward svc/prometheus -kube -prometheus -

prometheus 9090:9090

3 kubectl -n monitoring port -forward svc/prometheus -grafana 3000:80

2.11 Check Cilium Status and Pods

1 cilium status

5



2.12 Final Exection and Results Collection

run 06-run-complete-tests.sh, This Script runs the simulated attacks creating three steps
(1)baseline, (2)NetworkPolicy, (3) Cilium-L7 which collects the metrics and data for
attacks, status, connectivity, performance, resources .

1 06-run -complete -tests.sh
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