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1 System Requirements  
I. AWS EKS Cluster 

• 3 x Worker nodes (t3.medium) 

• OS: Amazon Linux 

• Cluster Version: Kubernetes >= 1.30 
II. Terraform >= 1.11 

III. Helm >= 3.18 
IV. Litmus Chaos >= 3.20 
V. Prometheus >= 2.51 

VI. AWS Cli v2 
VII. Kubectl >= 1.29  

VIII. Git 
IX. VS Code  

 
 

2 Project Directory and Structure 
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3 Setup Guide  

3.1 Terraform Script  

This terraform script is used to provision the infrastructure. It includes the main.tf, output.tf 
and variables.tf files which provisions the EKS cluster, node group, Vpc and Subnets. 
 

 
 

We initialize terraform using  
- Terraform init  
- Terraform plan  
- Terraform apply 

 
We verify the AWS EKS cluster creation using command 
 

- kubectl get nodes 
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3.2 Sock-Shop application Deployment 

Install the Sock-Shop application onto the EKS Cluster using the complete-demo.yaml file 
using command:-  
 

- kubectl apply -f complete-demo.yaml  
 
Verify the installation using:-  
 

- kubectl get pods -n default. 
 

 
 

All pods must be ready and in running state. 
 
We can access the application frontend using  

- kubectl port-forward svc/front-end 8080:80 
 
The application will be live on 

- http://localhost:8080 

3.3 LitmusChaos Setup 

Install LitmusChaos via helm using the below command 
- helm repo add litmuschaos https://litmuschaos.github.io/litmus-helm/  
- helm install chaos litmuschaos/litmus --namespace=litmus --set 

mongodb.image.registry=docker.io --set 
mongodb.image.repository=bitnamilegacy/mongodb --set mongodb.image.tag=5.0.8 

- kubectl apply -f gp3-sc.yaml  
 
Verify litmus chaos installation using the below command 

- kubectl get pods -n litmus 
 

https://litmuschaos.github.io/litmus-helm/
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In order to access the Litmus ChaosCenter UI we use the below command 
- kubectl port-forward svc/litmus-frontend-service -n litmus 9091:9091 

 
The ChaosCenter UI will be live on  

- http://localhost: 9091 

3.4 Prometheus monitoring setup  

Install Prometheus via helm using the command 
- helm repo add prometheus-community https://prometheus-

community.github.io/helm-charts 
- helm install monitoring prometheus-community/kube-prometheus-stack --

namespace monitoring --create-namespace --set 
alertmanager.persistentVolume.storageClass="gp2",server.PersistentVolume.storag
eClass="gp2" 

 
Verify installation using  

- kubectl get pods -n monitoring 
 

 
 

Access the prometheus dashboard using 
- kubectl port-forward -n monitoring svc/monitoring-kube-prometheus-prometheus 

9090:9090 
The prometheus dashboard will be live on  

- http://localhost:9090 
 
Use the below Prom Query in-order to scrape the data during the failure injection. 

i. Network-Loss 
o rate(container_network_receive_bytes_total{pod=~"carts.*", pod!~"carts-

db.*"}[1m]) 
 
ii. Pod Delete 

http://localhost:9090/
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o sum(kube_pod_status_ready{namespace="default",pod=~"carts.*",pod!~"ca
rts-db.*", condition="true"}) 
 

iii. CPU Utilization 
o avg(sum by (pod) 

(rate(container_cpu_usage_seconds_total{pod=~"carts.*",pod!~"carts-
db.*",container!="POD"}[1m])))  
 

4 Failure Injection  

4.1 LitmusChaos Probe Configuration 

      
       

5 Outputs 

5.1 Network Loss  

The network loss experiment showed sudden spike in the network usage by the carts pod 
making microservice unavailable. 
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5.2 Pod Delete  

The pod delete experiment was run in two phases i.e. with replica set and without replica 
set. While running the experiment without replica set the carts microservice was completely 
unavailable while the pod was recovering for the failure, whereas in the second phase the 
service was still available as the configuration was made to maintain replicas (up to 2) such 
that even if one pod fails the other was ready to take requests. 

5.2.1 Without replica set configuration 
 

 

5.2.2 With replica set configuration 
 

 
 

5.3 CPU Utilization 

The CPU utilization experiment was run in two phases i.e. with autoscaling and without 
autoscaling. While running the experiment without autoscaling the carts microservice was 
utilized ~60% of the available CPU which caused other microservices to fail due to CPU 
deallocate, whereas in the second phase the CPU utilization averaged ~35% where the HPA 
would have a minimum of 1 and maximum of 6 pods if the pod CPU utilization cross 50%. 
 
 
 
 



7 
 

 

5.3.1 Without autoscaling configuration 
 

 

5.3.2 With autoscaling configuration 
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