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Introduction

The agenda of the project is to use the open-source Kubernetes security tools like
Falco, Kube Armor, Tetragon in managed Kubernetes cloud platforms like AKS and EKS to see
how well these tools performs in detecting and preventing any attack into the microservice
which is running in the cluster, and how much resource it consumes in the process.

Configuration setup

Initially we need to install certain tools to initialize the setup, we can use our local command
prompt or virtual machine from the respective cloud to access create, access, and deploy
microservices and security tools in the Kubernetes cluster.

Install AWS cli

To install run the following commands

curl "https://awscli.amazonaws.com/awscli-exe-linux-x86_64.zip" -o "awscliv2.zip"
unzip awscliv2.zip
sudo ./aws/install

confirm the installation by running the below command
aws —version

Install kubectl - It is used to interact with the Kubernetes cluster
Run the below commands

Download the latest release with the below command

curl -LO https://d|.k8s.io/release/S(curl -L -s
https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl

validate the binary
curl -LO https://d|.k8s.io/release/S(curl -L -s
https://dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl.sha256

Validate the kubectl binary against the checksum file

echo "$(cat kubectl.sha256) kubect!" | sha256sum —check
If valid, the output is:

kubectl: OK

Install kubectl
sudo install -o root -g root -m 0755 kubectl /usr/local/bin/kubectl


https://dl.k8s.io/release/$(curl%20-L%20-s%20https:/dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl
https://dl.k8s.io/release/$(curl%20-L%20-s%20https:/dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl
https://dl.k8s.io/release/$(curl%20-L%20-s%20https:/dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl.sha256
https://dl.k8s.io/release/$(curl%20-L%20-s%20https:/dl.k8s.io/release/stable.txt)/bin/linux/amd64/kubectl.sha256

Install Helm

We need helm tool, to deploy the open-source Kubernetes security tools in the
cluster using helm charts. Depending on the OS we use, the command to install helm varies,
| used ubuntu OS machine, so these are the following commands used to install helm

sudo apt-get install curl gpg apt-transport-https --yes

curl -fsSL https://packages.buildkite.com/helm-linux/helm-debian/gpgkey | gpg --dearmor |
sudo tee /usr/share/keyrings/helm.gpg > /dev/null

echo "deb [signed-by=/usr/share/keyrings/helm.gpg] https://packages.buildkite.com/helm-
linux/helm-debian/any/ any main" | sudo tee /etc/apt/sources.list.d/helm-stable-debian.list
sudo apt-get update

sudo apt-get install helm

Install Azure cli
curl -sL https://aka.ms/InstallAzureCLIDeb | sudo bash

:~$ kubectl version --client
Client Version: v1.34.1
Kustomize Version: v5.7.1
$ aws ——version

aws-cli/2.31.31 Python/é.13.9 Linux/6.14.0-1016-aws exe/x86_64.ubuntu.24
H helm version
version.BuildInfo{Version:"v3.19.0", GitCommit:"3d8990f08366910229297773f3524598fU6bdaé", GitTreeState:"clean", GoVersion:"gol.24.7"}

Creation of EKS cluster
Creation cluster is created via eksctl tool, for that need of eksctl tool is necessary

For unix
Run the below commands one by one

# for ARM systems, set ARCH to: "arm64’, ‘armv6’ or ‘armv7"
ARCH=amd64
PLATFORM=$(uname -s)_SARCH

curl -sLO "https://github.com/eksctl-
io/eksctl/releases/latest/download/eksctl_SPLATFORM.tar.gz"

# (Optional) Verify checksum

curl -sL "https://github.com/eksctl-
io/eksctl/releases/latest/download/eksctl_checksums.txt" | grep SPLATFORM | sha256sum -
-check

tar -xzf eksctl_SPLATFORM.tar.gz -C /tmp && rm eksctl_SPLATFORM.tar.gz

sudo install -m 0755 /tmp/eksctl /usr/local/bin && rm /tmp/eksctl



paste the below content in a yaml file , save the file.

apiVersion: eksctl.io/vlalpha5
kind: ClusterConfig

metadata:
name: newcluster #name of the cluster which you want to set as
region: eu-west-1  #where you want to create the cluster
version: "1.33" #cluster version need to specify here

vpc:

id: vpc-0bal8fd30f1962ef4  #virtual network id(the virtual network where you gonna
place eks cluster)
subnets:
public:
eu-west-1c:
id: subnet-Oadaca70583a3f279 #given two public subnet id of the respective vpc to
place resources in the subnet getting access from interent
eu-west-1a:
id: subnet-016ae80e752874c0c
private:
eu-west-1c:
id: subnet-06822e5a322045f29 #given two private subnet id of the respective vpc to
place resources in the subnet forbid access from interent
eu-west-1a:
id: subnet-05b542d1c8eafc9d7
managedNodeGroups:
- name: workernodesofnewcluster #name of node-group
amiFamily: AmazonLinux2023

instanceType: t2.large #machine type like defining how much cpu and ram we
require(based on it choose the instance type)

minSize: 2 #minimum no of nodes

maxSize: 4 #maximum no of nodes, to scale up the node based on load

desiredCapacity: 2

volumeSize: 40 #storage size of machine

iam:
attachPolicyARNs:
- arn:aws:iam::aws:policy/AmazonEKSWorkerNodePolicy
- arn:aws:iam::aws:policy/AmazonEKS_CNI_Policy

To apply this file, run kubectl apply -f nameofthefile.yaml



Generally, it takes 15 to 20 minutes for the creation of the Kubernetes cluster. To check
whether the cluster is active or not, run the below command

B 4V @ @  cuopelreana v

brucewayne
e Amazon Elastic Kubernetes Service Clusters @ c]
Amazon Elastic < Clusters (1) i @ Create cluster ¥
Kubernetes Service
Q Filter clusters 1 ]
Dashboard New
Clusters Cluster name & Status v Kubernetes version v Support period v Upgrade policy v Created
v Settings newcluster @ Active 1.33 Upgrade now @ Standard support until July 29, 2026 Extended support November 15, 2025, 11:03 (UTC+00

Dashboard settings New

Console settings

¥ Amazon EKS Anywhere

Enterprise Subscriptions

¥ Related services
Amazon ECR
AWS Batch

Documentation 12

To get connected to the cluster run the following command
aws eks update-kubeconfig --region us-west-1 --name newcluster

aws eks describe-cluster --name newcluster --region eu-west-1 --query "cluster.status"
It will say status is active

To see the nodes of the cluster

Run — kubectl get nodes

:~$ aws eks describe-cluster --name newcluster --region eu-west-1 --query "cluster.status"

"ACTIVE"

:~$ kubectl get nodes
NAME STATUS ROLES AGE VERSION
ip-172-31-13-144.eu-west-1.compute.internal  Ready <none> 20d  v1.33.5-eks-c39b1de
ip—172—31—17—133.eu—west—; .compute.internal Ready <none> 2ed v1.33.5-eks—c39b1d0

Create AKS cluster via azure cli

Run az login
And choose the subscription of the account



Run the following command to create the AKS cluster

az aks create \
--resource-group final \
--name test_sec\
--location northeurope \
--kubernetes-version 1.32.9 \
--node-count 2 \
--node-vm-size Standard_L2aos_v4 \
--network-plugin azure \
--enable-rbac \
--generate-ssh-keys \
--nodepool-name agentpool \
--tier free

Iacop‘;m 0 ® & @ & ohwidones@gmai..

DEFAULT DIRECTORY JOHNWIC.. S8

== Kubernetes center (preview) | Clusters

Name Type Subscription Resource Group  Location Fleet Manager Power state Managed nam...  Kubernetes ver.

To get connected to the cluster run the following command
az aks get-credentials --resource-group final --name test_sec

To see the nodes of the created cluster run
Kubectl get nodes

C:\Users\bala>kubectl get nodes
NAME STATUS ROLES AGE VERSION

aks—-agentpool-14248651-vmss000000 Ready <none> 3d1h v1.32.9
aks—agentpool-142U48651-vmss000001 EETLY <pone> 3d1h vl1.32.9

Deployment of microservice and security tools — common to both AKS and EKS
Deploy Falco

To install helm repository run the following commands
helm repo add falcosecurity https://falcosecurity.github.io/charts
helm repo update



helm install --replace falco --namespace falco --create-namespace --set tty=true
falcosecurity/falco

Check the Falco pods are running
kubectl get pods -n falco

Deploy a microservice
kubectl create deployment nginx --image=nginx

By default, the falco has certain rules, which will apply to all the pods running in the cluster,
if needed, the rules can be customized to monitor specific pod or namespace
Apply the Falco rules in the Kubernetes cluster

IN EKS

Set the environment variable for the pod

set POD variable

POD=S(kubectl get pod -l app=nginx -o name)

execute shell
To get into the container and execute shell commands run the below command
kubectl exec -it S(kubectl get pods --selector=app=nginx-falco -o name) — sh

To check the logs, where detection is stored, run the below command
kubectl logs -l app.kubernetes.io/name=falco -n falco -c falco | grep Notice

sensitive file access
kubectl exec -it $(kubectl get pods --selector=app=nginx-falco -o name) -- cat /etc/shadow
kubectl logs -l app.kubernetes.io/name=falco -n falco -c falco | grep Warning

user_uid=8 user_loginui
ainer_name=nginx contain

To watch the logs continuously, in one terminal run the below command
kubectl logs -n falco falco-pjrqgk -c falco -f | grep nginx

Sensitive file access

kubectl exec -n default nginx-5869d7778c-6ltmm -- cat /etc/shadow

File tampering

kubectl exec -n default nginx-5869d7778c-6ltmm -- touch /etc/hacked_file

Shell execution

kubectl exec -n default nginx-5869d7778c-6ltmm -- bash -¢ "echo 'malicious command'
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Deployment of Kube Armor — common for both EKS and AKS

helm repo add kubearmor https://kubearmor.github.io/charts

helm repo update kubearmor

helm upgrade --install kubearmor-operator kubearmor/kubearmor-operator -n kubearmor --
create-namespace

kubectl apply -f
https://raw.githubusercontent.com/kubearmor/KubeArmor/main/pkg/KubeArmorOperator/
config/samples/sample-config.yml

Install KArmor CLI
curl -sfL http://get.kubearmor.io/ | sudo sh -s -- -b /usr/local/bin

Deploy a test nginx application

kubectl create deployment nginx --image=nginx

Apply the Kube Armor policies by kubectl apply -f name of the file.yaml
set POD variable

POD=$(kubectl get pod -l app=nginx -0 name)

In EKS

Execute shell

karmor logs -n default --json - run in a different terminal
kubectl exec -it SPOD -- /bin/bash

Sensitive file access

karmor logs -n default --json - run in a different terminal
kubect! exec -it SPOD -- cat /etc/shadow

Privilege escalation

karmor logs -n default --json - run in a different terminal
kubectl exec -it SPOD -- su


https://raw.githubusercontent.com/kubearmor/KubeArmor/main/pkg/KubeArmorOperator/config/samples/sample-config.yml
https://raw.githubusercontent.com/kubearmor/KubeArmor/main/pkg/KubeArmorOperator/config/samples/sample-config.yml

$ POD=$(kubectl get pod app=nginx —o name)
:~$ kubectl exec —-it $POD /bin/bash
exec /bin/bash: permission denied
command terminated with exit code 255
$ Kkubectl exec -it $POD cat /etc/shadow
cat: /etc/shadow: Permission denied
command terminated with exit code 1
:~$ Kkubectl exec -it $POD
exec /usr/bin/su: permission denied
command terminated with exit code 255

nginx

79e+7825

T4, "UpdatedTime": "

" " "Name

_T1548.003 o
potential privilege e
BPFLSM" on": "BL
uB48T7Y2 t : }, "KubeArmor on":"vl.

In AKS

Apply the Kube Armor policies by kubectl apply -f name of the file.yaml|
In terminal one — run the following command to see the logs continuously
karmor.exe logs -n default —json

Sensitive file access

kubectl exec -n default nginx-5869d7778c-g8s99 -- cat /etc/shadow

File tampering

kubectl exec -n default nginx-5869d7778c-g8s99 -- touch /etc/blocked-file
shell execution

kubectl exec -n default nginx-5869d7778c-g8s99 -- sh -c "Is /etc"

:~$ kubectl exec -n default nginx-7b557bc76d-95rlt —— sh —c "echo test"
test

:~$ kubectl exec -n default nginx-7b557bc76d-95rlt —- cat /etc/shadow
cat: /etc/shadow: Permission denied
command terminated with exit code 1

:~$ kubectl exec —-n default nginx—7b557bc76d-95rlt -- touch /etc/test-file
touch: cannot touch '/etc/test-file': Permission denied
command terminated with exit code 1

me":"de

ault”, "Owne
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Deployment of Tetragon — common for both AKS and EKS
Only the nginx pod name changes with respect to clusters.

Install tetragon

helm repo add cilium https://helm.cilium.io

helm repo update

helm install tetragon S{EXTRA_HELM_FLAGS[@]} cilium/tetragon -n kube-system
kubectl rollout status -n kube-system ds/tetragon -w

create the tetragon detection policies for sensitive file access, file tampering, and shell
execution and apply that policies, using the below command

kubectl apply -f tetragon-sensitive-file-access.yaml and similarly apply the other two policies
as well.

Testing the detection

Sensitive file access

kubectl exec nginx-5869d7778c-6ltmm -n default -- sh -c "cat /etc/shadow > /dev/null"
kubectl exec nginx-5869d7778c-6ltmm -n default -- sh -c "cat /etc/passwd > /dev/null"

File tampering

kubectl exec nginx-5869d7778c-6ltmm -n default -- sh -c "echo 'test' > /etc/test-
tampering.txt"

kubectl exec nginx-5869d7778c-6ltmm -n default -- sh -c "touch /bin/testfile 2>&1"



Shell execution

kubectl exec nginx-5869d7778c-6ltmm -n default -- bash -c "whoami"
kubect! exec nginx-5869d7778c-6ltmm -n default -- sh -¢ "id"
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Prometheus and Grafana deployment in EKS and AKS

Add the Prometheus helm repository, for that run the below command

helm repo add prometheus-community https://prometheus-community.github.io/helm-
charts

helm repo update

create an exclusive namespace in the cluster for setting up the monitoring tools
kubectl create namespace monitoring

Install prometheus

helm install prometheus prometheus-community/prometheus -n monitoring

For EKS, installed Prometheus using the below command, where the PVC claim is disabled.
To accomplish customized promothesus-values.yaml is used

helm install prometheus prometheus-community/prometheus -n monitoring -f
C:/Users/bala/prometheus-eks-values.yaml

Verify promtheus pod are up and running
kubectl get pods -n monitoring
kubectl get svc -n monitoring

Deploy Grafana
Add the Grafana helm repository

helm repo add grafana https://grafana.github.io/helm-charts
helm repo update



create a grafana configuration file with username and password, and pointing prometheus
as data source in the file and install that grafana with that file.

First generate a password using a openssl

openssl rand -base64 32

Note down the password, and place it in the YAML file.

Create a file named grafana-values.yaml and grafana-eks-values.yaml for AKS and EKS
respectively

Install grafana using the file we generated, which is stored in my local. Already the both the
cluster kubeconfig file is loaded in my local machine, so, it will have access to the respective
clusters.

Run the below command for AKS
helm install grafana grafana/grafana -n monitoring -f C:/Users/bala/grafana-values.yaml

For EKS run the below command
helm install grafana grafana/grafana -n monitoring -f C:/Users/bala/grafana-eks-values.yaml

verify the grafana installation
kubectl get pods -n monitoring | grep grafana
kubectl get svc grafana -n monitoring

Access the grafana Ul by running the below command

Run the below command from local command prompt to port-forward to the cluster, port
3000 is from local machine to the port 80, where the grafana running

kubectl port-forward -n monitoring svc/grafana 3000:80

Access the grafana by running the below command in browser
http://localhost:3000

For EKS use the below login credentials
Username: admin
Password:X1LomNCQMwTM{BiXgyx5SWBIHwW7LAshNa6QTyzTi

To view the resource utilization of the respective security tools in each cluster, on grafana
dashboard click, import dashboard and load the already configured JSON files like
C:\Users\bala\security-tools-dashboard-eks.json and C:\Users\bala\security-tools-
dashboard.json for EKS and AKS respectively.

Now the dashboard will reflect the resource utilization of security tools like Falco, Kube
Armor, and tetragon in the Ul.
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References:

For creating AWS EKS cluster -
https://docs.aws.amazon.com/eks/latest/userguide/clusters.html

For creating Azure AKS cluster — https://learn.microsoft.com/en-us/azure/aks/what-is-aks

For Kube Armor implementation - https://docs.kubearmor.io/kubearmor/quick-
links/deployment_guide

For Tetragon implementation - https://tetragon.io/docs/getting-started/install-k8s/

For Falco implementation - https://falco.org/docs/getting-started/falco-kubernetes-
quickstart/
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