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1 Introduction

The practical design of a holistic cloud security framework is introduced in a
setting of Amazon Web Services (AWS) in this section. It is concerned with
the functionality of converting theoretical security into a real-world setting that
helps to increase confidentiality, integrity, and availability of the cloud resources.
The basic infrastructure including EC2, VPC, S3, etc are properly implemented
and strengthened with a Zero Trust security model, multi-factor authentication,
and enhanced SSH access control.

Automated threat detection processes are also incorporated with the help of
tools such as Fail2ban and custom log analysis to detect and prevent harmful
behavior in real-time. TLS and AWS Key Management Service are used to
ensure strong encryption of data in transit and the rest. To prove the efficiency
and stability of the secured AWS environment, the system is ultimately tested
by the means of controlled security testing, comprising of the network scan,
denial-to-service testing, and brute-force attacks.

1.1 System Configuration Setup
1.1.1 System Configuration Setup

Software Used

* AWS Lab

« Kali Linux

* WSL (Windows Subsystem for Linux)
Hardware Used

= Windows 10

* 8 GB RAM



2 Project Implementation

2.1 Environmental Setup

2.1.1 Step 1: Zero Trust Hardening

Figure 1: Installation of Google Authenticator

The success of the deployment of Google Authenticator on the server is con-
firmed by the installation of the packages and the available opportunities to
achieve multi-factor authentication, thus increasing access controls due to the
introduction of additional verification measures in accordance with the require-
ments of the Zero Trust model.

By defanlt, " new Token 18 generated every 30 seconds by the mobile &pp
In order to compenaate for possible time-skew between the client and the server,
allow an extra token before and after the current time This allows for a

time skew of up to 30 seconds between authentication server and client. If you
experience problems with poor time synchronization, you can increase the window
fxom its defsult size of 3 permitted codes (one previous code, the current

code, the next code) to 17 permitted codes (the 8 previous codes, the curreant
code, and the 8 next codes). This will permit for a time skew of up to 4 minutes
betweean rver.

Do you want to do ? (¢y/m) ¥

If the computer that you are logging into isn't hardened against brute~force

login sttempts, you can ensble rate-limiting for the authenticaticon module.
By default, this limits attackers to no more than 3 login attempts every 30s.
Do you want Lo enable te-limiting? (y/n) ¢

[ec2-osexr$ip-172-31-77-5 ~]§

Figure 2: Configuring the Google Authenticator

Configuration introduces the generation of tokens, time-skewed exploitation and
“brute-force” guarding. Allowing rate-limiting decrease the chances of abuse of
authentication, and provide greater resistance to repeated logins and overall
security of the authentication state.



[eci-user@ip-172-31-77-5 ~1% sudo nano fetc/ssh/sshd config
[eci-user@iip—1 31-77-5 ~]1%
[eci—user@ip—172-31-77-5 ~]1%

£ — Zaro Tru=zt Implemsntation———

rdTnteractiveButhantication yes
ChallengeHesponsebuthentication yes

Figure 3: Enabling Keyboard-interactive Authetication

The SSH is configured so that there is the keyboard-interactive authentication
has been activated and challenge response authientication is also activated that
the security to the user logins on top of the password authentication can be
there.

[c2 - wens@ip-172-23-77-% -]1%

wcd-mauz@ip-1723-31-77-5 «1§

Figure 4: Checking the configuration file

Configuration check gets validation of syntax correctness whereby modified SSH
parameters are verified to work correctly. This process helps avoid the risks
of misconfiguration and ensures that secure authentication policies are imple-
mented without appropriately interrupting the access to the servers.

[ec2-uger@ip

gerfip sudo systemctl restart sshd

[eci-user@ip

Figure 5: Restarting sshd configuration

The restart of the SSH daemon with new authentication options enables MFA
and new security policies that are immediately enforced and the server imme-
diately start to operate with enhanced Zero Trust.



[ec2-user@ip—172-31-T7-5 = sudo nano Sete/pam_df=sshd
[ecZ-user@ip-172-31-T7-5

([ec2-user@ip—172-31-T7T-5
[ec2-nger@ip-172-31-T7T7-5
CNU nano 8.3
#%PAM-1_0
auth required pam google authenticator.so nullok
substack password-suth
include postlogin
required
required
include password-auth
include password-auth
inux._so se should first session rule
required pam i cloge
regquired pam 1
elinux.so open shoul:
required
regquired
optional

pam motd._so
pasaword-auth
session include postlogin

Figure 6: Configuring PAM File

PAM settings are modified to provide authentication control, Google refresher,
session management, and secure login activities, which enforces orderly access
by SSH access policy and controlled session policy.

[eci-uzer@ip-1 31-T77-5
[eci-—uger@ip-1T72-31-T7-5 sudo gshd -t

[ecZ—user@ip—-1 31-77-5
[eci-user@ip—172-31-T77-5

Figure 7: Testing the PAM File

The SSH daemon setup is tested with a sudo sshd -t command to ensure that
the rules in authentication are free of errors before implementing changes on the
server to ensure one operates the server securely.

Figure 8: Restarting SSHD and Checking SSHD status

SSHD is restarted and its health is checked, which proves that it has been loaded
successfully, is running and is bound to port 22, which is a working service of
secure-shell.



[eci-uger@ip—172-31-77-5 =~]%
[ee2-nser@ip—172-31-77-5 ~]% =sudo nano fetef=shfzshd config
[eci-userfip—1T72-31-T7-5 =~]%
[ecZ-—user@ip—172-31-77-5 ~1%
[eci-ugerfip—1T72-31-T7-5 =]%

# —— Zero Trust Implementation--—-—-
KbdInteractiveAuthentication yes
ChallengeResponseBAuthentication yes
PermitRootLogin no
PubkeyAuthentication yes
PermitEmptyPasswords no
PasswordAuthentication yes

UsePAM yes
n]llowAgentForwarding no
Al lowTcpForwarding no
GatewayPorts no
{l1Forwarding no
(AuthT

ClientAliveInterwval 300

ClientAliveCountMax 2

UseDNS no

PermitUserEnvironment no

# AuthenticationMethods publickey keyboard-interactive

Figure 9: Applying Zero Trust Settings

SSH settings are adjusted to impose requirements on stronger authentication,
to refuse unsafe features, to restrict the number of sessions, and to apply the
principles of Zero Trust to provide better system security and keeping the attack
surface at the minimal level.

Figure 10: Creating Password for EC2 User

The EC2 user is given a new password which changes authentication tokens
and allows the user to log in with a password upon activation of more stringent
access control and stricter security enforcement.



2.2 Step 2: Threat Detection

Figure 11: Installation of Fail2ban (Anomaly Detection for SSH)

The information in the package installation and system logs proves that Fail2ban
is deployed successfully, and the dependencies, repositories, and service compo-
nents are installed correctly and strengthening the anomaly detection ability of
SSH.

Figure 12: Enable monitoring of suspicious SSH activity

Configuration entries can turn SSH protection on with set ports, filters, log
paths, and ban rules to be reflected, and block repeated and failed authentication
attempts to mitigate them with automatic blocking.



Figure 13: Start the anomaly monitor

The start and verification of the operating status and its running parameters
are allowed and activated by service commands. Effective activation allow to
monitor the process of login and prevent brute-force attacks in advance.

Figure 14: Adding Local Log Analyzer
The commands create a new script, grant execution permission, and verify its

presence in the directory. This establishes a functional local log-analysis tool
ready for automated threat-detection tasks.

2.3 Step 3: Encryption

Figure 15: AWS CLI Configuration and STS Identity Verification on EC2

AWS CLI commands are configured credentials and identify with STS to en-

sure access to the going-on programs is secure on the EC2 instance and the
authenticity of the IAM utilization in cloud operations.

Figure 16: Listing the existing KMS keys

The aws kms list-keys retrieve a list of available KMS keys and its Keyld and



ARNSs, ensuring the presence of several customer managed keys. Applicable in
auditing encryption resources and ensuring that there is availability of keys to
be operated on later.

Figure 17: Verifying Prerequisites

The command aws sts get-caller-identity shows identity of callers, IAM roles,
configuration and EC2 instances metadata. Authenticates using AWS creden-
tials, region configuration and environment preparedness with key management
or encryption operation.

(ec2-usez@ip-

liow role to zee ey
"Allow",

“aroiwws:ias: c00422016187)

rateDatakey”™,
“kas CoscrutaDatalayWichousPiaintaxe™

"Resource™: **"

[ec-uans@ip-172~31-77-8 <)%

Figure 18: Creating a KMS Key

The cat > key policy.json << ‘EOF command displays development of a
critical policy that allows authorization to root and that of a particular 1AM role.
Provides protection to the access control operations of encryption, decryption
and key generation of data.



Figure 19: Creating a CMK

Provision on-demand KMS key, which is managed by the customer, and the
metadata is shown, with Keyld, ARN, type and status. Certifies that it success-
fully provides a symmetric encryption key which uses in secure data operations.

~1%
T2 ~]1% aws kms generate-data-key \
¥ SEEY ID %\
——key-spac RES 256 Y
> data_key_json
-.-] 5

s
=15 | |

Figure 20: Generate a Data Key

Creates a data key based on KMS key and AES-256 specification. Generates
encrypted key material and plaintext material needed to remain consistent with
application-level encryption processes that are secure.

Figure 21: Testing the KMS Encryption and Decryption

KMS encryption is effective and ensures the confidential message is secure
thereby illustrating a smooth encryption and decryption process with AWS Key
Management Service.



Figure 22: Installing nginx and certbot

Installing of nginx and certbot provides the base web server and automation
tools to create a secure site via the installation of automation tools in the form
of nginx and certbot.

Figure 23: Creating necessary directories and setting the permissions

The most important security measure is to create directories with the right
permissions in order to work with sensitive files of TLS certificates correctly.

Figure 24: Generating TLS Certificate

Using Certbot to generate a TLS certificate happens to be an automated method
of achieving a trusted, valid certificate to use in HTTPS.
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gudo neno fetc/nginx/conf_dfssl_ conf

listen 443 a=1l;
SErver nName £cid-Server;

ssl certificate /etc/ssli/certs/aerver_crt;
1l certificate key /fetc/ssl/priwvates/server _key:
location § |
oot Jfusrfshere/nginxfhtml;
index imdex_html;

Figure 25: Configuration of the NGINX to use TLS

The password of the configuration of the NGINX TLS makes the server bound
to port 443 and give the right path of the key and certificate of the server.

{sc2-uswcPip-172

Figure 26: Testing the nginx configuration

The configuration test is successful, and for testing the command sudo nginx -t
command has been used in the AWS EC2 terminal accordingly.

Figure 27: Restarting the NGINX

NGINX service is successfully started and with a successful restart, but the logs
of the start-ups also indicate the same server name alert, as well.

11



2.4 Step 4: Testing

Moss/kaly

Moms/hatl

Figure 28: Nmap scan using Public IP of AWS

A Nmap scan has been done using the public IP of the AWS EC2 Instance. The
scan shows that of one of AWS EC2 Instance ports 22 and 53 are open, which
means that the AWS server has an SSH port and a DNS port open, indicating
that its attack surface is potentially well-lockdown.

1-09200352668ef bedS (zero_trust_Implementation)
(D Mre recirmerdntons

CPU Lttzaean (%

Metverk cu Erytest (o) Wewrt jackens o (| Q

Metvext pachers o oot o Meacssroksas et 13 O £ crmtt Lnage foruens o LU comt tmnce (court|

Figure 29: Monitoring EC2 Instance during Nmap scan

EC2 indicators reveal that in the measured period, CPU usage and credit bal-

ance are in a good condition and did not show any effects of the nmap scan on
the performance.

Figure 30: Performing DoS attack on AWS Server

SYN flood DoS attack on port 22 result in 100 percent loss of packets by the
attacker to prove the resilience of server or the presence of network filters.
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Figure 31: Monitoring the system during DoS Attack

System monitoring in case of “DoS attack” indicate normal process load and
minimal resources utilization, as evidence of the stability of the server in the
state of stress.
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/home/kali
hydra -L users.txt -P passwords.txt ssh://3,210,181.77 -t 4 -V
Hydra v9.5 (c¢) 2023 by van Hauser/THC & David Maclejak Please do not use in military or
secret service organizations, or for illegal purposes (this is non-binding, these **» jgi
nore la and ethics anyway),

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 30

[DATA] max 4 tasks per 1 server, overall 4 tasks, 336 login trie 1:16/p:21), ~84 tries
per task

[DATA] attacking ssh://3.210,181.77:

[ATTEMPT] target 3 181,77 login "admin® pass "password” 1 of 336 [child 0] (0/0|
)

[ATTEMPT] target 3. L181. - login "admin” pass "Password123" - 2 of 336 [child 1] (
0/9)

[ATTEMPT] t ] 5 A login "admin® pass "123456" - 3 of 336 [child 2] (@/0)
[ATTEMPT] targ v 181, - login "admin" - pass "12345678" - 4 of 336 [child 3] (0/0|
)

[ATTEMPT ) X v 7 Login "admin® "12345" 5 of 336 [child 1] (o/0)
[ATTEMPT ] ] 5 5 - login "admin® - admin® - 6 of 336 [child 3] (o/0)
[ATTEMPT] § y 5 login "admin" "admin123" - 7 of 336 [child 2] (0/0
)

[ATTEMPT] tar 3 , Llogin "admin” “root” 8 of 336 [child o) (0/0)
[ATTEMPT] it 3, .181. - login "admin® - s "rootl123" - 9 of 336 [child 1] (0/0)
[ATTEMPT] tars L1181, login "admin" i "welcome® - 10 of 336 [child 3] (0/0)
)

[ATTEMPT] target 3.210.181,77 Login "admin® pass "welcomel 11 of [child 2] (

[ATTEMPT] target 3.210.181.77 - login "admin” pass "welcomel23” - 11 of 3 [ehild 2] (
0/0)
[ATTEMPT] target 3,210,181.77 - login "admin™ - pass "qwerty" - 12 of 336 [child 0] (0/0)
[RE-ATTEMPT] target 3,210,181,77 Llogin "admin" pass "rootl23 12 of 336 [child 1]
0/0)

target 3.210.181.77 - login "admin” pass "welcome” - 12 of 336 [child 3]
0/0)
[RE-ATTEMPT] target 3,210,181, login “admin” pass "welcomel23" 12 of 336 [child
] (0/0)
[RE-ATTEMPT] target 3,210,181,77 login "admin® "querty" 12 of 336 [child o] (9
/a)
[RE-ATTEMPT] target 3. 5 & login "admin" pass "root123" - 12 of 336 [child 1] (
0/0)
[RE-ATTEMPT] target 3 181,77 login "admin” pass "welcome” 12 of 336 [child 3]
0/0)
[RE-ATTEMPT] targe 3 1817 login "admin® - pass "welcomel23” - 12 of 336 [child 2
] (0/0)

181,77 login "admin® pass “qwerty" 12 of 336 [child @] (9

were disabled d too many connection errors
9 of 1 target completed, @ valid password found
[INFO] Writing restore file because erver scans could not be completed
[ERROR] 1 target was disabled because of too many errors
[ERROR] 1 targets did not complete
Hydra (https://github. com/vanhauser-thc/thc-hydra) finished at 2025-11-20 02:

/home/kali

Figure 32: Performing Brute-Force Attack on AWS Server

A brute force attack with Hydra tries the SSH service with a list of usernames
and passwords that have been found to be common and tries to verify the
strength of the credential. The attack has been failed and hence it is proved
that the AWS sever is blocking unauthorized password attempts.
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Figure 33: Monitoring and Detecting Failed Logging Attempts

The monitoring tools are proactively alerting and recording when a login fails,
and this fact is important to determine possible brute force attacks.
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[ec2-user@ip-172-31-77-5 /]1$ sudo cat /etc/shadow
root :*LOCK*:14600

in:*:19387:0:99999:7:::
daemon:*:19387:0:99999:7:::
adm:*:19387:0:99999:7:::

+*:19387:0:99999:7:

sync:*:19387:0:99999:7
shutdown:*:19387:0:999¢
halt:*:19387:0:99999:7
mail:*:19387:0:99999:7::

games:*:19387:0:99999:7:::
ftp:*:19387:0:99999:7:::
nobody:*:19387:

systemd-resolve:!*:20400
sshd:!!:20400
rpc:!!:20400:0:99999:7:::
libstoragemgmt:!*:20400:::
systemd-coredump: !*:20400: :
systemd-timesync: !*:20400:::::
chrony:!!:20400
instance-connect:!!:20400

Figure 34: Password Encryption Test on AWS Server

The system processes and encryption tests have been recorded in the logs of the

system, which gives evidence of continued security configuration and monitoring
processes on the server.
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