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1 Overview of the Experimental Environment

This document contains brief configuration manual describes all required tools, cloud re-
sources, and environment parameters needed to fully reproduce the research project ex-
periment ” Benchmarking of Multi-Cloud Disaster Recovery (DR) using CIS-Benchmark”.

This document outlines the neccessary setup to enable consistent reproduction of the
following;

Terraform (2025) Infrastructure-as-Code provisioning on AWS and Azure.

Execution of three experimental variants (Basic, Hardened security).

Integration of the Center for Internet Security (2025) Assessor for pre- and post-
failover compliance scoring.

Automated failover testing and data collection.

2 Experiment Requirements

The experiment requires the following software in the table are installed.

Tool Version

Source Code -

Terraform > 1.0

AWS CLI (2025) v2.x

Azure CLI (2025) Latest Stable Release
Bash Shell -

Python 3.8+ (for parsing scripts)
Java(JRE) (2025) Latest

CIS-CAT Lite Assessor v4.56.0

VS Code (Optional) (2025) | -

Table 1: System Requirements and Prerequisites



2.1 Credentials

Authentication is required to perform cloud provisioning.

2.1.1 AWS setup using AWS Academy Lab
From CLI AWS Academy dashboard.

03:59

P Start Lab

Cloud Access

AWS CLI:
Copy and paste the following into ~/.aws/credentials

[default]

M End Lab

i AWS Details

i Readme

) Reset 52

Close =«

aws_access_key_id=ivunsuiunnasey
aws_secret_access_key=ijihiniiiiteil it il

RIxJ91

aws_session_toke nzw

Gt

Figure 1: Example AWS Credential from AWS Academy

Follow the ”Copy and paste the credentials to /.aws/credentials”.

2.1.2 Azure for Students Subscription using Cloud NCI

Use a terminal and enter the command to authenticate.

$ az

login

Use the command below to confirm current subscription.

$ az account show

Run each of the following commands below to get permission on the following Azure
resource provider (2025) used in this experiment:

az
az
az
az
az
az
az
az
az

©“

€hH A P H P fH P P

provider
provider
provider
provider
provider
provider
provider
provider
provider

register
register
register
register
register
register
register
register
register

--namespace
--namespace
--namespace
--namespace
--namespace
--namespace
--namespace
--namespace
--namespace
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Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.
Microsoft.
.ManagedIdentity
Microsoft.
Microsoft.

Microsoft

Network

Compute

Storage
DBforPostgresSqL
Insights
Monitor

Authorization
Resources



2.2 SSH Key pair

Each cloud uses its own key pair. In your terminal
For AWS:

$ aws ec2 create-key-pair --key-name dr-test-key > dr-test-key.pem

For Azure:
Run the command below that creates to keys(public, and private)

$ ssh-keygen -t rsa -b 4096 -f ~/.ssh/azure-dr-key

Verfiy key generation

2.3 CIS-CAT Storage Configuration

CIS-CAT Lite zip artifact must be uploaded to cloud storage so that instances can down-
load it during initialization. Open terminal, and change directory to where CIS-CAT-

Lite.zip is located.
For AWS
Make S3 Bucket using;

$ aws s3 mb s3://cis-cat-bucket

Go to the created bucket on AWS console, change public access, and add the bucket
policy(see image below)

B & @ @  unitedstates (N. Virginia) ¥ voclabs/user3801934=x24109487@student.ncirlie

e Amazon$3 > Buckets & cis-cat-bucket O 8 o
Amazon S3 < . .
Block public access (bucket settings)
v Buckets Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to ensure that public access to all your S3 buckets and objects is blocked,
turn on Block all public access. These settings apply only to this bucket and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that
General purpose buckets your applications will work correctly without public access. If you require some level of public access to your buckets or objects within, you can customize the individual settings below to suit your specific

storage use cases. Learn more |2
Directory buckets

Table buckets Block all publica
A off

Individual Block Public Access settings for this bucket

Vector buckets New

¥ Access management and
security

Access Points
Access Points for FSx Bucket policy

Access Grants. The bucket policy, written in JSON, provides access to the objects stored in the bucket. Bucket policies don't apply to objects owned by other accounts. Learn more 12

1AM Access Analyzer

v Storage management and
insights

{ 0 Copy
"Version": “2012-10-17",

"Statement": [

Storage Lens

Batch Operations
"Sid": "PublicReadGetObject",

Account and organization settings

» AWS Marketplace for S3

"Resource": "arn:aws:s3::cis-cat-bucket/*"

Figure 2: Bucket policy for bucket
Upload a zipped CIS CAT artifact

$ aws s3 cp CIS-CAT-Lite.zip s3://cis-cat-bucket/ --acl public-read



Verify Upload
$ aws s3 1ls s3://cis-cat-bucket/

For Azure
In your terminal, run the commands:
To create a resource group for storage

$ az group create --name dr-storage-rg --location centralus
Create storage account

$ az storage account create \
--name ciscatstorage \
--resource-group dr-storage-rg \
--location eastus \
--sku Standard_LRS

Create container or blob

$ az storage blob upload \
-—account-name ciscatstorage \
--container-name ciscat \
--name CIS-CAT-Lite.zip \
-—file CIS-CAT-Lite.zip

Verify upload

$ az storage blob list \
--account-name ciscatstorage \
--container—-name ciscat --output table

Note: These two storage buckets are used throughout the experimentation.



3 Codebase Configuration (AWS, and Azure)

The research includes three variants, each reproduced identically on AWS and Azure
Open Terminal, and change directory to the root folder of the codebase.
The codebase root directory consists of 3 folders namely, aws, azure, and scripts.

[z Command Prompt

Microsoft Windows [Version 18 045 .6466
(c) Microsoft Corporation. All rights reserved.

C:\Users\INTEL C>cd C:\Users\INTEL C\cloud-dr-terraform

C:\Users\INTEL C\cloud-dr-terraform>dir
Volume in drive C has no label.
Volume Serial Number is 2E68-DFAF

Directory of C:\Users\INTEL C\cloud-dr-terraform

9 PM  <DIR>
9 PM  <DIR> ..
AM <DIR> cloud dr
6 PM <DIR> graphs
@ bytes
2,095,116,288 bytes free

[ oy B ey |

Users\INTEL C\cloud-dr-terraform>cd cloud_dr

C:\Users\INTEL C\cloud-dr-terraform\cloud_dr>dir
Volume in drive C has no label.
Volume Serial Number is 2E68-DFAF

Directory of C:\Users\INTEL C\cloud-dr-terraform\cloud dr

aws

azure

scripts

@ bytes
2,095,116,288 bytes free

(¥ ' p Iy Ry R |

C:\Users\INTEL C\cloud-dr-terratorm\cloud dr>

Figure 3: Code to change to root project directory

The codebase containing the deployment Terraform files and script should be down-
loaded, extracted, and opened in your code editor(suggest VS Code). See image below.



# CLOUD-DR-TERRAFORM
“~ cloud_dr

' aws
> one
? two

> azure

v scripts
> test-results
$ failover-test.sh

{} terraform.tfstate

> graphs

Figure 4: Codebase Folder Structure
(aws or azure)/one - Variant 1 (Basic Security)
(aws or azure)/two - Variant 2 (Hardened Security)

The following workflow was used for every experimental run. Reproduction must
follow this sequence exactly.

3.1 Terraform Deployment

Run the following command sequentially, and wait for each command to run successfully.
$ cd <cloud\_type | aws or azure>/<variant | one or two>
$ terraform init
$ terraform plan
$ time terraform apply -auto-approve

$ terraform output > outputs.txt



For example - AWS Variant 1, see image below:

“ CLOUD-DR-TERRAFORM
~ cloud_dr
v aws
~ one
main.tf

$ user-datash

PROBLEMS OUTPU DEEUG CONSOLE TERMIMNAL

» TERMINAL
~fcloud-dr-terratorm
% cd cloud_dr

~fcloud-dr-terratorm/cloud_dr
$ cd aws/one

~{cloud-dr-terratorm/cloud dr/aws/one
% 1s

main.tf user-data.sh*

~{cloud-dr-terraftorm/cloud dr/aws/one

% terratorm initl

Figure 5: Command to Initialize Terraform Deployment

Go To AWS Console to verify cloud resources e.g EC2, RDS resources
Verify service health via terminal:

$ curl http://<load-balancer-dns>/health

It should return OK
Check outputs.txt for value of "load-balancer-dns”

3.2 Automated Failover Test Script

Copy AWS SSH dr-test-key.pem to scripts folder (see step 1, 2, and in the image)

All failover experiments uses ”scripts/failover-test.sh”

For failover script execution(see step 4 in the image below)

After the script runs successfully, the result(RTO’s, CIS Compliance score e.t.c) are
logged in the "test-result” folder(see step 5 in the image)
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 CLOUD-DR-TERR... [3 B O E

~ cloud_dr

{} terraform.tfstate

> graphs

TERMINAL

» s TERMINAL

@
~fcloud-dr-teirratorm/cloud_dr/scripts
§ chmod +x failover-test.sh

~fcloud-dr-terraform/cloud dr/
$ chmod 400 dr-test-key.pem

~fcloud-dr-terraform/cloud_dr/scripts
$ ./failover-test.sh aws 'l|:|

Figure 6: Code to change to root project directory



The results are collected manually into a file in the format

ORER = aggregated results.bt X
~ CLOUD-DR-TERRAFORM

~ cloud_dr

F\WS Variant 1:

Test Run 1:
- Deployment Time:
- Pre-failove
- Post-failover CIS:
- DB RTO: 8@
App RTO: 7
Total RTO: 151 seconds

Test Run 2:
Deployment Time:
Pre-failover C He % (1 pass)
Post-fail ) (14 pass)
DB RTO: 79 se
0 App RTO: 189
> graphs Total RTO: 268 seconds

Figure 7: Code to change to root project directory

4 Cleanup Requirements

After each test run, and acquiring results:
In your terminal, run the command below

$ time terraform destroy -auto-approve

Wait for a few period of time to perform the next experiments.
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