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Configuration Manual 

 
Title : Enhancing Cloud Security: A Hybrid PGP AES-GSM 

and Symmetric Encryption Framework 
 

1. Introduction 

This configuration manual describes the complete system setup, tools, and deployment 

environment used to implement a PGP-inspired hybrid encryption framework for secure 

cloud-based data protection. The system combines modern asymmetric key exchange using 

X25519 with symmetric encryption using AES-GCM and DES-CBC, exposed through a 

Flask web application. 

The configuration supports performance evaluation, system resource monitoring, and 

scalability testing using Locust on AWS infrastructure. 

 

2. Hardware Requirements 

1. Processor: Dual-core CPU or higher 

2. Architecture: x86_64 

3. RAM: Minimum 2 GB (Recommended 4 GB) 

4. Storage: Minimum 15 GB free disk space 

      5.  Network: Stable internet connection 

 

3. Software Requirements 

3.1 Operating System 

Amazon Linux 2 (AWS managed) 

3.2 Programming Language 

Python Version: Python 3.9 or higher 
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3.3 Python Libraries and Dependencies 
cryptography 

pycryptodome 

flask 

psutil 

locust 

hashlib 

time 

os 

json 

 

3.4 Cryptographic Primitives 

Asymmetric: X25519 (ECDH) 

Key Derivation: HKDF with SHA-256 

Symmetric: AES-GCM, DES-CBC 

Hashing: SHA-256 

3.5 Testing 

Locust 

4. AWS Services Used 

4.1 AWS Cloud9 

Integrated development environment 

Used for: 

 Writing and testing cryptographic modules 

 Performance benchmarking 

 Locust load-testing script execution 

4.2 AWS Elastic Beanstalk 

Manages deployment of Flask web application 

Handles: 

 EC2 provisioning 

 Application runtime 

 Environment configuration 

4.3 AWS EC2 

Underlying compute service 

Executes: 

 Key generation 

 Encryption and decryption 
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 Performance and system metric collection 

 

5. System Architecture Configuration 

5.1 Application Architecture 

Frontend: HTML and CSS 

Backend: Flask (Python) 

Design: Stateless request-based processing 

5.2 Supported Encryption Modes 

PGP-style encryption using AES-GCM 

PGP-style encryption using DES-CBC (legacy comparison) 

Each request generates fresh cryptographic material to simulate real PGP behaviour. 

AWS Deployment 

Cloud9  

 
 
EC2: 
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Elastic beanstalk : 

 
Output screens : 
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