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1 Introduction

This configuration guide offers a full set of instructions on deploying, configuring, and
validating the AIOps Ensemble Anomaly Detection Framework on a Kubernetes cluster.
The system combines Prometheus-based telemetry operator, FastAPI-driven ensemble
anomaly detectives, Pushgateway to ingest data in metrics and Grafana dashboards to
visualise and Slack to alert it operates. Additional features are optional features, such as
using an Ollama-based DevOps Chat Assistant UI.

The documentation covers all the prerequisite, software requirements, deployment pro-
cedures, environment set up procedures, and validation procedures required to replicate
the operational environment that has been used in this project.

2 Prerequisites

2.1 Software Requirements

The tools listed below must be installed on the workstation of the one who intends to
deploy for effective communication with the Kubernetes cluster -

• Google Cloud SDK ( gcloud CLI) - for Kubernetes cluster provisioning and
KubeAPI server authentication

• kubectl - Kubernetes command line utility to interact with the cluster and provi-
sion Kubernetes resources like pods , deployments, and services

• Docker - Container runtime used for building all of the microservices images and
running them on the cluster

• Python 3.10+ - for API development ( FastAPI), and model training and evalu-
ation

• Nodejs 18+ - for the frontend of Ollama Devops assistant (optional)

• Helm3 - optional for Prometheus / Grafana helm charts deployments.

• Git - for repository checkout

1



2.2 Cloud Requirements

• Google Cloud Project with billing enabled. (Or any other cloud provider of your
choice with a managed Kubernetes service )

• Google Kubernetes Engine (GKE) cluster : Recommended 3 nodes ( e2-
standard-2 or higher)

• Container Registry (GCR or DockerHub) for hosting images

2.3 Kubernetes Requirements

• Namespace : like app or aiops

• Role based access (RBAC) to deploy Kubernetes resources like Deployments, Pod,
Service, and Ingress

3 Repository and Environment Setup

3.1 Clone the Repository

1 git clone https://github.com/rokorlahalli/research-project-23303395.git

2 cd research-project-23303395

Repository Structure -

1 devops-assistant-frontend/ # Optional for Devops Assistant

2 ensemble-fastapi/ #Ensemble API code

3 kubernetes-manifests/ #Kubernetes resources

4 model-training/ #Model training files

5 prometheus/ #Prometheus helm vaules file

6 README.md

3.2 Build Docker Image

3.2.1 Ensemble API

1 cd ensemble-fastapi

2 sudo docker build -t <registry>/ensemble-api:latest .

3.2.2 Ollama Frontend UI (optional)

1 cd devops-assistant-frontend

2 sudo docker build -t <registry>/devops-assistant-frontend:latest .
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3.2.3 Push Images to Registry

1 sudo docker push <registry>/ensemble-api:latest

2 sudo docker push <registry>/devops-assistant-frontend:latest

3.2.4 Create Kubernetes Namespace

1 kubectl create namespace aiops

4 Deployment Steps

4.1 Deploy Prometheus and Grafana

Deploy using Helm charts -

1 helm install kps prometheus-community/kube-prometheus-stack -n aiops

Verify:

1 kubectl get pods -n aiops | grep prometheus

4.2 Deploy Pushgateway

1 helm install pushgateway prometheus-community/prometheus-pushgateway \

2 --namespace aiops

Verify:

1 kubectl get svc -n aiops | grep pushgateway

4.3 Deploy Ensemble API

4.3.1 Create Secret for Slack Webhook

1 kubectl create secret generic slack-secret \

2 --from-literal=SLACK_WEBHOOK_URL="<your-webhook>" \

3 -n aiops
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4.3.2 Apply Deployment and Service

1 kubectl apply -f kubernetes-manifests/ensemble-service/. -n aiops

Check deployment health:

1 kubectl get pods -n aiops | grep ensemble

4.4 Deploy Ollama Devops Assistant

1 kubectl apply -f kubernetes-manifests/ollama-frontend/. -n aiops

Figure 1: Pods Deployed on Kubernetes Cluster

5 Configuration Details

5.1 Ensemble Model Configuration

Default thresholds:

1 ANOMALY_COOLDOWN = 30 seconds

2 MAJORITY_VOTE = 2/3 models

3 LSTM_THRESHOLD = 0.5

These are stored inside:

1 ensemble-api/main.py
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5.2 Pushgateway Integration

The API pushes results using:

1 POST http://pushgateway.aiops.svc:9091/metrics/job/anomaly_detector

Metrics exposed:

• ensemble anomaly label

• model confidence score

• recommended action

5.3 Slack Notification Rules

Slack messages include:

• anomaly type

• metric summary

• recommended action

• confidence score

6 Validation and Testing

6.1 Test Ensemble API

1 curl -X POST "http://<external-ip>/predict" \

2 -H "Content-Type: application/json" \

3 -d '{ "cpu_usage": 0.92, "memory_usage": 0.75, "net_receive": 1200, ... }'

Valid Response:

1 {

2 "anomaly": 1,

3 "model_votes": {"iforest":1, "xgboost":1, "lstm":1},

4 "insight": "High CPU saturation detected { consider VPA or scaling out."

5 }

6.2 Validate Pushgateway metrics

1 curl http://<pushgateway-ip>:9091/metrics | grep ensemble
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6.3 Validate Grafana Dashboard

• Panels should show time series anomaly labels

• Color overlays mark anomaly intervals

• Statistical trends should be seen under ”Cluster Health Overview”

Figure 2: Grafana Dashboard visualizing insights

6.4 Validate Slack Alerts

Send synthetic anomaly:

1 kubectl exec -it <pod> -- stress-ng --cpu 4 --timeout 20s

Figure 3: Alerts Received on Slack Channel
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7 Common Issues

Issue Cause Fix
Grafana shows no data Wrong Prometheus datasource configured Reconfigure Datasource URL

No Slack Alerts Incorrect Webhook Update Kubernetes secret
API returning 502 Pod failing to load models Check if the persistent volume is correctly attached to Pod

No metrics in Pushgateway Service not reachable Port forward and validate connectivity

Table 1: Common Issues

8 Appendix

8.1 Directory Structure

1 devops-assistant-frontend/

2 ensemble-fastapi/

3 kubernetes-manifests/

4 model-training/

5 prometheus/

8.2 Sample .env file

1 SLACK_WEBHOOK_URL=<hidden>

2 MODEL_PATH=/models

3 PUSHGATEWAY_URL=http://pushgateway.aiops.svc:9091
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