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1 Understanding the configuration file terraform.tfvars

The terraform.tfvars file provides the values of the user defined variables that are used in the
terraform configuration. They often set above variable of tfvars allows a clear separation of
concerns and enhances security and removes sensitive values in the hard-coded .tf files. They
are listed below, and they are the keys that are deemed to be applicable in the present thesis
project.

EXPLORER ¥ terraform.tfvars X

OPA-VALIDATION-PIPELINE opa-validation-pipeline > tfvars > ¥ terraform.tfvars > 2¢ github_username

"dev"

'‘eu-west-1"
"main"

v opa-validation-pipeline environment

region
tf_branch
repository name
email_id

> policies
vV tfvars

"terraform-samples"
¥ terraform.tfvars

B "vkrg5711@gmail.com"

.gitignore
= terraform.lock hl aws_access_key " AKTAGAMFOTL4ZH3ASDUQ"

backend.conf aws_secret_key "r8gzw759mmmdXDYk+pUuYIorl8baF5ME4SU3VIWXN"
¥ CodeBuild.tf

N S 5 1 1 " raform-in . _Cn-.'. n
g CodePlpellne.tf appllcatlon_name terraform-infra opa-compliance

github_homepage_url
github_security_token
github_username "vikramchowdary2300"

1.1 environment:

This refers to the implementation stage (dev, production etc..,). In Terraform, it represents a
value that helps distinguish resources according to the specific lifecycle phase they belong to.

1.2 region:

Determines the region which is characterized by AWS of cloud resources (e.g., eu-west-1).
This is geographical positioning influences the cost and compliance requirements and
latency.

1.3 Tf branch:

It indicated the branch in the git hub for example main branch. From which source should be
pulled.

1.4 Repository name:
The name of a GitHub repository of the Terraform configuration



1.5 Email id:

Subscribes of the SNS topic to the email address to receive the alert particularly where the
OPA analysis of policy run is not successful. In addition, the user will be informed
automatically when compliance rule is not adhered to.

1.6 Aws access-key / aws secret-key:

Terraform is used together with AWS programmatically authentication credentials. The cloud
resources can be deployed using these keys, modified using these keys and states of the
resources are managed.

1.7 Application name:

Name (application name). Name applied to the logical application (e.g. opa-compliance-
pipeline). To achieve traceability, it is used in naming standards and tagging.

1.8 Github URL.:
This refers to the repository url in the github. It can be utilized when setting up CI trigger.

1.9 Github security token:

GitHub Personal Access Token (PAT) that would be used to communicate Terraform and
CI/CD pipeline with GitHub API. This is used to clone the repository, push the changes and
make events

1.10 Git hub username:

The attached GitHub account that serves to identify what has been done on the repository and
Cl triggers both.

2 How to Create and Set Up a Gemini APl Key
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Remove project Copy name




Gemini API keys are obtained through Google Al Studio, which provides access to Gemini

1.5 models.

Steps to Generate Gemini APl Key

1. Navigate to: https://aistudio.google.com

2. Sign in with your Google account.

3. Goto API Keys on the left sidebar.

4. Click Create API Key.

5. Copy the generated key.

Usage in Project:
e Add the key to environment variables or configuration files.
o The key is referenced inside Terraform via .tfvars.

3. Creating and Setting up GIT HUB Personal Access Token

To authenticate Terraform and AWS Code Pipeline with GitHub repositories, a GitHub PAT
(Personal Access Token) is needed.

Steps to create:
1) Go to GitHub
Visit https://github.com/settings/tokens.
2) Create New Token: Select "Generate New Token" (Classic) based on the parameters.
« Selecting a scope

. repo (full command over private repositories)
. proc (if relevant to GitHub Actions)
. To manage webhooks for triggers related to continuous integration

3) Establish Expiration and Take note: Include a description, like "thesis token," and choose a
suitable expiration date, like 30 or 60 days.
4) Make a duplicate of the token

Crucial: Make a copy of this value and store it securely because it can only be viewed
once.
5) Make use of Terraform. tfvars: The github_security_token is "your-generated-token".

33 GitHub Apps Edit personal access token (classic)

A OAuth Apps
¢~ Personal access tokens
If you've lost or forgotten this token, you can regenerate it, but be aware that any scripts
Fine-grained tokens or applications using this token will need to be updated.

Tokens (classic)

Note

thesis-token

Expiration

This token expires on Sat, Jan 31 2026. To set a new expiration date, you must reg

Select scopes

Scopes define the access for personal tokens.

repo
repo:status
repo_deployment
public_repo
repoinvite

security_events

¥ workflow


https://aistudio.google.com/

4 Setting Up Credentials for an AWS Account

Valid AWS credentials are necessary for infrastructure provisioning and application
deployment utilizing Terraform and AWS Code services.
Method:
1) Open the AWS Console:

Visit https://console.aws.amazon.com.
2) Go to IAM > Users > Add User and choose Programmatic access to establish an |AM user.

Add AdministratorAccess or custom least-privilege policies.
3) Make Keys for Access:

From the 1AM tab of the application menu, choose Users > [Your User] > Security
credentials.
Select "Create access key." Select the use case for the Command Line Interface (CLI).

Get access to the credentials, which include the access key ID and secret access key.

Include the two credentials mentioned above in the terraform.tfvars file that was created in
the previous step.

s ~z
vikram-test i
Summary
ARN Console access Access key 1
[0] arn:aws:iam::962889423609:user/vikram-test  Enabled without MFA AKIAGAMFOTL4TRAYTWKB - Active

(@ Never used. 55 days old.
Created Last console sign-in Access key 2
October 16, 2025, 13:21 (UTC+01:00) @ 17 days ago AKIA6AMFOTL4ZH3ASDUQ - Active
@ Used Yesterday. 46 days old.

Permissions Groups Tags (1) Security credentials Last Accessed
Permissions policies (2) @ Remove Add permissions ¥
Permissions are defined by policies attached to the user directly or through groups.
Filter by Type
| Q Search All types v | 1 ]
Policy name (2 A Type v Attached via |2 ‘
0] AdministratorAccess AWS managed - job function Directly
= |IAMUserChangePassword AWS managed Directly

5 Creating AgentOps Key

Agent behavior can be monitored and visualized with AgentOps.
In order to produce the API key:

Steps to create:

Go to https://www.agentops.ai, the AgentOps website.

Go to the API Keys area after logging in.

Make a fresh API key.

To the.env file, add the key


http://www.agentops.ai/

ON Neentops @ Projects

Projects

00
00

]

Traces

vikram's org (QEJEEEEY

1/1projec

8]

Metrics

Default Project

N

MCP

Organization: vikram's org

%

Deploy (Alpha 3 Traces

Patch Notes
Gettlng Started with AgentOps
Support s orial rn how

o Docs 2

Chat with Docs »

Light Mode

API Keys

6. ADK Commands

Command line tools that enable local agent execution are included in the Agent Development
Kit (ADK). “adk Web”

The ADK Web Interface, which displays workflows and enables the examination of agent
states and logs, is launched by this command.

SESSION ID 5S¢t ee9-4d37-9b%a-a47 4G W Tokensirmanings r+ New Ses

- Agent Development Kit

Events State Artifacts Sessions

No invocations found

7. Looklng at Agent Logs
Logs are a crucial component in tracking the agent's and pipeline's behavior.
e AWS CodeBuild Logs: CloudWatch receives logs from each build action. Validation,
planning, and compliance scan stages are among them.
e OPA Logs: OPA generates opa-results.json, which includes structured information on
every policy infraction.



e ADK Agent Logs: The agent prints logs at each stage of execution, indicating which
changes were tried and whether they were successful.

e SNS Notifications: An email is sent to the configured email address in the event that
the pipeline fails or a violation is discovered.

8. OPA Policies

Rules for compliance are enforced by Open Policy Agent (OPA). Policies are kept in the
policies/directory and authored in the Rego language. Terraform develops a plan for each
pipeline run, and OPA compares it to the policies.

|7 policies
= aws-config-compliance.rego - ;
= e eans e some bucket_resource in input.planned_values.root_module.resources
2-tags.rego
m-compliance.rego bucket_resource.type == _bucket"
m-wildcard.rego
ms-compliance.rego inl ¢
etworking-compliance.rego ot bucket_resource.values.server_side_encryption_configuration
s-compliance.rego
-compliancerego ot has_external_encryption_config(bucket_resource.values.bucket)
curity-group-open-ssh.rego
£ sgs-compliance.rego 3
tfvars msg := sprintf("S3 bucket %v must have server-side encryption enabled", [bucket_resource.values.t
W terraform.tfvars }
.gitignore
terraform.lock.hcl

has_external_encryption_config(bucket_name) if {

backend.conf - 3
# CodeBuild.tf some encryption_resource in input.planned_values.root_module.resources
¥ CodePipeline.tf

commands.txt >
g ot encryption_resource.type == s3_bucket_se ncryption_configuration”
¥ locals.tf
? main.tf encryption_resource.values.bucket == bucket_name
# repository.tf }

has_external_encryption_config(bucket_name) if {

Key policies consist of:

Rego's s3-compliance
ensures that versioning is enabled, public access is blocked, and S3 buckets are encrypted.

iam-wildcard.rego
uses "." to identify IAM rules with excessively broad permissions.

open-ssh-security-group.rego
Security groups that permit SSH from any IP address are flagged.

Rego's kms-compliance
ensures that encryption at rest is done using KMS.

Compliance with cloudtrail.rego
makes sure CloudTrail is set up for auditing.

Database encryption, backup setup, and public accessibility are all checked by rds-
compliance.rego.



9. Agent WorkFlow

ADK is used in the construction of the healing system, which has multiple agents and a
controlled workflow.

The state:
The state contains shared data that is transferred between agents, including loop counters, file
locations, Terraform output, and detected infractions.

Agent in Sequence:

The primary workflow is as follows:
o Create a repository
o Examine OPA findings.
e Perform a remediation loop
e Pushand commit updates.

Concurrent Agent
For consistency, this project mostly employs sequential execution, even if ADK supports it.
In subsequent development, independent tests can use parallel execution.

Loop Manager
Until the infractions are fixed, the Loop Agent resumes the remediation procedure. Every
iteration completes:
e Use remediation
Check syntax
Verify using Terraform and OPA
Choose whether to proceed.
When the iteration limit is achieved or there are no infractions, the loop ends.
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