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A Cloud-Based Network Intrusion Detection System
Using Hybrid Ensemble Machine Learning and
Explainable Al

Abstract
Cloud computing has increased the complexity and scale of modern network
infrastructures by making them more vulnerable to complex cyber-attacks that
traditional rule-based intrusion detection systems fail to detect. This study solves the
challenge of achieving accurate, low-latency and interpretable network intrusion
detection in cloud environments. The main objective of this study is to design and
evaluate a cloud-based Network Intrusion Detection System (NIDS) that improves attack
classification accuracy while maintaining transparency and practical deployment. To
achieve this a hybrid ensemble machine learning approach where XGBoost as a meta-
classifier. The system has been trained and evaluated with SMOTE which applied to
reduce class imbalance. Explainable Al has been integrated using LIME to provide local,
feature-level explanations for intrusion predictions. The proposed system has been
implemented and evaluated in an AWS cloud environment by considering both detection
performance and operational metrics. Experimental results has been shown that the
hybrid ensemble model outperforms individual classifiers by achieving 90% accuracy
and macro Fl-score while handling overlapping attack patterns. The use of LIME
enhances model interpretability by aligning with current state-of-the-art trends in
explainable security analytics. Future work will focus on real-time traffic analysis and

further optimization for edge-cloud environments.

Keywords: Network Intrusion Detection, Hybrid Ensemble Learning, Cloud, Latency

1 Introduction

This chapter has been introduced the study by outlining the background and motivation for
cloud-based intrusion detection by defining the research question and objectives and showing
the need for hybrid ensemble machine learning (ML) and explainable Al (XAI) to improve
accuracy, performance and interpretability in modern cloud network security environments.

1.1 Background and Motivation

Modern cloud environment has become very dynamic and complex infrastructures whereby,
huge quantities of logs and resource metrics are constantly produced (Vankayalapati, 2025)
by virtual machines, containers, micro services and distributed applications (Mathur, 2024).
With organisations becoming more dependent on cloud platforms as the means to scale and
provide flexibility in operations, the risk of performance failure, configuration errors, cyber-
attacks, and abnormal system behaviours are also increasing. The rule-based monitoring tools



are not efficient to analyse high dimensional cloud data or identify hidden anomalies because
the patterns of cloud workloads evolve rapidly (De Gasperis and Facchini, 2025). The
advances of machine learning techniques effort to tackle successive log dependencies and are
not very transparent in their predictions. According to deep learning architectures, especially
CNNs and LSTMs, there has been a demonstrated high ability to learn spatial and temporal
patterns in complex system logs. But due to their black-box nature, they pose a problem to
interpretability in security-sensitive settings. Such a gap has resulted in the growing demand
to develop intelligent, adaptive and explainable systems of anomaly detection that can
operate on a real-time basis in the contemporary cloud environments. The study has been
motivated by the increasing complexity and scale of cloud networks which demand
intelligent and scalable intrusion detection systems. It aims to increase security by combining
hybrid ensemble learning with explainable Al for accurate and interpretable attack detection.

1.2 Research Question

How effectively can a hybrid ensemble machine learning—based network intrusion
detection system which is deployed in a cloud environment, improve attack classification
accuracy, reduce detection latency and enhance model interpretability on the UNSW-NB15
dataset as compared to individual classifiers?

1.3 Research Objectives
This study has few research objectives which includes:

1. To design and implement a cloud-based network intrusion detection system using a
hybrid ensemble of ML classifiers for effective identification of normal and malicious
network traffic.

2. To evaluate and compare the performance of individual ML models and the proposed
hybrid ensemble approach in terms of metrics.

3. To enhance and interpret IDS decisions by using Explainable Al techniques (LIME)
in order to improve transparency, trust, and usability of the model in real-world cloud
security environments.

1.4 Structure of the Study

This section outlines the overall organization of the report by briefly describing the purpose
and content of each chapter.

1. Chapter 1 — Introduction: This chapter introduces the research context, explains the
motivation behind the study and defines the research questions and objectives.

2. Chapter 2 — Literature Review: This chapter examines previous studies related to
network intrusion detection, cloud security, ML models and XAl techniques.



3. Chapter 3 — Methodology: This chapter shows the research framework, dataset
selection, preprocessing methods, model design and explainability approach which
has been adopted in the study.

4. Chapter 4 — Design Specification: This explains the system architecture, design
decisions, cloud framework and justification of the proposed hybrid ensemble model.

5. Chapter 5 — Implementation: This explains the tools, technologies, model
implementation, XAl integration and AWS-based deployment process.

6. Chapter 6 — Results and Analysis: This chapter presents experimental findings,
performance evaluation and comparative analysis of the proposed and baseline
models.

7. Chapter 7 — Conclusion and Future Scope: This chapter concludes the study by
summarizing outcomes, discussing limitations and suggesting potential future works.

2 Related Work

This chapter reviews the evolution of cloud anomaly detection, explains the diverse nature of
anomalies in dynamic cloud environments and shows the growing role of XAI in improving
transparency and trust. It connects traditional limitations, modern ML-based detection needs
and XAl-driven interpretability for secure, reliable cloud operations.

2.1 Cloud Anomaly Detection in Modern Computing

Detection of anomalies in clouds is an important part of modern computing with the further
rise of the scale, complexity, and heterogeneity of a cloud environment (Lian et al., 2025).
Cloud systems have become source of enormous volumes of operational metrics, logs and
events in response to the rapid proliferation of virtualization, containerization and distributed
architecture (Queiroz et al., 2024). These flow of data should be monitored in order to
provide reliability of the system, stability in performance, and security (Hao et al., 2022).
Traditional systems were mostly rule-based when it came to detecting anomalies and used
fixed thresholds or manual signatures. Nevertheless, these approaches are no longer
applicable in cloud ecosystems in which workloads change dynamically, resources are scaled
automatically and usage patterns change significantly over time.

Recent cloud anomaly methods are concentrated on the detection of variations between
normal behaviour in multivariate and high dimensional data (Suboh et al., 2023). It also
involves the identification of unforeseen spikes, degradation, resource abuse, unauthorized
operations as well as unnatural microservice interactions. It is a problem because cloud
environments are extremely elastic and thus present ever-changing baselines which cannot be
recorded using fixed monitoring tools. This has led to studies that are more adaptive and
learning-based, which can comprehend patterns, correlations and temporal behaviours. These
smart methods increase false alarm reduction, early detection and proactive decision making



in cloud operations. Problems with large-scale cloud infrastructures may be prevented by
effective anomaly detection to maintain service availability.

2.2 Nature of Anomalies in Cloud Computing Environments

Anomalies in the behaviour of cloud computing environments become apparent when the
behaviour of the system does not conform to what is expected, which is often an indication of
operational problems, performance constraints, of possible security threats (Alloghani, 2024).
Cloud systems are distributed in nature and comprise of virtual machines, containers, storage
clusters, and interconnected services, which are functioning across multiple levels.
Anomalies are very diverse in nature because each component creates logs and metrics
representing different states of operations. Typically it can be performance anomalies when a
CPU spike or memory leakage occurs, security anomalies when access patterns seem
suspicious or unauthorized requests are made, and operational anomalies when the
configuration varies or a service fails or the allocation of resources is disrupted.

Anomalies in cloud workloads are not consistent or predictable because the workload is
dynamic (Gadhavi and Bhavsar, 2022). Due to the auto-scaling events, the changing user
traffic and the varying requirements of resources, the behaviour of the system is constantly
changing and it is hard to draw definite limits of the normal behaviour (Ogundipe, 2024).
There are as well numerous anomalies that come into view in a gradual manner, in creating a
slight deviation over time and not a sudden shift. Also, the existence of dependencies
between microservices leads to cascading effects, where any anomaly in one component is
reflected to other components. To investigate the nature of cloud anomalies, it is necessary to
examine the spatial distributions of features as well as an analysis of how a sequence of
events is related to time. It is this complexity that underscores the importance of advanced
detection tools that have the ability to pick up the changing behaviours in real time.

2.3 Explainable Al (XAI) for Cloud Security and Model Transparency

In the recent developments of cloud, IoT, and autonomous system security, Explainable
Artificial Intelligence (XAI) became one of the essential facilitators of enhancing anomaly
detection, model transparency, and reliable decision-making. The overall ten-article body
indicates a solid trend of introducing interpretability into Al-based security systems working
in centralised and federated, IoT- Edge-Cloud, encrypted, vehicular, and fully autonomous
settings. A similar study (Wewaldeni Pathirannehelage, 2022) emphasized on the nature of
explanations in centralized versus federated learning through the use of SHAP to evaluate the
anomaly detection models trained on the UNSW-NB15 and NSL-KDD datasets and found
that the level of client-level data distribution can be a major factor in influencing
interpretability. In study (Namrita Gummadi et al., 2024), a wide XAl-based anomaly
detection framework of IoT systems was proposed based on both single and ensemble Al
models and seven interpretability techniques that showed better understanding of the features
in both manufacturing and botnet datasets. In addition to this, the study (Roshan and Zafar,
2022) applied Kernel SHAP to maximize network anomaly detection on CICIDS2017 and
demonstrated that explainability can directly positively impact the accuracy and overall



performance of the model. To overcome the issue of encrypted traffic observation, research
(Singh et al., 2025) suggested a model-agnostic ML framework, which adds SHAP to explain
prediction on the three encrypted datasets, and demonstrated that it is possible to detect
anomalies transparently even without inspecting the payloads. In more comprehensive
reviews such as study (Chukwuemeka Nwachukwu et al., 2024), the relevance of Al-based
anomaly detection in cloud systems has been highlighted to grow, with the identified issues
including computational cost, scalability, and heterogeneity of data, and the suggested future
solutions being the incorporation of XAI, blockchain, and self-supervised learning as shown
in Table 1. Study (Nazat et al., 2024) generalized interpretability to Autonomous Vehicle
(AV) networks by describing an XAI-ADS system that united SHAP and LIME with new
feature selection methods with better interpretability and model efficiency on several AV
datasets. In study (Nguyen et al., 2024), Montimage Monitoring Tool (MMT) was augmented
with SHAP, LIME, and SHAPASH to give useful explanations of network anomalies in a bid
to fill the transparency gaps in live traffic monitoring. Study (Baimukhanov et al., 2025) also
extended the use of XAI by suggesting a multi-level IoT-Edge-Cloud anomaly detection
system using Isolation Forest, LOF, and interpretable visual analytics via smart web interface
that was tested using an IoT-healthcare case study with AUROC 1.00. Finally, the research
(Nazat, 2024) included one of the broadest XAl security work in the context of AV networks,
combining SHAP-based feature selection, XAl method benchmarking, LSTM- based platoon
security, and DAG-based resilience assessment, all of which collectively showed that
explainability enhanced defense against the different network structures. Collectively, these
studies show that XAl is necessary to fill the gap between high-performance ML models and
the transparency demanded in sensitive cloud and networked systems. Despite the persistent
issues of computational load, data size, and real-time performance, the aggregation of
evidence demonstrates clearly that XAl is more likely to improve the trust, interpretability,
and detection accuracy and resilience in the contemporary security ecosystems in the cloud.

Table 1: Summary Table

Study Purpose Proposed Approach Challenges Key Results
Addressed
(Wewaldeni To analyze how Used Deep Neural Data scarcity in FL, | Showed that FL
Pathirannehelage, | XAl explanations | Networks as black-box | inconsistent explanations
2022) differ between models with SHAP explanations across | significantly change
centralized and explainability; distributed clients, | with anomaly
federated learning | evaluated UNSW- accuracy variations. | proportions;
models for NB15 and NSL-KDD demonstrated XAl
anomaly detection. | under different FL utility in both FL and
client anomaly ratios. centralized settings.
(Namrita To detect and Used single and Difficulty Accurate anomaly
Gummadi et al., interpret ensemble Al models; identifying detection with top
2024) anomalies in IoT applied seven XAl anomalies in features identified
systems using Al methods for feature heterogeneous IoT | across datasets;
and XAI importance; evaluated | data; need for released code for
techniques. on manufacturing and | interpretable community use.
IoT-botnet datasets. feature insights.
(Roshan and To detect and Trained two models Understanding OPT Model
Zafar, 2022) explain network (Model 1 & anomaly reasoning; | achieved 0.90




anomalies using OPT_ Model) on improving accuracy and 0.76 F-
KernelSHAP and | CICIDS2017; applied | unsupervised score in unsupervised
improve model KernelSHAP to performance mode; SHAP helped
performance. interpret and optimize | metrics. refine model.
model behavior.
(Singh et al., To create an Used multiple ML Encryption SHAP revealed key
2025) interpretable ML classifiers with SHAP | prevents payload influential features,
framework for for post-hoc inspection; need for | improving
detecting explanations across transparent ML trustworthiness;
anomalies in three encrypted decisions. strong accuracy
encrypted network | datasets. across classifiers.
traffic.
(Chukwuemeka To review Al- Surveyed ML, DL, Scalability, data Highlighted AI’s
Nwachukwu et based anomaly hybrid models; quality issues, strength in detecting
al., 2024) detection methods | discussed federated dynamic cloud complex anomalies
in cloud learning and model behaviors. and outlined future
environments. optimization as directions (XAI,
solutions. blockchain, IoT).
(Nazat et al., To build an XAI- | Applied SHAP- and Lack of Proposed feature
2024) enhanced anomaly | accuracy-based feature | interpretability in selection methods
detection selection; evaluated AV anomaly outperformed six
framework for AV | six black-box models; | systems; growing existing techniques;
networking used global and local cyber risks. efficient and
security. XAL interpretable models
achieved.
(Nguyen et al., To enhance Integrated SHAP, Real-time detection | Provided clear
2024) Montimage LIME & SHAPASH in massive network | feature contributions
Monitoring Tool into MMT; conducted | data; lack of and interpretable
(MMT) with XAI- | initial experiments for | transparency in Al | results; improved
based explanation quality. classifications. analyst trust.
interpretability for
network anomaly
detection.
(Baimukhanov et | To improve Multi-tier design: IoT | High data volume, | Achieved AUROC

al., 2025)

anomaly detection
across loT-Edge-
Cloud systems

microcontrollers —
Edge preprocessing —
Cloud ML (Isolation

latency reduction,
sensor reliability,
secure multi-layer

1.00 (Isolation
Forest); reduced
latency via edge

with XAI and Forest, LOF) — SPA interactions. processing; improved
layered dashboard; XAl for transparency using
processing. interpretability. XAL

(Nazat, 2024) To develop SHAP-based feature Lack of Novel feature
integrative XAl- selection; SHAP vs interpretability, selection
based and LIME benchmarking; | real-time anomaly outperformed SOTA;
cybersecurity LSTM-RSU platoon detection, secure robust platoon
frameworks for security system; DAG- | platoon defense against
AV and VANET based AV network coordination, DAG | MITM/DoS; DAG
ecosystems. attack analysis. network resilience insights

vulnerabilities. provided.




2.4 Synthesis and Research Gaps

The literature reviewed shows a high level of advancement in the field of cloud anomaly
detection and the combination of Explainable Al, but there are still some significant gaps in
the number of researches. The current literature is based on single or a few ensemble models
which are not always able to make inferences across varying and overlapping attacks that are
prevalent in changing cloud environments. Despite the research on ensemble and hybrid
methods, few studies have provided a systematic combination of many tree-based learners
with an effective meta-classifier to achieve a compromise on accuracy, robustness and
scalability towards cloud-based intrusion detection. Also, most of the works focus on the
performance of the detectors but fail to adequately examine real-life issues of deployment in
cloud services like latency, throughput, and cloud resources scalability, which are crucial to
service clouds. This study fills these gaps by proposing a hybrid ensemble system of intrusion
detection which is cloud-deployable, that uses SMOTE based balancing and explainability
with LIME which results in a better system that is more practical, interpretable and relevant
to modern cloud security contexts.

3 Methodology

The chapter explains research technique that will be used in the study, which incorporates
CRISP-DM research design framework, data description and acquisition, data preprocessing,
data visualization, class imbalance with SMOTE, and data splitting processes to facilitate
accurate, scalable, and reproducible experiments of cloud-based intrusion detection.

3.1 Research Design Framework

This research was primarily aimed at coming up with and designing NIDS that is capable of
detecting the contemporary cyber-attacks within cloud-based network settings with high
precision. The Cross Industry Standard Process for Data Mining (CRISP-DM) has been used
as the structure and systematic framework of the research design and consists of six steps;
Business Understanding, Data Understanding, Data Preparation, Modeling, Evaluation and
Deployment.

The methodology has concentrated on three key areas that involve: high detection rate on
various classes of attacks, capability to manage class imbalance and low-latency capability
that can be used in the cloud mode. It is represented by the UNSW-NB15 dataset containing
realistic network traffic and modern attacks behavior that makes it practically relevant.

This system has been developed based on Python-based ML frameworks and tested on a
cloud-compatible platform with AWS infrastructure. To enhance the external validity and
reproducibility the methodology is structured in a way that it can be completely reproduced
on publicly available datasets, libraries open to the open source as well as to the virtual cloud.
This strategy ensures that the suggested NIDS can be validated on its own at a low cost.



3.2 Dataset Description and Data Acquisition

This research relied on the UNSW-NB15 dataset' to assess the efficiency of the proposed
Network Intrusion Detection System because it can give a realistic insight into both the
modern network traffic and recent cyber-attack scenarios. The data was created inside the
Cyber Range Lab within the Australian Centre of Cyber Security (ACCS) as the IXIA
PerfectStorm tool that generates a composite blend of actual normal network traffic and the
synthetic generation of attack behaviors.

This was recorded via Tcpdump network capture tool which generated about 100 GB of raw
packet capture (PCAP) files. These raw packets were then analyzed with the help of Argus
and Bro-IDS tools, and the twelve feature extraction algorithms were used to produce a total
of 49 network traffic features with respective class labels. There are nine types of attacks,
such as Fuzzers, Analysis, Backdoors, DoS, Exploits, Generic, Reconnaissance, Shellcode
and Worms in the dataset, and normal traffic cases.

The total amount of data is 2,540,044 records that were split into four CSV files, namely:
UNSW-NBI15 1.csv, UNSW-NB15 2.csv, UNSW-NBI5 3.csv, and UNSW-NBI5 4.csv.
The supplementary supporting files are UNSW-NB15 GT.csv that has the ground truth
labels and UNSW-NBI15-LIST-EVENTS.csv that has information about the events. To
achieve consistency in the experiments, the predefined training and testing partitions were
established and included 175,341 and 82,332 records respectively.

3.3 Data Preprocessing

Preprocessing of the raw UNSW-NBI15 data was conducted to convert it to a formatted and
machine-learn format. First, non-informative and irrelevant attributes like id, service and
label were discarded off the dataset as these attributes do not add any value to the prediction
learning process, and they can bring bias or redundancy to the dataset. This was followed by
examination of the data in order to determine categorical characteristics. Label Encoding was
used to extract all non-numerical attributes and put them in numerical form (Luo et al., 2020).
This needed to be done since machine learning models cannot perform calculations without
having numerical data. Application of the LabelEncoder was done on a column-to-column
basis in order to guarantee uniform and effective conversion of categorical values to integer
equivalents with the preservation of relational data. The dataset following encoding
comprised 42 pure numerical features (traffic-based, flow-based and content-based features)
such as duration (dur), protocol (proto), packet statistics (spkts, dpkts), byte counts (sbytes,
dbytes), rate features and connection tracking measures. Attack variable attack cat indicates
the various types of attacks, thus allowing multiclass intrusion detection.

! https://www.kaggle.com/datasets/mrwellsdavid/unsw-nb15
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Figure 1: Correlation Heatmap of Network Traffic Features

Figure 1 shows a heatmap of correlation, which represents graphically the pairwise
correlation of all the numerical features of the UNSW-NBI15 dataset. This value is utilized to
examine the strength and the direction of associations between attributes of network traffic
with the intensity of the colors used being used to denote the extent of correlation. The
heatmap can also be used to locate many correlated features that can lead to redundancy and
multicollinearity thus adversely affecting the model performance. It also gives a justification
of the feature selection and dimensionality reduction as it accentuates unimportant or poorly
related features.

3.4 Data Visualization

Figure 2 is a bar graph that shows the distribution of the target classes labels used in the
intrusion detection dataset with label 0 being normal traffic and label 1 is attack traffic. This
number is applied to study the balance of classes in the data before training the model.

Figure 3 illustrates a bar chart of the frequency of the most frequently utilized network
protocols in the UNSW-NB15 dataset. The figure is applied to learn protocol-level traffic
behavior, which TCP and UDP control the total network communication. It is significant to
analyze the protocol distribution as the various types of attacks are usually based on a
particular protocol. The obvious asymmetry of protocols is the reason protocol-based feature
analysis is justified and protocol-based intrusion models understand the realistic traffic
behavior.
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Figure 2: Target Label Distribution Figure 3: Top Network Protocols

In Figure 4, a bar chart is used to show the distribution of various types of attacks and normal
traffic in the UNSW-NBI15 dataset. This parameter is employed to examine the occurrence of
the types of attacks, which are: Generic, Exploits, Fuzzers, and DoS against normal network
behavior. This imbalanced distribution underscores the presence of class imbalance in most
categories of attack, and therefore may impact on the performance of multi-class
classifications.

Figure 5 plots a bar chart of the distribution of the network connection states in the UNSW-
NB15 data. The number is applied to the session-level behavior analysis by demonstrating
the frequency of occurrence of various TCP states like FIN, INT, and CON in the network
traffic. The pre-eminence of FIN and INT states means there will be a high number of
completed or interrupted connections, which is common in the real network environment.

Attack Category Distribution

State-wise Traffic Distribution

35000
30000
25000

2 20000

§

15000

10000
5000
_‘\(. \o\@ ‘J"}h (FL, e
¢ & ¢
(@
r

&

&

T T T
ACC RST cLo

State

&)
o

Figure 4: Attack Category Distribution Figure 5: State-wise Network Traffic Distribution

3.5 Data Balancing and Data Splitting

To solve the challenge of class imbalance which existed in UNSW-NB15 dataset, Synthetic
Minority Over-sampling Technique (SMOTE) was utilized in the data preprocessing phase
(Sayegh et al., 2024) as shown in Figure 6. As shown in the figure, few categories of attacks
were underrepresented as compared to majority classes, which may bias the learning process
and cause less detection of minority attacks. SMOTE is used to create synthetic examples of
minority classes by interpolating existing examples, therefore creating a more balanced

10



distribution of classes without data duplication. This method enhances better generalization
of the model as well as equitable learning of all types of attacks. The dataset was split at the
ratio of 80:20 to result in training and test subsets after the balancing. The train test split
procedure was implemented with the shuffling option on and a random state that is fixed in
order to be reproducible. This division approach will provide enough data to learn the models,
and an independent test set will be available to provide fair performance assessment.

attack_cat
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Figure 6: Class Distribution After SMOTE Oversampling

4 Design Specification

The chapter outlines the system architecture of the proposed cloud-based intrusion detection
framework and reasons behind the chosen hybrid ensemble approach, cloud-focused
implementation, data balancing approach, and the XAI integration to enable scalability,
accuracy, robustness, and interpretability of modern cloud network security settings.

4.1 System Architecture and Framework

The proposed cloud-based NIDS on the AWS platform will have its end-to-end workflow as
shown in Figure 7. The architecture starts with the UNSW-NBI1S5 dataset, which is the
realistic network traffic with normal and malicious activities. This data is firstly fed into the
data loading component and then it is sent to data preprocessing layer. Some of the key
functions that this layer carries out are data cleaning, feature encoding, normalization, and
preparation in order to make the data machine learning model friendly. This processed
information is then passed on to the model training module where the individual machine
learning classifiers and the hybrid ensemble model are trained using the ready dataset. When
the models are trained, it is then implemented in the Prediction layer to identify incoming
traffic in case they are normal or attack instances. To solve the interpretability problem of
ensemble models, an XAl is also added, which can give local and feature-wise explanations
of specific predictions, which improves transparency and trust among analysts. After
prediction and explanation, The entire workflow is created and managed with the help of
AWS Cloud9, which is then run with the help of Amazon EC2 to get scalable computation
and with the help of Amazon S3 to maintain the persistent stores of the datasets, results and

11



visual outputs. In general, this architecture shows an interpretable, scalable and cloud ready
intrusion detection system.

Cloud Deployment (AWS)

ip

Data Model Prediction Expla|nable Performance Cloud®9 -
Preprocessing Training - Normal | Evaluation Development
/ Attack (LIME)

Figure 7: System Architecture Diagram

4.2 Justification for the Chosen Methodology

The presented methodology has been designed to solve the challenging task of the security of
modern cloud-based networks, where the traffic patterns are extremely dynamic,
heterogeneous, and large-scale. The traditional single classifier methods are in many cases
ineffective in such settings because of their little capacity to model various attack behaviours
and non-linear interaction of features. Thus, an ensemble learning model was selected, but
the hybrid model was adopted to use the benefits of several classifiers that are
complementary. The proposed hybrid model with XGBoost as a meta-classifier combined
with Gradient Boosting, Random Forest, and AdaBoost as base learners lower both bias and
variance and consequently, the suggested data model enhances detection accuracy and
resistance to overlap attacks and evolving patterns of attacks that are typical in cloud traffic.
Cloud services produce large amounts, distributed and time-span network information that
needs a scalable, computationally-efficient methodology. The cloud-centric design is justified
by the fact that the AWS resources like EC2, Cloud9, S3 allow allocating its resources
elastically, processing in parallel, and storing big datasets reliably (Kodi and Anumolu, 2025).
This can be assured that the proposed intrusion detection system can be able to work in the
actual cloud infrastructure as opposed to being an offline solution.

Also, intrusion datasets used to address class imbalance was considered with SMOTE to
enhance the minority attack detection, which is essential in cloud security. The fact that the
methodology also includes Explainable Al with the use of LIME further supports the
methodology and makes it more transparent and trustworthy, allowing security analysts to
comprehend and confirm intrusion predictions in cloud systems.

12



5 Implementation

This chapter describes the deployment of the proposed system of intrusion detection,
including tools, technologies, and cloud environment details, the implementation of
individual and hybrid ensemble machine learning models, the implementation of the system
in the XAI with the usage of LIME and the implementation of the system by means of the
AWS services that are reliable and can be easily scaled.

5.1 Tools, Technologies, and Environment

The proposed study has implemented using a Python-based ML environment to have
flexibility, scalability and reproducibility of experiments as shown in Table 2. Warning
suppression and time analysis utilities have included to maintain clean execution and
performance tracking. This environment provides a strong, powerful and research-oriented
framework suitable for large-scale network intrusion detection experiments.

Table 2: Tools and Technologies Used

Category Tool / Technology Purpose
Programming Python (< 3.6.3) Core implementation environment
Language
Data Processing Pandas, NumPy Data handling and numerical

computation
Visualization Matplotlib, Seaborn Exploratory data analysis
Machine Learning Scikit-learn Model training, evaluation,
preprocessing
Ensemble Learning | XGBoost, MLXtend Boosting and stacking classifiers
Data Balancing Imbalanced-learn (SMOTE) Handling class imbalance
Feature Selection Mutual Information, Relevant feature extraction
SelectPercentile
Utilities Pickle, Time, Warnings Model persistence and execution
control

5.2 Implementation of ML Models

5.2.1 Random Forest

The classifier of random forest was adopted as a baseline method of ensemble learning based
on its robustness and the capability to deal with high-dimensional network traffic information
(Akhtar et al., 2023). Training of the model was done with few decision trees, with each tree
being built on a random sample of features and samples. It is due to this randomness that
overfitting is minimized, and generalization is enhanced. Random Forest is best applicable in
intrusion detection applications since it is able to learn non-linear correlation between
network characteristics. For the implementation the model was trained using the balanced
training data and tested on unknown test data to make predictions of attack types. It also has
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an implicit feature importance because of its tree-based structure and is therefore useful in the
understanding of network attributes that are most useful in intrusion detection. Random
Forest is therefore a good and interpretable model to use in the first performance comparison
in this study.

5.2.2 AdaBoost Classifier

To improve the performance of the AdaBoost classifier, the implementation of the AdaBoost
classifier was aimed at prioritizing the hard-to-classify individuals. AdaBoost is a sequential
combination of numerous weak learners, with each successive learner laying more weight on
the previously wrongly classified samples. The adaptive learning mechanism has been found
to be especially useful in intrusion detection cases where the minority attack patterns would
be neglected. AdaBoost trained on the SMOTE-balanced data was used in this analysis to
enhance sensitivity to the rare types of attacks. The weights of samples are adjusted through
repeated adjustments to create the model which learns intricate decision boundaries which
more accurately differentiate normal and malicious traffic.

5.2.3 XGBoost Classifier

XGBoost was deployed as an effective gradient boosting model reputed to be highly efficient
and accurate in its predictions (Noorunnahar et al., 2023). The model constructs the decision
trees in a sequential fashion as it minimizes a regularized loss which assists in regulating
overfitting. In the present work, the XGBoost was used to learn complicated relationships
between the features of network traffic like protocol type, flow duration, and packets
statistics. It is very well adapted to intrusion detection work due to its capacity to deal with
scanty and imbalanced data. Also, XGBoost is as well associated with parallel processing and
efficient tree building which makes it easier and faster to train and also it has higher scales.
The balanced training set was used to train the model and the test set was used to test the
classification ability of the model. XGBoost was chosen as one of the models with the
highest performance across security-related datasets, which will result in the high detection
accuracy and strong performance.

5.2.4 Gradient Boosting Classifier

The Gradient Boosting Classifier was used in a series of rounds of enhancement of the
performance of prediction by reducing the number of classification errors through gradient
descent optimization. Gradient Boosting uses trees built successively as opposed to Random
Forest, which builds trees independently, with every successive tree correcting the errors of
the previous ensemble. This renders it useful in grabbing delicate attack pattern in network
traffic. In this work, the model has been trained with few estimators to compromise between
accuracy and cost of computation. Gradient Boosting is a more appropriate technique in
intrusion detection since non-linear and complex relationships between variables, including
traffic rates and connection tracking measures, can be modelled. Its presence gives it a
comparative study on other boosting methods and assists in measuring the effectiveness of
sequential methods of learning to identify various cyberattacks.

5.2.5 Hybrid Ensemble Model
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Hybrid Ensemble Model was applied in a stacking-based method and was used to benefit the
advantage of several classifiers (Chaurasia and Pal, 2021). Gradient Boosting, Random
Forest and AdaBoost were utilized as base learners and XGBoost as the meta-classifier was
deployed in the study. The base models have independently learnt varied patterns during the
training data which represented varied aspects of network behavior. Their forecasts were
subsequently aggregated and submitted to the meta classifier which trained to know how best
to combine such outputs to come up with the final decision. The architecture improves the
detection accuracy by decreasing the bias and variance of separate models.

5.3 Explainable AI Integration

To make the suggested intrusion detection system more transparent and interpretable,
Explainable Artificial Intelligence (XAI) was deployed with the help of the LIME framework.
LIME has been used to explain single predictions made by the stacking ensemble classifier.
A LimeTabularExplainer was launched with the training data and the names of the features
matched the names of the input features, and the names of the classes matched the multi-class
categories of attack. Continuous variables were categorized in order to enhance clarity of
explanation.

One case of testing data was taken and its probability of being predicted by the stacking
model which was trained was taken. LIME produced a local explanation approximating the
action of the complex model around the chosen instance with a linear model that can be
interpreted. The description presents the top ten features that have had the greatest
contribution towards the predicted class. Class 0 which was predicted to be the output of the
chosen instance represented normal traffic.

The contribution scores indicate the extent to which individual features like ct dst sport-ltm,
ct-src-dport-Itm, proto and swin have affected the decision of classification either negatively
or positively. These descriptions were put in the tabular format and this was saved in the form
of a CSV file to document and further analyze it. It enhances the credibility of a model by
offering to a human knowledge to explain predictive behavior.

Prediction probabilities NOT Class 0 Class 0
ct_dst_sport_ltm>2.00

Class_0 I 0.0 !

Class_3 .:Itrsrcidpmjtm =3.00

Class_2 [proco == 11100

class 1 i i

Other .

dmean <=0.00
is_sm_ips ports <= 0.00
o
ot_fip_cmd =000
stepb == 0.00
s fip login==0.00

Figure 8: LIME-Based Local Explanation of Stacking Model Prediction

Figure 8 presents a LIME visualization plot which displays prediction probabilities for
different classes by showing that the instance is classified as Class 0 with the highest
confidence. It further shows the most influential features contributing toward and against the
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predicted class along with their corresponding values. This figure shows how LIME has been
implemented to interpret complex ensemble models by approximating local decision
boundaries.

5.4 AWS Deployment

5.4.1 Amazon Cloud9

The main development environment on which the intrusion detection system was
implemented was AWS Cloud9. It offers a browser-based IDE, which allows local system-
independent code, debug, and execution of Python-based machine learning workflows.
Cloud9 is closely bound up to the services of AWS that enables easy access to EC2 and S3
resources. This environment makes it easy to collaborate, allows runtime configuration to be
consistent and makes experimentation quick. With Cloud9, local hardware constraints are
removed and the entire model pipeline consisting of preprocessing, training, and
explainability can be developed and tested in the cloud infrastructure.

5.4.2 Amazon EC2

The EC2 of Amazon was also used to offer scalable computing capabilities necessary to
process the UNSW-NBI15 data and to train ensemble machine learning models. An EC2
instance has been configured with adequate CPU and memory to effectively carry out data
preprocessing, SMOTE oversampling, model training and evaluation processes. EC2
provides elasticity of resource allocation and employs high performance computing in large
scale datasets. It is cost-effective as it is on demand but remains reliable. Implementation of
the intrusion detection system on EC2 indicates that security analytics workloads can be
executed in the real cloud setting.

5.4.3 Amazon S3

Amazon S3 was used as the central storage of dataset, results of the experiment and
visualizations generated. The UNSW-NBI5 dataset, along with confusion matrices,
distribution plots and evaluation results have been securely stored in S3 buckets. S3 is very
durable, scalable, and can easily access high volumes of data hence useful when it comes to
machine learning pipelines. The system places a space between storage and computation,
which results in improved data management and fault tolerance. This implementation
promotes the effective retrieval of data and durability of the findings of research.

6 Evaluation

In this chapter, the proposed intrusion detection system is evaluated on individual and hybrid
ensemble models on a basis of classification measures, latency and throughput analysis, and
confusion matrices, which show that the models are effective, robust, and performance trade-
offs in multi-class network intrusion detection.
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6.1 Experiment 1: Classification Performance Evaluation

This experiment has been evaluated the classification performance of the implemented ML
models using standard multi-class evaluation metrics. These metrics has been provided a
balanced assessment by equally considering all attack classes by making them suitable for
imbalanced intrusion detection datasets. As shown in the results in Table 3 the Hybrid
Ensemble Classifier has achieved the highest performance across all metrics, with an
accuracy and macro Fl-score of 0.90 by showing its strong ability to capture complex attack
patterns by combining multiple learners. Random Forest also performs well showing strong
generalization with an accuracy of 0.87. XGBoost showed consistent and stable results across
all metrics while Gradient Boosting has been achieved moderate performance.

Table 3: Classification Performance Comparison of ML Models

Model Accuracy | Macro | Macro | Macro
Precision | Recall F1
Random Forest 0.87 0.88 0.87 0.87
AdaBoost Classifier 0.62 0.63 0.62 0.6
XGBoost Classifier 0.82 0.82 0.82 0.82
Gradient Boosting Classifier 0.74 0.75 0.74 0.74
Hybrid Ensemble Classifier 0.9 0.9 0.9 0.9

6.2 Experiment 2: Latency and Throughput

This experiment evaluates the performance of different ML models in terms of latency per
prediction and throughput which are important metrics for real-time intrusion detection
systems. Latency measures the time taken by a model to generate a single prediction while
throughput shows the number of predictions processed per second. As shown in Table 4,
XGBoost and Random Forest has been achieved the lowest latency values by making them
suitable for time-sensitive environments. Random Forest also shows the highest throughput
by showing powerful parallel processing. Whereas AdaBoost and the Hybrid Ensemble
model showed higher latency and lower throughput due to increased model complexity and
sequential learning type of behaviour. Although the Hybrid Ensemble showed reduced speed
it balances performance with improved detection capability by making it suitable where
accuracy is prioritized over real-time constraints.

Table 4: Latency and Throughput Performance of ML Models

Model Latency per Prediction Throughput
(ms) (Predictions/sec)
Random Forest 0.9371 837,319.43
AdaBoost Classifier 20.6522 48,141.22
XGBoost Classifier 0.8159 521,985.70
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Gradient Boosting 1.2476 356,424.14
Classifier

Hybrid Ensemble Classifier | 23.4709 10,604.58

6.3 Experiment 3: Confusion Matrices

Figure 9 shows the confusion matrix of the Random Forest model, which shows accurate and
inaccurate predictions by the model based on classes. The high values of the diagonal show
that there has been a high level of classification in most classes. Minor misclassifications take
place between the similar types of attacks, which is a reflection of the overlapping traffic
patterns. All in all, the performance is strong with taken care of classification errors in
intrusion in complex multi-class problems.

The confusion matrix of AdaBoost classifier as shown in Figure 10 depicts a greater rate of
misclassification with several categories of attacks than the random forest. Large off-diagonal
values imply inability to distinguish between complex and overlapping patterns of attacks.
This is indicative of the sensitivity of AdaBoost to noisy and imbalanced data, which leads to
the decrease in the overall classification performance.
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Figure 9: Confusion Matrix Figure 10: Confusion Matrix

The confusion matrix of XGBoost classifier as in Figure 11 shows that diagonal domination
is high, and the ability to distinguish classes is better than in AdaBoost. Less
misclassification in the majority of type categories of attacks, points to the efficient learning
of more complicated patterns. Small variations exist between the attacks that are closely
related, which is a manifestation of inherently similar traffic.

The confusion matrix of the Gradient Boosting classifier is shown in Figure 12 with an
average level of diagonal dominance and some significant misclassifications between specific
attack classes. Although the model can capture general intrusion trends, similar attack
behavior overlaps bring complexity to classification and lead to greater error rates than
XGBoost and Random Forest.
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The confusion matrix of the Hybrid Ensemble classifier in Figure 13 shows high levels of
diagonal dominance and less misclassification among the attack categories. The lower off-
diagonal errors reflect the good management of overlapping and complicated intrusion
guidelines. This proves to be better robust and balanced than individual classifiers.
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Figure 13: Confusion Matrix

7 Conclusion and Future Works

This study has introduced a cloud network intrusion detection system based on the hybrid
ensemble machine learning model tested on the UNSW-NB15 dataset. The experimental
findings prove that the ensemble model is more successful than the individual classifiers in
terms of classification accuracy, attack detection capability, and general strength and thus,
answers the research question. Integration of Gradient Boosting, Random Forest, and
AdaBoost with XGBoost meta-classifier made it possible to achieve better generalization of a
wide variety of attack types with acceptable latency and throughput in a cloud environment.
In addition, XAI by using LIME improved the transparency of the model by generating
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meaningful feature-level explanations of intrusion predictions, which contributes to a viable
trust and deployment preparedness.

The study has some limitations in spite of these promising findings. The experiments were
carried out on a benchmark dataset that was offline and real-time network traffic was not
taken into account. Also, the deployment of the ensemble model to large-scale high-speed
networks might encounter computational overhead, scalability issues. Future research will
involve real time intrusion detection over live traffic streams, optimization of the model to
work on edge and resource constrained models and incorporation of deep learning models
like LSTM and attention based models. More research on the methods of advanced
explainability and adaptive learning processes can also improve the performance related to
detection of the changing cyber threats.
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