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Configuration Manual 

Sai Gowtham Emani 

Student ID:23337818 

Title: Cryptography System in Cloud using Hybrid 

Lightweight Techniques and Diffusion Optimization for 

IoT Systems 

 

1 1. Introduction 

This configuration manual outlines the system setup, tools and deployment environment 

utilized to develop and test a hybrid lightweight cryptographic system to the IoT-cloud 

environment. The proposed system connects the lightweight encryption used in the IoT layer 

with the more advanced symmetric cryptography used in the cloud layer which is optimized 

through parallel processing to enhance latency, throughput, and diffusion performance. 

The configuration supports experimental comparison between hybrid ASCON + ChaCha20 

and ASCON + DES approaches against standalone AES-based systems. 

2 2. Hardware Requirements 

3 2.1 Minimum Hardware Specifications 

• Processor: Dual-core CPU or better. 

• Architecture: x86_64 

• RAM: Minimum 2 GB & Recommended: 4 GB 

• Storage: Minimum 15 GB free disk space 

• Network: The network is stable with internet 

4 3. Software Requirements 

5 3.1 Operating System 

• Amazon Linux 2 (AWS-managed) 

• Compatible with Python 3.x runtime-compatible 

6 3.2 Programming Language 

• Python Version: Python 3.9 or above 
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7 3.3 Python Libraries and Dependencies 

cryptography 

Python library of secure cryptographic operations. 

Provides primitives for encryption, hashing, digital signatures, and key exchange. 

pycryptodome 

Python cryptographic library Low-level control self-contained Python Cryptographic library. 

It supports symmetric/asymmetric ciphers, hashes, MACs, and random number generation. 

psutil 

A system and process resources monitoring cross-platform library. 

Used to retrieve CPU, memory, disk, network, and process statistics. 

flask 

A framework and web application created to develop REST APIs and web applications, 

which are lightweight. 

Provides routing, request handling, and extensibility with minimal overhead. 

multiprocessing 

A typical Python package for parallel execution using multiple processes. 

Bypasses the GIL to achieve real CPU-bound parallelism. 

threading 

A Python standard module that can be used to run multiple threads. 

The most appropriate in I/O-bound activities in a single process. 

numpy 

Python numerical library A central scientific computing library. 

Provides multi-dimensional arrays and optimized mathematical functions. 

time 

A built-in Python module for time-related operations. 

Used for delays, timestamps, and performance measurement. 

os 

An operating system communication module in Python. 

Provides file handling, environment variables, and process-related utilities. 

 

8 3.4 Cryptographic Algorithms Used 

• Lightweight Algorithms: ASCON, ChaCha20, DES 

• Cloud-Side Algorithms: AES-GCM, ChaCha20 

• Purpose: Secure encryption with reduced computational overhead for IoT devices 
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9 4. AWS Services Used 

10 4.1 AWS Cloud9 

• Development and testing environment 

• Used for: 

o Writing and debugging encryption modules 

o Running IoT client-side simulators 

o Measuring resource utilization 

11 4.2 AWS Elastic Beanstalk 

• Implementation and hosting of Flask-based cloud application 

• Manages: 

o EC2 provisioning 

o Application runtime 

o Scaling and environment configuration 

12 4.3 AWS EC2 

• Backend processing layer 

• Handles: 

o Parallel encryption and decryption 

o Performance metric logging 

o API request handling 

 

 

13 5. Implementation Flow Configuration 

1. IoT simulator encrypts plaintext using a lightweight cipher. 

2. Encrypted data is sent to cloud API endpoint. 

3. Cloud service re-encrypts information with a more powerful algorithm. 

4. Parallel processing is applied for encryption tasks. 

5. Decryption requests are handled and validated. 

6. Measures are recorded and kept to be analysed. 

 

AWS Deployment : 

 

AWS Cloud9  
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AWS Elastic Beanstalk 

 

 

 

Output: 
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