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Abstract 

Modern cloud platforms have become an important backbone for processing and 

securing large volumes of IoT-generated data which applies traditional cryptographic 

techniques to increase latency and inefficient resource utilisation. To solve this problem, 

IoT systems have increasingly supported latency-sensitive and security applications. This 

study has proposed a hybrid lightweight cryptographic framework that uses ASCON at 

the IoT layer with ChaCha20 at the cloud layer which is increased through parallel cloud 

processing. The framework has been designed to balance strong security guarantees with 

low latency and high throughput by reducing limitations of traditional cloud encryption 

approaches. Python-based IoT simulator and AWS cloud infrastructure has been used to 

implement and evaluate the system under controlled experimental conditions. There are 

some results which show that the proposed ASCON–ChaCha20 hybrid framework 

achieves reduced encryption and decryption time, improved throughput, lower CPU 

utilization and higher diffusion quality as compared to ASCON–DES and traditional 

methods. The high avalanche effect confirms enhanced resistance to cryptanalytic attacks.  

 

Keywords: Hybrid Cryptography, Lightweight Encryption, IoT–Cloud Security, 

Parallel Processing, Performance Evaluation 

 

 

1 Introduction 
The chapter introduces the background and motivation of the study as it discusses the issue of 

security, latency and performance in the IoT-cloud environment and limitations of traditional 

cryptographic means. It also states the research question, and objectives, which are a hybrid 

lightweight cryptography architecture with parallel processing on cloud  to enhance the data 

security and the performance of the IoT. 

1.1 Background 

The fast development of Internet of Things (IoT) devices has resulted in a greater volume of 

data creation and cloud-based data processing (Mishra and Tyagi, 2022) that have never been 
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experienced before. Such devices can be frequently used in resource limited settings that have 

small computational power, memory, and energy capabilities and the implementation of 

traditional cryptographic algorithms can be difficult (Ramakrishna and Ali Shaik, 2025). 

Although the cloud platform provides scalable storage and computation, the transfer of 

sensitive IoT information to the cloud brings about serious security, privacy, and latency risks 

(Abba Ari et al., 2024). Although safe, conventional encryption algorithms which may also 

give computational costs and latency to real-time internet of things applications and, as a result, 

to system responsiveness and end-user experience. 

This study has been motivated by the necessity to achieve a balance between a high level of 

security and low-latency and high-efficiency in IoT-cloud ecosystems. Light weight 

cryptographic algorithms like ASCON and ChaCha20 have also become potential alternatives 

as a result of their lower complexity of computation and better performance on resource 

constrained gadgets (Patel and Cherukuri, 2025). Nevertheless, using one encryption method 

might not deliver the best diffusion and resistance against various threat situations. This study 

is driven to investigate a hybrid lightweight cryptography framework that would be used to 

complement parallel cloud processing to improve diffusion quality, throughput as well as 

reduce latency. The study looks to add practical and scalable security solution to the current 

IoT applications by systematically analyzing the metrics of performance in a cloud-based 

environment. 

1.2 Importance of the Study 

The importance of this study mainly lies in solving the growing security and performance 

challenges of IoT–cloud environments where resource-constrained devices require strong 

protection without having high latency. There are some traditional cryptographic schemes 

which does have computational overhead by making them unsuitable for real-time IoT 

applications (Justindhas and Jeyanthi, 2023). This study has proposed a hybrid lightweight 

cryptographic framework which has combined with parallel processing to increase and improve 

data confidentiality, diffusion quality and system performance. By systematically evaluating 

latency, throughput, CPU utilization and avalanche effect the study provides practical insights 

into achieving a balanced trade-off between security strength and performance which 

contributes to scalable and secure IoT data transmission. 

1.3 Research Question 

What is the role for a hybrid lightweight cryptographic framework using ASCON with 

ChaCha20 and parallel processing on cloud to improve performance for IoT data security as 

compared to traditional AES- and DES-based cloud encryption systems?” 

1.4 Research Objectives 

The research objectives of this study are as follows: 
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1. To establish a hybrid lightweight cryptographic framework using ASCON with 

ChaCha20 for secure data transmission in IoT–cloud environments. 

2. To quantitatively characterize the behaviour and performance of the proposed 

framework in terms of evaluation metrics and compare it with traditional AES- and 

DES-based approaches. 

3. To investigate the performance of parallel cloud-based encryption processing in 

improving real-time performance and scalability for resource-constrained IoT systems. 

1.5 Structure of the Report 

This report has systematically structured to clearly present the research work and its outcomes. 

Chapter 1 shows the introduction of the study which includes the background, motivation, 

objectives and research question. Chapter 2 provides a detailed review of existing literature 

which is related to IoT–cloud security, lightweight cryptography and hybrid cryptographic 

frameworks while identifying research gaps. Chapter 3 explains the adopted research 

methodology, simulation environment, algorithm selection and evaluation parameters. Chapter 

4 describes the design specifications and overall system architecture of the proposed 

framework. Chapter 5 discusses the implementation details, tools used, cloud deployment, and 

parallel processing mechanisms. Chapter 6 focuses on performance evaluation and 

experimental analysis. At last Chapter 7 summarizes the findings and presents future work 

direction 

2 Related Work 
The chapter is a review of the available cloud-based, lightweight and hybrid cryptography 

solutions to IoT cloud environments by showing their security, performance attributes and 

constraints. It also points out the research gaps of concern to the latency, diffusion optimization, 

system complexity and scalability that drive the proposed hybrid lightweight cryptographic 

framework. 

2.1 Cloud-Based Cryptographic Systems for IoT 

The use of cloud-based cryptographic systems is common in an IoT setup because it gives 

centralized security control, scalable computational capability and secure data storage (Qasem 

et al., 2024). The main role of the IoT devices in this type of architecture is that of being a data 

generator by sending sensor data to cloud platforms where it undergoes encryption and 

decryption operations which is along with management of keys (Javadpour et al., 2024). This 

can be easily implemented on the device-side and enables the application of powerful 

cryptographic functions without the audience being restricted by the limited resources of IoT 

nodes. The cloud providers have automatic scaling which allows cryptographic services to 

process high amounts of data created by distributed IoT devices. 

Nonetheless, using cloud-based encryption will cause issues with latency, bandwidth reliance 

and real-time responsiveness. IoT transmission of data to the cloud and vice versa extend the 

end-to-end processing time which may impact time-intensive applications. Also, persistent 
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connectivity needs render cloud-based cryptographic systems ineffective in distant or 

unreliable network infrastructures. Although cloud infrastructure may be very powerful in 

terms of computational power and centralized control, the performance constraints define the 

necessity of device-level security (Almutairi and Sheldon, 2025). Consequently, the use of 

lightweight cryptographic methods in conjunction with cloud-based ones is becoming more 

common to provide scalable, efficient, and secure protection of IoT data. 

2.2 Security–Performance Trade-off in IoT Cryptographic Designs 

The IoT cryptographic design is associated with a trade-off between high security and the 

performance of the system. Strong cryptographic algorithms can demand more processing 

power, more memory and cannot be afforded by the resource-limited IoT devices (Khan et al., 

2021). Lightweight encryption methods on the other hand put more focus on speed and 

efficiency but can have lesser diffusion strength or less protection against advanced 

cryptographic attacks.  

The performance requirements of low latency, low power and high data transmission rate are 

important in practical IoT application so that real-time application can be supported by low 

power and high-performance requirements. A large amount of cryptography can result in 

slower response times, higher power consumption and shorter lifetime of the device (Potlapally 

et al., 2006). On the other hand, security systems that are simplified to extreme levels can leave 

sensitive data vulnerable to attacks when being transmitted and saved. To solve this problem, 

hybrid cryptographic methods spread security burdens across the various layers of the system. 

The lightweight encryption guarantees the high speed processing of the IoT layers, and the 

more robust cryptographic functions are done by cloud resources with greater abilities (Dhanda 

et al., 2020). Such a stratified approach allows a compromise to be achieved where the security 

levels remain acceptably low but operations are not affected. 

2.3 Hybrid Cryptographic Approaches in IoT–Cloud Environments 

Hybrid cryptographic methods have been developed as a sound answer to the various security 

challenges experienced by the IoT -cloud environment such as confidentiality, integrity, 

authentication, and effective key management. (Pothireddy et al., 2024) suggested a proposal 

of a hybrid model based on Fully Homomorphic Encryption (FHE) and SHA-3 to encrypt 

sensitive data on a cloud and ensure its integrity by processing the encrypted data as shown in 

Table 1. This method has a high efficiency in encryption and decryption than the traditional 

methods but has several challenges including high computational workload and incompatibility 

with hardware.  

(Farshadinia et al., 2025) has been introduced an IoT-cloud architecture that is energy efficient, 

incorporating ECDSA, the Short Signature (ZSS) and SEPAR, and introduces new modules, 

including a centralized third-party auditor and lightweight hybrid encryptor. This model lowers 

the cost in terms of power use and time but still guarantees mutual authentication, traceability, 

and multilayer security but raises the complexity of the system and reliance on third-party 

auditing.  
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(Ahmad et al., 2023)  is proposed to be used with AES (encryption/decryption) to establish a 

new approach to key management, which is HCA-KMS, in cloud healthcare systems. The 

model enhances security, lessens time complexity and overcomes limitations of AES key 

exchange but the matter of scalability and high-complexity of hybridization has been raised. 

(Farooq et al., 2023) suggested a four-stage IoT-cloud security architecture which incorporates 

mutual authentication, key distribution, and hybrid encryption, decreasing the encryption and 

decryption times and throughput, with minimal use of resources, still, it can be problematic in 

heterogeneous deployments and reliance on fog infrastructure.  

Study given by (Ranganatha Rao and Sujatha, 2023) presented Hybrid Elliptic Curve 

Cryptography (HECC) as the public cloud security scheme, which relies on Edwards curves, 

IBE, key reduction and AES as the speedy key generation, encryption, and decryption 

techniques, but the analysis of resisting advanced attacks and large-scale implementation is not 

the strongest aspect. The study given by (Emre Erbil et al., 2025) deals with embedded systems 

based on X25519 to perform key exchange, BLAKE3 to perform key derivation, and Ascon-

128a to perform AEAD based-encryption to guarantee forward secrecy, integrity, and 

confidentiality in the resource-constrained device; nevertheless, further experimental and 

optimization should be done in real-world application.  

Lastly, (Muhammed et al., 2025) uses ChaCha20 in addition to ECDH in a hybrid cloud 

architecture to achieve the best speed, security and scalability, but its use in resource-

constrained environments and mass deployment remains to be further confirmed. Taken 

together, these papers show that hybrid cryptographic solutions are able to manage security, 

performance, and scalability across IoT of-cloud systems, and such issues as computational 

overhead, system complexity, hardware dependency, and scalability remain. 

 

Table 1: Summary Table 

 

Study Hybrid 

Technique 

Key Components Results / 

Performance 

Limitations 

(Pothireddy 

et al., 2024)  

FHE + SHA-3 Fully 

Homomorphic 

Encryption, SHA-

3 

Improved 

encryption/decryption

, secure processing of 

encrypted data 

High 

computationa

l overhead, 

hardware 

limitations 

(Farshadinia 

et al., 2025)  

ECDSA + ZSS 

+ SEPAR 

Central TPA, HF-

Audit, lightweight 

hybrid encryptor 

Reduced power by 

30%, time cost by 

40%, latency 56 ms, 

throughput 2144-bit 

Increased 

complexity, 

reliance on 

third-party 

auditing 

(Ahmad et 

al., 2023)  

ECC + AES ECC for key 

generation, AES 

for 

encryption/decrypt

ion 

Faster encryption, 

improved 

confidentiality, 

integrity, O(n) 

Hybrid 

complexity, 

scalability 

challenges 
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encryption, O(log n) 

decryption 

(Farooq et 

al., 2023)  

Hybrid 

encryption + 

mutual 

authentication + 

key distribution 

Novel key 

distribution, 

mutual 

authentication, 

hybrid encryption 

Encryption time 

reduced by 28%, 

decryption by 32%, 

improved throughput 

Fog 

infrastructure 

dependency, 

heterogeneou

s deployment 

challenges 

(Ranganatha 

Rao and 

Sujatha, 

2023)  

HECC + AES + 

IBE + Diffie-

Hellman 

Edwards curve key 

generation, IBE, 

key reduction, 

AES 

Key gen: 0.000025 s, 

Encryption: 0.00349 

s, throughput: 693.10 

kB/s 

Limited 

attack 

evaluation, 

large-scale 

deployment 

not tested 

(Emre Erbil 

et al., 2025)  

X25519 + 

BLAKE3 + 

Ascon-128a 

X25519 key 

exchange, 

BLAKE3 

derivation, AEAD 

encryption 

High security, 

integrity, forward 

secrecy, lightweight 

Limited real-

world testing, 

scaling 

optimization 

needed 

(Muhamme

d et al., 

2025)  

ChaCha20 + 

ECDH 

ChaCha20 

encryption, ECDH 

key exchange 

Encryption time 2 ms, 

key generation 15.8 

ms, moderate 

memory usage 

Performance 

in IoT/mobile 

not fully 

validated, 

large-scale 

deployment 

 

2.4 Research Gaps Identified 

Previous studies on hybrid IoT–cloud cryptographic systems mainly focus on improving 

security or reducing computation overhead but overlook end-to-end latency and diffusion 

optimization in real-time cloud-assisted environments. There are quite a few solutions which 

introduced high system complexity, hardware dependency or trust on third-party components 

by limiting scalability and practical deployment. Also limited attention has given to parallel 

encryption execution and comparative evaluation of lightweight cipher combinations under 

cloud workloads. This study solves these gaps by proposing a parallel hybrid lightweight 

cryptographic framework that optimizes latency, throughput and diffusion quality while 

maintaining scalability and deployability in resource-constrained IoT–cloud systems. 

3 Methodology 
The chapter describes the experimental research design and quantitative design that was used 

to carry out and test a hybrid lightweight cryptographic framework within an IoT-cloud setup. 

It describes the simulation environment, choice of cryptographic algorithm, research process 
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and performance measurement criteria employed to determine the latency, throughput, CPU 

usage, diffusion quality and encryption/decryption efficiency. 

3.1 Research Design and Overall Approach 

This study adopts a controlled experimental methodology supported by quantitative analysis to 

examine the performance of a hybrid cryptographic framework within IoT–cloud 

environments. The study strategically distributes cryptographic operations by applying 

lightweight encryption mechanisms at the IoT layer. A controlled simulation-based 

environment has used. Such performance and security properties as latency, throughput, 

diffusion, and CPU utilization are quantified at different workloads (Biswas et al., 2024). 

Hybrid and standalone cryptographic implementations are compared and contrasted to 

ascertain the efficacy of the given approach in enhancing efficiency and diffusion amount in 

cloud-based IoTs. 

3.2 IoT Simulation Environment 

Python was used to make a client-side simulation environment of the IoT (Barriga et al., 2022) 

that mimics the behavior of the resource-constrained devices in the environment. The simulator 

creates artificial sensor measurements and uses the lightweight cryptographic functions like 

ASCON and ChaCha20 to simulate the real life encryption of the IoT. This method does not 

require any physical hardware and allows to be experimented with controlled conditions of 

different data sizes and workloads. The simulator captures the encryption time, CPU usage and 

output features and then sends the encrypted data to the cloud layer.  

3.3 Cryptographic Algorithm Selection and Justification 

The cryptographic algorithms have been selected for this study which have chosen based on 

their security strength, computational performance and suitability for IoT and cloud 

environments. Since IoT devices have operated under some strict resource constraints, 

lightweight algorithms which have prioritized at the client side while stronger and 

computationally intensive algorithms have been deployed at the cloud layer. 

3.4.2 DES (Baseline Comparator) 

This study has included Data encryption standard (DES) as a baseline comparator. Despite 

being considered insecure by modern standards DES gives simplicity and low computational 

overhead by making it useful for performance comparison purposes. Its presence enables one 

to test the performance of the old cryptographic algorithms against the current lightweight and 

secure cryptographic algorithms. Compared to DES, this study outlines how more recent 

cryptographic techniques have made better on diffusion, latency, and security. DES is not 

suggested to be implemented in the real life but it is used as a benchmark to underline the 

efficiency of the hybrid cryptography model.  
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3.4.3 ASCON (Lightweight Authenticated Encryption) 

ASCON has been selected as the lightweight algorithm to be used as the primary cryptography 

one due to its creation to operate under constrained conditions of the IoT (Radhakrishnan et 

al., 2024). It offers authenticated encryption, which offers confidentiality and integrity of data 

at minimal computational and memory expenses. The main solution to real-time IoT data 

encryption is that ASCON has a high diffusion capability and low latency. It is also light-

weight and thus it can be easily done on simulated IoT devices without consuming resources. 

The selection of ASCON is aligned with the purpose of the study to improve the functionality 

and penetration of the IoT systems simultaneously providing an adequate degree of security 

and taking into account the latency as one of the primary issues in case of using cloud-

connected applications.  

3.4.4 ChaCha20 (Stream Cipher) 

ChaCha20 was chosen because it has good performance and effectiveness in software-based 

implementations (Liu et al., 2025). Unlike the conventional block ciphers, ChaCha20 is a 

stream cipher, which makes its usage very convenient in the environment where low latency 

and high-speed needed encryption is required. It is reliable in other hardware platforms as well 

as timing resistant. In this paper, a lightweight substitute of block ciphers, ChaCha20, is 

evaluated and provides the possibility to compare its performance with that of ASCON. Its 

assistance helps to analyze throughput, latency and diffusion characteristics of cryptographic 

systems of hybrid IoT-cloud systems. 

3.4 Performance Evaluation 

3.5.1 Latency 

Latency is applied to estimate the total time taken to encrypt the data at the IoT layer and 

transmit to cloud and receive access to cloud-based cryptographic services (Ahmad and 

Mehfuz, 2024). In this study, the latency is used to measure the responsiveness of the proposed 

hybrid cryptographic system with respect to the size of the various data and the workload. The 

timestamp-based measurements of the first and the final point of each cryptographic operation 

are the computing of processing delays. Understanding of reduced latency implies that it can 

be applied in real-time applications of IoT. The latency of different algorithms and 

configurations can be compared using this metric to determine the extent to which the 

lightweight encryption and parallel processing on a cloud can be utilized to reduce end-to-end 

delays. 

3.5.2 Throughput 

Throughput is the rate of successful encryption and processing data per unit time, and is 

normally expressed in bytes per second (Kumar et al., 2023). The throughput is applied in the 

current study to determine the efficiency of the system to provide the capability to address 
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growing volumes of data without a reduction in performance. It is determined by dividing the 

data size by the sum of the encryption or processing time. Increased throughput will mean 

improved scalability and performance especially in the clouds that have to manage multiple 

IoT data streams. The throughput analysis allows comparison between independent 

cryptographic systems and the suggested hybrid solution and shows the advantages of parallel 

processing and optimal workflow of cryptography. 

3.5.3 CPU Utilization 

CPU utilization is used to determine the amount of computation resources (Cryptographic 

operations) used by the devices in the IoT simulation and the cloud resources. This paper 

presents a monitoring of CPU usage on encryption, decryption and re- encryption processes to 

consider the efficiency of the resources. The metric is particularly important to IoT settings, 

which have devices with little processing capabilities. Reduced computer power usage in the 

IoT layer implies that lightweight cryptographic algorithms are appropriate. Usage of CPU at 

the cloud layer indicates efficiency of parallel processing and allocation of workloads. This 

analysis will be useful in assessing the general computational viability of the hybrid 

cryptographic system. 

3.5.4 Avalanche Effect (Diffusion Quality) 

Avalanche effect is used to assess the strength of a cryptographic algorithm in diffusion by 

determining the amount of alteration in input that causes an output change. A one-bit alteration 

of the plaintext is presented in this work and the effect of the changes on the ciphertext 

measured. The larger the proportion of flipped bits of output, the more it becomes diffused and 

the less it will withstand cryptanalytic attacks. This measure is critical in determining the 

quality of security of lightweight and cloud-based algorithms. The analysis of avalanche effect 

enables comparing the diffusion performance of ASCON, ChaCha20 and DES in the hybrid 

framework. 

3.5.5 Encryption and Decryption Time 

Encryption and decryption time is a measure of the amount of time it takes to encode plaintext 

into ciphertext and back to the original data respectively. These metrics are measured 

separately to develop the computational efficiency of every cryptographic algorithm. A shorter 

encryption and decryption speed is a good sign of better performance, especially in the use of 

latency-sensitive IoT applications. To determine timing measurements in this research, high-

resolution clocks are used to take measurements. A comparison of these values in the context 

of various algorithms would give an idea of their applicability to IoT and cloud implementation, 

which will help to assess the proposed hybrid cryptographic solution. 

4 Design Specification 
In this chapter, the general architectural view of the proposed hybrid lightweight cryptographic 

framework is given and the communication between the IoT devices and the clouds is shown. 
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It also introduces the algorithm of the proposed model, which is the step-by-step encryption, 

transmission and processing process in the IoT-cloud environment. 

4.1 System Architecture and Components  

Figure 1 shows the overall workflow and key components of the proposed hybrid cryptographic 

framework deployed in an IoT–cloud environment. The system starts with the IoT/User layer 

where data has generated by lightweight devices is transmitted to the cloud through the internet. 

Within the AWS Cloud infrastructure incoming data is first handled by cloud services 

(EC2/Elastic Beanstalk) which manage secure communication and resource provisioning. The 

Message Processing module prepares the data by formatting and splitting it into suitable blocks 

for efficient parallel execution. 

The core of the architecture is the Parallel Encryption Processing unit where two hybrid 

encryption schemes ASCON–DES and ASCON–ChaCha20 which have been executed 

concurrently to evaluate their performance. This parallel design improves scalability and 

enables fair comparison under identical conditions. Encrypted data has then forwarded to the 

results module which records performance metrics like encryption/decryption time, avalanche 

effect, CPU utilization, throughput and memory usage. The architecture supports secure, 

powerful, and scalable cryptographic evaluation used for IoT–cloud applications. 

 

Figure 1: System Architecture Diagram 

4.2 Algorithm of the Proposed Model 

Algorithm: Hybrid Parallel Lightweight Cryptographic Model (ASCON + ChaCha20) 
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Input: 

D → IoT sensor data 

K1 → ASCON secret key 

K2 → ChaCha20 secret key 

Output: 

C_final → Secure encrypted ciphertext 

M → Performance metrics (latency, CPU usage, throughput) 

Algorithm Steps: 

1. Start 

2. Read input data D from IoT device 

3. If data size |D| is small 

  Encrypt D using ASCON with key K1 

  Set C1 ← ASCON_Encrypt(D, K1) 

Else 

  Split D into blocks D₁…Dₙ 

4. For each block Dᵢ in parallel 

  Encrypt Dᵢ using ASCON 

  Store encrypted block in C1ᵢ 

5. Merge all encrypted blocks into C1 

6. Send C1 to cloud server 

7. Cloud server encrypts C1 using ChaCha20 with key K2 

  Set C_final ← ChaCha20_Encrypt(C1, K2) 

8. Record performance metrics M (latency, CPU, throughput) 

9. Return C_final, M 

10. End 

 

5 Implementation 
The chapter has provided the practical implementation of the proposed hybrid lightweight 

cryptographic system, which is outlined by describing the tools, technologies, and pipeline of 

deployment. It describes how the IoT and cloud layers are designed and implemented, 

integrating parallel processing, and using AWS and GitHub Actions to allow deployment and 

testing of systems in a scalable and automated way, as well as to make them reproducible. 

5.1 Tools and Technologies Used 

This table 2 summarizes the tools and technologies which is used to design, implement and 

evaluate the proposed hybrid cryptographic system. 

Table 2: Summary of Tools and Technologies Used 
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Category Tool / Technology Purpose in the Study 

Programming 

Language 

Python 3 Development of IoT simulator, 

cryptographic modules, and performance 

measurement 

Cryptographic 

Libraries 

PyCryptodome, 

Cryptography 

Implementation of DES, ASCON, and 

ChaCha20 algorithms 

Lightweight 

Cryptography 

ASCON, ChaCha20 Encryption at the IoT layer for 

constrained environments 

Cloud 

Infrastructure 

AWS EC2 Hosting cloud-based cryptographic 

services 

Application 

Deployment 

AWS Elastic Beanstalk Deployment and management of cloud 

applications 

Development 

Environment 

AWS Cloud9 Cloud-based development and testing 

Parallel Processing Python Multithreading / 

Multiprocessing 

Parallel encryption and decryption in the 

cloud 

Version Control GitHub Source code management 

Pipeline GitHub Actions Automated build and deployment 

 

5.2 IoT Layer Design 

The implementation of the IoT layer is on a Python client-side simulator that emulates 

resource-constrained devices in the IoT. It is meant to create synthetic sensor data and use 

lightweight cryptography algorithms like ASCON and ChaCha20. These algorithms were 

chosen because they have minimal computational requirements and they are appropriate in a 

constrained environment. The simulator will do encryption locally and note the time of 

execution and CPU consumption and send encrypted data to the cloud. This design means that 

sensitive data can be secured at the source but with minimum processing being done on the 

devices of the IoT system, hence saving on energy use and lowering the latency used during 

initial transmission. 

5.3 Cloud Layer Design 

AWS EC2 and Elastic Beanstalk are used to implement the cloud layer that has to process 

computationally intensive cryptographic operations. After the IoT layer transmits encrypted 

data to the cloud services, it is re-encrypted and decrypted by the cloud services with more 

secure algorithms based on the setting of the experiment. This layer deals with security, scaling 

and performance monitoring. The cloud-based implementation enables the system to take 

advantage of the high processing capabilities and memory, which ensures the safe processing 

of large amounts of data. This is where performance metrics are recorded in the form of latency, 

throughput, and CPU utilization which are evaluated. 
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5.4 Parallel Processing Integration 

The cloud layer is improved by using Python multithreading and multiprocessing methods, 

which implies parallel processing to improve the performance. Encrypted data is broken into 

smaller blocks which are handled by a number of threads or processes simultaneously. 

Encryption or decryption is done after which the processed blocks are reassembled to give the 

final output. The method saves time on processing and enhances system throughput, especially 

when there are large loads of data. The proposed parallel cryptographic architecture can be 

scaled and its efficiency can be supported through the results of performance enhancements 

obtained by comparing the values of the latency and throughput to the sequential execution 

which confirms the effectiveness of the proposed architecture. 

5.5 Deployment Pipeline (GitHub Actions + AWS) 

5.5.1 AWS EC2- Cloud Cryptographic Processing Service 

Amazon EC2 is the basic cloud service to deploy the cryptographic processing logic in the 

proposed hybrid system (Calderoni et al., 2022). In this study EC2 instances are fed with 

encrypted data being sent by the simulation IoT layer and carry out computationally expensive 

cryptographic operations like re-encryption and decryption through algorithms like ChaCha20. 

EC2 environment is powerful enough to support parallel cryptographic workloads in terms of 

processing power and memory. Encryption APIs written in Python are put to run on EC2 and 

to process incoming requests and give out encrypted or decrypted responses. Also, EC2 records 

the amount of time taken, CPU utilization and throughput, which is subsequently used to 

evaluate the performance. Scaling of computational resources is achieved using EC2; therefore, 

it is appropriate to use EC2 in the analysis of cloud-based cryptography between peaks and 

slack workloads. 

 

5.5.2 AWS Elastic Beanstalk -Application Deployment and Management 

The cloud-based cryptographic application is deployed and managed with AWS Elastic 

Beanstalk to make the process easier. Elastic Beanstalk is used in this project where the Python 

encryption APIs are deployed on EC2 and do not need a manual configuration of the 

infrastructure components. It takes care of deployment of applications, provisioning of the 

environment, load balancing, and monitoring automatically. With this service, it is possible to 

update the cryptographic logic quickly and make sure that the app is available throughout the 

testing. Version management is also provided by Elastic Beanstalk, which enables the 

implementation of various experimental settings and test them separately. Elastic Beanstalk 

removes cloud management complexity which enables the research to concentrate on 

cryptographic performance and analysis instead of cloud management which makes it an ideal 

fit to the deployment of scalable cryptographic service in a controlled experimental setting. 

 

5.5.3 AWS Cloud9 Development and Testing Environment 

The cryptographic system is implemented and tested with the help of AWS Cloud9 which 

serves as the cloud-based integrated development environment (IDE). Cloud9 is used in this 

study to create and test Python scripts to simulate, encrypt, decrypt, and log the performance 
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of IoT components. It allows direct access to AWS resources like EC2 and Elastic Beanstalk, 

and therefore, cloud services can be debugged and tested in real-time. Cloud9 facilitates multi-

user development, and provides consistency between development environments between 

experiments. Cryptography operates can be directly tested in the AWS ecosystem and this 

decreases configuration errors and compatibility in the development and deployment phases, 

which plays a role in efficient and reliable implementation of systems. 

 

5.5.4 GitHub Actions Pipeline 

The study is implemented with a pipeline implemented with the help of GitHub Actions. It 

automates the creation, testing as well as deployment of cryptographic applications on AWS 

services. Each time the code is pushed to the GitHub repository, GitHub Actions causes 

workflows, which check the Python code, run test scripts, and deploy new versions in Elastic 

Beanstalk and EC2. The consistency of deployments and minimized manual intervention is 

achieved through this automation. GitHub Actions is also helpful in fast experimentation 

through the possibility of several configurations of cryptographic algorithms deployed on GH 

Actions. The pipeline increases the reliability, reproducibility and efficiency in testing the 

hybrid cryptographic system under different experimental conditions. 

 

6 Evaluation 

This chapter presents a performance evaluation of the proposed hybrid encryption schemes by 

experimentally analyzing encryption–decryption time, latency, throughput, CPU and memory 

utilization and avalanche effect. The results has showed that the Hybrid ASCON–ChaCha20 

approach consistently outperforms Hybrid ASCON–DES in terms of performance, scalability, 

and diffusion strength by making it more suitable for secure IoT–cloud environments. 

6.1 Experiment 1: Encryption and Decryption Time 

The current experiment compares the time of encryption and decryption of two hybrid 

cryptography methods i.e. Hybrid ASCON-DES and Hybrid ASCON-ChaCha20 in a parallel 

execution system. The findings in Table 3 show that the Hybrid ASCON-ChaCha20 method 

incurs a lesser encryption and decryption time than the Hybrid ASCON-DES. This has been 

made possible mainly due to the stream-based architecture of ChaCha20, which is capable of 

generating key stream faster and can be readily parallelized.  

 

Whereas DES uses several rounds and adds to computation costs both encryption and 

decryption. The hybrid architecture employs the ASCON at the lightweight IoT level, and it 

offloads the heavy processing to the cloud, thus making it time-efficient. The implementation 

process, however, graphically experienced the difficulty of overheads in synchronization and 

safe management of key across parallel threads. Regardless of these complexities, Hybrid 

ASCON-ChaCha20 performs better based on lower complexity of the algorithm and 

maximized diffusion rendering it even more appropriate in time-sensitive IoT cloud 

applications. 



15 
 

 

Table 3: Encryption and Decryption Time Comparison of Hybrid Cryptographic Techniques 

Algorithm Encryption Time (s) Decryption Time (s) 

Hybrid ASCON–DES 1.556 1.115 

Hybrid ASCON–ChaCha20 1.391 0.913 

 

6.2 Experiment 2: Latency and Throughput 

In this experiment, system level performance is examined in terms of latency and throughput 

of both hybrid encryption schemes as shown in Table 4. The end-to-end processing time is the 

delay of time taken and the amount of data taken/processed per unit time is the throughput. The 

findings indicate that Hybrid ASCON-ChaCha20 has higher throughput than Hybrid ASCON–

DES, which has slightly low latency. This low latency in ASCON- DES would be attributed to 

its simpler block-based processing in parallel implementation. 

 

Nevertheless, ChaCha20 is much more effective in improving throughput because it is capable 

of handling data streams in real-time, without using frequent synchronization barriers. High 

throughput also presented problems of high CPU usage and overhead of scheduling of tasks in 

parallel execution. However, the Hybrid ASCON-ChaCha20 solution is more scalable and has 

higher enduring data processing rates. As a result, ASCON-DES can be used in the operations 

that need the latency, whereas ASCON-ChaCha20 is better applicable in the high-throughput 

IoT-cloud systems that need the continuous data transmission. 

 

Table 4: Latency and Throughput Analysis of Hybrid Encryption Schemes 

 

Algorithm Latency Throughput 

Hybrid ASCON–DES 2.915 28.87 

Hybrid ASCON–ChaCha20 2.974 32.3 

 

6.3 Experiment 3: CPU and Memory Utilisation Analysis 

This experiment analyzes the computational overhead of the proposed hybrid encryption 

schemes by evaluating CPU utilization and memory consumption as shown in Table 5. CPU 

usage reflects the processing load which has been imposed by cryptographic operations, while 

memory usage indicates the space required for algorithm execution and data handling. The 

results show that Hybrid ASCON–DES incurs higher CPU utilization (89.36%) due to the 

computational complexity of DES rounds combined with parallel encryption overhead. 

Whereas Hybrid ASCON–ChaCha20 demonstrates negligible CPU usage showing its 

lightweight and computation-efficient design.  

Memory consumption for both approaches remains nearly identical by showing that neither 

algorithm introduces substantial memory overhead. Although achieving low CPU utilization 

required careful optimization of parallel processing and thread management, Hybrid ASCON–
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ChaCha20 clearly outperforms ASCON–DES in terms of computational performance. These 

results confirm the suitability of ASCON–ChaCha20 for deployment in IoT–cloud systems 

with limited processing resources. 

Table 5: CPU and Memory Analysis of Hybrid Encryption Schemes 

 

Algorithm CPU Memory 

Hybrid ASCON–DES 89.36 41.422 

Hybrid ASCON–ChaCha20 0 41.414 

 

6.4 Experiment 4: Avalanche and Diffusion Analysis 

The experiment determined the diffusion strength of the proposed hybrid encryption schemes 

on the basis of avalanche effect as shown in Table 6. The avalanche effect is used to determine 

the proportion of ciphertext bits that change with a small change to the plaintext and a larger 

value implies that the diffusion is more effective and that the encryption is more resistant to 

differential cryptanalysis. The findings indicate that the Hybrid ASCON-ChaCha20 method 

has much higher average avalanche score of 99.956% than 94.054% of Hybrid ASCON-

ChaCha20.  

 

This is enhanced mainly by ChaCha20 stream based architecture and the ability to add 

operations in a modular fashion which permits fast and pervasive propagation of inputs on the 

ciphertext. Conversely, DES uses predetermined Feistel rounds and this restricts the power of 

diffusion when their weight is light. In the hybrid parallel structure, synchronization of 

avalanche scores had to be done carefully and the key scheduling had to be secure. Generally, 

the best performance demonstrated by Hybrid ASCON-ChaCha20 in avalanches is the sure 

sign of its better diffusion capacity, which makes it a more secure and robust option in terms 

of applying in IoT-cloud cryptography. 

Table 6: Avalanche Effect Comparison 

Algorithm Avalanche Score (%) 

Hybrid ASCON–DES 94.054 

Hybrid ASCON–ChaCha20 99.956 

 

6.5 Experiment 5: Statistical Performance Evaluation of Hybrid 

Lightweight Cryptographic Schemes 

The statistical evaluation of both hybrid cryptographic schemes shows clear performance 

differences arising from their algorithmic design and execution characteristics. The ASCON–

ChaCha20 framework consistently achieves better performance due to ChaCha20’s stream-

based encryption which enables faster processing, efficient parallel execution, and smoother 

handling of continuous IoT data streams in cloud environments. Whereas the ASCON–DES 
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scheme introduces additional computational overhead and synchronization costs during 

parallel processing. The ASCON–ChaCha20 hybrid framework is the superior solution due to 

its powerful stream-based encryption design which supports faster execution and good 

parallelization in cloud environments 

Table 7: Statistical Performance Results of ASCON–DES Hybrid Cryptographic Scheme  

Metric Mean Std. 

Deviation 

Minimum Maximum 95% Confidence 

Interval (±) 

Encryption 

Time (ms) 

2.2311 1.1338 1.028 8.540 0.2485 

Decryption 

Time (ms) 

2.1253 1.1830 0.946 6.110 0.2592 

Latency (ms) 4.6507 1.7880 2.128 9.874 0.3918 

Throughput 

(KB/s) 

13.4668 9.3522 0.91 34.38 2.0494 

CPU Usage (%) 11.1462 28.7139 0 100 6.2922 

Memory Usage 

(MB) 

21.7966 0.0163 21.719 21.828 0.0036 

 

Table 8: Statistical Performance Results of ASCON–ChaCha20 Hybrid Cryptographic 

Scheme 

Metric Mean Std. 

Deviation 

Minimum Maximum 95% Confidence 

Interval (±) 

Encryption 

Time (ms) 

1.5958 0.6407 0.846 3.414 0.1404 

Decryption 

Time (ms) 

1.5077 0.9345 0.849 7.249 0.2048 

Latency (ms) 3.3845 1.3726 1.849 8.834 0.3008 

Throughput 

(KB/s) 

17.2214 11.1030 2.29 43.52 2.4330 

CPU Usage (%) 9.6863 25.8270 0 100 5.6596 

Memory Usage 

(MB) 

21.7054 0.0224 21.637 21.754 0.0049 

 

 

7 Conclusion and Future Work 

This study has explored how an ASCON-ChaCha20-based hybrid lightweight cryptographic 

system with parallel cloud-based processing can be used to improve the security of IoT-related 

data more than the traditional cloud encryption systems. The experimental evidence indicates 
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that the suggested hybrid technique can considerably lower the encryption time and decryption 

time and higher throughput when using concurrent workloads. ASCON at the IoT level and 

ChaCha20 at the cloud level are lightweight and energy-efficient, and secure and fast stream-

based processing, respectively. Parallel running on the cloud also enhances performance 

through effective utilization of CPU resources which increase diffusion properties and the 

responsiveness of the entire system. These results address the research question which directly 

establish that hybrid lightweight cryptography with cloud parallelism have measurable 

performance and diffusion benefits over traditional methods. 

These contributions are accompanied by some limitations of the study. This test was done with 

the help of an artificially created controlled cloud scenario with simulated IoT devices; it may 

not be a good representation of the variability of networks and hardware constraints in practice. 

Also security analysis was performed on performance based measures, such as diffusion and 

avalanche effects, rather than formal cryptanalytic resistance. 

Future directions will further develop such a framework to the actual physical implementation 

of the IoT, application after the quantum lightweight cryptographic constructions, and 

rigorously test the energy usage. Further optimization such as adaptive autoscaling and real-

time threat-sensitive encryption choice can also be implemented to make the system offered 

more resilient and increasingly feasible. 
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