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1 Introduction

This project presents a Function Delivery Network (FDN) designed to enhance serverless
computing performance through an optimized multi-level caching architecture. It integrates
an in-memory LRU cache as the first layer and DynamoDB as the second layer to reduce
redundant computation and minimize end-to-end latency. When a user uploads a file through
the Flask-based web interface, the system generates a unique hash and checks both cache
layers before invoking AWS Lambda for processing. By comparing execution time across
no-cache, single-cache, and multi-cache setups, the project demonstrates how strategic
caching significantly improves efficiency, scalability, and response time in AWS-based
applications.

2 Hardware Requirements
- Dual-core processor

- 8 GB RAM

- 20 GB free storage

- Stable internet connection

- System capable of running VS Code or Cloud9

w

Software Requirements

Operating System: Windows / Linux / macOS
Python 3.8+

AWS CLI

AWS Account

VS Code or AWS Cloud9 IDE

Browser (Chrome/Firefox)

Flask

boto3

pip and virtual env



4 Technologies Used

Backend: Python

Frontend: HTML, CSS, JavaScript

Framework: Flask

Cloud Environment: AWS

Services: Lambda, APl Gateway, EC2, DynamoDB, S3, Cloud9
IDE: VS Code / Cloud9

5 Libraries

boto3 : A Python SDK for interacting with AWS services programmatically. It enables
operations such as invoking Lambda functions, accessing S3, managing DynamoDB, and
more within Python applications.

base64 : A Python module used for encoding and decoding data in Base64 format. It is
commonly used for safely transmitting binary data (like files) over text-based protocols.

hashlib : Provides secure hashing algorithms such as SHA-256 and MD?5. It is used to
generate unique, consistent hash values for files, passwords, or other data inputs.

numpy : A numerical computing library providing support for multi-dimensional arrays and
high-performance mathematical operations. It is widely used for data processing, scientific
computing, and array manipulation.

requests ; A simple and popular HTTP library for Python that allows sending GET, POST,
and other HTTP requests easily. It simplifies communication with APIs and web services.

flask : A lightweight Python web framework used for building web applications and APIs. It
is flexible, modular, and ideal for small to medium-sized projects that require custom routing
and backend logic.

pypdf2 : A Python library used to read, extract text, merge, split, and manipulate PDF files. It
enables easy processing of PDF content without requiring external tools.



6 Steps

Create Flask Web app for

1. Extracting text from pdf
2. Extracting info of txt file like no. Of words, no. of lines
3. For managing and checking the requests and responses

Configure Cloud Services

1. Cloud9 : For coding, testing and deployment

[d9 > Environments > x23417498-cloud9

AWS Cloud9
Console.
My environments

Learn more |2

Shared with me

All aceount environments x23417498-cloud9
Documentation (2 Details
Name

Xx23417498-cloud9

Description

Environment type
EC2 instance

EF3 inctanca

Notunrl catbinme

@ For capabilities similar to AWS Cloud3, explore AWS Toolkits in your own IDE and AWS CloudShell in the AWS Management

Owner ARN

I arn:aws:sts::233546325768:assumed-

X

Open in Cloud9 (2

Status
@ Ready

role/voclabs/user3805417=x23417498@s

tudent.ncirLie

Number of members
1

Tarme

2. EC2 : created while creating cloud9

Lifecycle status
@ Created

© 2 > wsances > i0dscasrISeda LS
EC2 < R
y for 132fal1fScda (aws-cloud9-x23417498-cloud9-
Dashboard a2f2bf280ff840%eaab7d7ebb82d1dfS) o
EC2 Glabal View & @( connect ) ((instance state v ) ((actions v )
Events Updated less than a minute ago
Instance 1D Public IPv4 address. Private IPvd addresses
¥ Instances ID) 0d9ea61 322 FScda 0] 98.89.44.87 | open address |3 0 1723190781
Instances
IPvE address Public DNS.
Instance Types - o
Launch Templates £c2-98-89-44-B7 COMPUtE- 1 AMAZONIWE.COM
I »
Spot Requats. | open address 2
Savings Plans Hostname type Private 1P DNS name (IPva only)
[ 1P name: ip-172-21-17-181 ec2.intemal 15 ip-172-21-17-181 ee2 internal
Dedicated Hosts Answer private resaurce BNS name Elastic IF addresses
Capacity Reservations - -
Capacity Manager New Auto-assigned 1P address vPC D AWS Compute Optimizer finding
[C) 98.89.44 87 [Public IP] D) vpe-069t5edb2descbds o (D Opt-in to AWS Compute Gptimizer for reco -
= Lambda > Functions > x23417498-pdf-text o] ¢}

x23417498-pdf-text

v Function overview

info

Template

X23417498-pdf-
text

@ Layers m

[{Hl] AP Gateway

+ Add trigger

+ Add destination

( Throttle ) (IE Copy ARN )( Actions ¥ )

( Export to Infrastructure Composer )( Download ¥ )

Description
Last modified
2 moaths ago
Function ARN
f-[] amzawslambdaus-east-1:233546325768:func

tion:x23417498-pdf-text

Function URL  info



4. DynamoDB : for storing the cache data of requests and response

e DynamoDB ) Tables > x23417498-fdn-dsm O m G
DynamoDB <
Tables (2) ¢ X23417498-fdn-dsm
Dashboard e by tag . el @ @ Actions ¥
Tables Any tag key v
Explore table items
Filter by tag value
Settings Indexes Monitor Global tables Backu >
Q¥
\ ® @ Protect your DynamoDB table from accidental writes X
and deletes
When you turn on point-in-time recovery (PITR),
DSMTable DynamoDB backs up your table data automatically so
Set that you can restore to any given second in the preceding
[ O x23417498-fdn-dsm o ] 1 to 35 days. Additional charges apply. Learn more (2
¥ DAX
Cluste General information it

5. API Gateway : for triggering the lambda function

| Q k 2] 8 @ (] United States (N. Virginlal ¥ b urser 380541 7=x2541 7498 @student.ncirLie
e APl Gateway » APls > Resources - x23417498-pdf-text-api (bb6g8b66g7) @
API| Gateway 4
Resources (]
APls
Custom domain names [x23417498-pdf-text - ANY - Method execution
Domain name access associations ( Update documentation ) ( Delete )
VPC links B/
ARN Resource 1D
AgentCore targets Ne POST
gentiare targets Hew IE arn:aws:execute-apius-east-1:23354 uvieji
B /x23417498-pdf-text 6325768:bbEgBbEGGT/*/*/x23417498-p
ANY df-text
¥ API: x23417498-pdf-text-api
Resources
Stages
Method Integration
Authorizers - request = request =
Gateway responses
—=
Resource policy Client

Integration

7 Project Flow

Experiment 1

1. Client open flask web app
2. upload txt doc file to extract text
3. generate a key from file and hash

4. it will check the key in levell chache (in-memory) using LRU(Least Recently Used) for

available response

5. if it gets the response it will return it from there if not it will go to level2 cache

(DynamoDB)
6. if it gets response in level2 cache it will return it

7. if not it will send request to the lambda function to process the file and return the response

8. get the metrics



Experiment 2

1. Client open flask web app

2. upload pdf doc file to extract text

3. generate a key from file and hash

4. it will check the key in levell chache (in-memory) using LRU(Least Recently Used) for
available response

5. if it gets the response it will return it from there if not it will go to level2 cache
(DynamoDB)

6. If it gets response in level2 cache it will return it

7. 1f not it will send request to the lambda function to process the file and return the response
8. get the metrics

8 Output

# FDN Gateway

Multi-Level Caching System with Accurate L1 (Memory) + L2 (DynamoDB) Tracking

File Processing

~

Cache Management

#& Upload File il Processing Results

Select File (TXT or PDF) Jpload a file to see processing results and cache performance

Choose File | No fie chosen

File Processing 4 Cache Management
# Upload File lal Processing Results
Select File (TXT or PDF) # L1(In-Memory) Cache Hit

Choose File | pdi-40kb.pdf

# Process File

File: pdf-40kb.pdf (pdf)
Cache Key: pdf-708651f5f96a

Oms 500ms

Total Time Time Saved



File Processing 4 Cache Management

& Upload File [l Processing Results

Select File (TXT or PDF) 4 L2 (DynamoDB) Cache Hit

__Choo@e File | pdf-40kb.pdf
File: pdf-40kb.pdf (pdf)

Cache Key: pdf-708651f5f%6a

158ms 158ms 342ms
Total Time Cache Check Time Saved
File Processing # Cache Management
# Upload File {al Processing Results
Select File (TXT or PDF) [ Lambda (Cache Miss)

[ Choose file | pe-40kb paf
- File: pdf-40kb.pdf (pdf)

Cache Key: pdf-708651f5f96a

1997ms 240ms 1741ms
Total Time Cache Check Lambda Time

File Processing 4 Cache Management

4 Cache Controls ~ Cache Metrics

. ClearL1 (in Memory) Cache Overall Hit Rate Total Requests

Test Specific Cache Key

» L1 Hit R: L2 Hit R:
Enter cache key.. it Rate it Rate
63.64% 0.83%

L1 Size Time Saved

1/50 1.07ms
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