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1 Prerequisites And Initial Setup

1.1 Visual Studio Installation

Install Visual Studio 2026 Community version from the following link.
https://visualstudio.microsoft.com/downloads/
Installation guide link - Microsoft Visual Studio Download| (2025)

. : : ( Q)
H Microsoft Visual Studio  Developer Tools Downloads Buy Subscriptions ~ Visual Studio Hub Free Visual Studio All Microsoft + R,/
[ P y p Y

Downloads

w Insiders

Visual Studio 2026 Insiders build is here!

Visual Studio 2026 | =8

The most comprehensive IDE for .NET and C++ developers on Windows for building Learn more -
web, cloud, desktop, mobile apps, services and games.

Community Professional Enterprise
Powerful IDE, free for students, open- Professional IDE best suited to small Scalable, end-to-end solution for teams
source contributors, and individuals teams of any size
Release notes = Compare editions = How to install offline = License terms =

Figure 1: Visual Studio Installation.

1.2 Clone GitHub Repository to Visual Studio

Web Application and API Project Repository Link
https://studentncirl-my.sharepoint.com/:f:/g/personal/x23286873_studen
t_ncirl_ie/IgBJ7vLwA7pl1SZVgovkYFpTrAU8nDj4GcJbWugXrIGshGDQ7e=homQj2
Github repository clone guide link - |Github Repository Clone Guide, (2025))
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2 Azure Infrastructure Provisioning and Configura-
tion

2.1 Azure Active Entra ID Setup

A new Entra Id needs to be setup. It is used to manage organizations where each entra
represents an organization. But due to personal account restriction in creating multiple
Entra ID’s we will be using Default entra ID and create two new user groups to simulate
multiple tenants and test users needs to be added to each user group. We will need
to get the entra id details and group details which will be used while running the web
application.

Azure Entra setup guide link - |Azure Entra 1D| (2025)

(i ) Default Directory | Overview - X

[x] « + Add v €% Manage tenants What's new B Preview features &7 Got feedback?

@ Overview
| @ Microsoft Entra has a simpler, integrated experience for managing_all your Identity and Access needs. Try the new Microsoft Entra admin center! (3

I Preview features
Overview ~ Monitoring  Properties ~ Recommendations  Setup guides
X Diagnose and solve problems

> Manage 5
9 £ Search your tenant

> Monitoring

> Troubleshooting + Support Basic information

Name Default Directory Users 3
Tenant ID ab4c602d-a55e-4731-ba2c-afag7453b1a5 [0 Groups 2
Primary domain nidhianandhan12gmail.onmicrosoft com Applications 1
License Microsoft Entra ID Free Devices 0
Alerts

Figure 4: Azure Entra ID.

Home > Default Directory | Groups > Groups | Overview >

All groups - X
2% New group O Refresh €3 Manage view A7 Got feedback?

®  Microsoft Entra has a simpler, integrated experience for managing_all your Identity and Access needs. Try the new Microsoft Entra admin center! (3 X
£ Search Y Add filter

searchmode @D Contains

2 groups found

] Name1 Object Id Group type Membership type Email
j Tenant_A_Group 269a99fa-1fe1-482c-9aeb-8fc998233f2a Security Assigned
:‘ Tenant_B_Group Ta420eae-511e-4fbd-bc8a-94df05e9a7c8 Security Assigned

Figure 5: Azure Entra Groups.

2.2 Azure Cosmos Database Setup

A new Cosmos database needs to be created with any database name and other config
details but to run this project a new cosmos account needs to be created as shown
in figlf) also database and container needs to be created. Database name - tenantdb,
container - Task and add some sample data of partition keys with document types like
Task Assignment and Work Assignment As shown in fig. [7] Also copy the connection



string, primary keys and secondary keys which will be used to access the database the
keys are available in keys section as shown in fig
Azure Cosmos setup guide link - |Azure Cosmos Database, (2025)

o7 %23286873cosmosdb % @ towdo ! troubleshoot performance issues with this resource? | | Summarize the properties of this Azure Cosmos DB account. | +1 x

Azure Cosmos DB account

9 bearch o«
~+ Add Container () Refresh  [§ Move ~ %0 Openin VS Code Data Explorer @ Enable geo-redundancy [i] Delete & Feedback

‘ ‘T Overview

(@ Important: If you're using the Azure Cosmos DB Java SDK, we strongly recommend upgrading to version 448.2 or later as soon as possible to ensure optimal performance and stability. Learn More &1 X
B Activitylog A Essentials JSON View
| (1AM]
Aa Access control (IAM) Status Online Read Locations Canada Central
@ Tags Resource group (move) : multitenantresourcegroup Write Locations Canada Central
X Diagnose and solve prablems (move)  : Azure subscription 1 URI httpsy//x2: d t
& Quick start [} d 4 1926357f Free Tier Discount Opted In
© Data Explorer Total throughput limit  : 1000 RU/s Capacity mode Provisioned throughput
o ) See more
# Mirroring in Fabric
[y Container Copy Setup & Optimization Learning Resources  Containers & Data ~ Monitoring ~ Recommendations
I Re I
esouree visualizer Explore setup & optimization guidance to configure, test, and optimize your database from day one through production.
> Settings + Load & Query Data
> Integrations « Essential Design Decisions
+ Build & Test
> Containers + Get Production Ready
+ Monitor & Optimize
> Monitoring « Start working with your database
« Explore Quickstarts
> Automation
> Help v Load & Query Data
Add or import data, run queries to explore and validate it, and mirror your database to Fabric for analytics and reporting
53] x23286873cosmosdb | Data Explorer »
Azure Cosmos DB account
0 Search o« P = v ot N New ltem pdate Discard [} Delete 7 Upload ltem B
ks
o <
T Overview ° Home Taskltems X
+ New Container
& Activity log SELECT* FROM ¢ | Type a query predicate (e.., WHERE cid="1), or choose one from the drop down list, or leave empty to query all documents.
A Access control (IAM) @ Home @ /e ) : {
€ Tegs - 3
~ B tenant db Task_1 . “DocumentType” .
X Diagnose and solve problems D Tk TaskAssignment 2 s “Title": "Pracess Monthly Sales Report”,
s Description”: "Task Description”,
& Quick stert 7 "Status": "P
e 8 "CreatedDate' 825-10-10T12:45:452",
@ Data Explorer N noe 9 "AssignedUser”: "user-A234",
Scale & Settings 10 "TenantAccess™":
# Mirroring in Fabric 1 9a99Fa-17e1-482c-Saeb-8Fc998233F2a" ,
> Stored Procedures 12 "1ad20eae-511e-4fbd-bc8a-94dfese9a7cs”
[ Container Copy 13
> User Defined Functions 12 .
Resource visualizer 3 Tiggers = Colls/qUIHALEXALA= /docs /qNIHALBXALACAAAARAARA=
> Settings 17
18
> Integrations PP
> Containers
> Monitoring
> Automation
> Help

Figure 7: Azure Cosmos Database Sample Data.
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2.3 Azure Function API Setup

A new Azure function app which offers serverless API’s needs to created where the API’s
will be hosted as shown in fig[J] we can also push the latest changes to the function app
if needed directly from visual studio.

Azure Function App setup guide link - |Azure Function App (2025)

./~ multitenantazurefunctionapi = #* - X
Function App
P Search o« 7 Browse () Refresh [] Stop < Restart L Get publish profile ) Reset publish profile ' Download app content [ii] Delete Send us your feedback
| %> Overview A Essentials JSON View

& Activity log Resource group (move) : multitenantresourcegroup Default domain multitenantazurefunctionapi net

Aa Access control (IAM) Status Running Operating System Windows

@ Tags Location (move) Canada Central App Service Plan ASP-multitenantresourcegroup-9218 (Y1: 0)

7 Diagnose and solve problems Subscription (move) Azure subscription 1 Runtime version 4.1045.200.25555

© Microsoft Defender for Cloud Subscription ID 7283d508-9a0c-4e72-8790-9728f92€357f

Events (preview) Tags (edit) Add tags

«I» Resource visualizer Functions  Metrics  Properties  Notifications (0)

> Functions

> Deployment {} Setup local environment ~ () Refresh

> Settings £ Filter by name. |

> Performance

> App Senvice plan Name Trigger Status Monitor

> Development Tools EnableTestMode HTTP @ Enabled Invocations and more

> APl
GetPartitionKeysWithoutMiddleware HTTP @ Enabled Invocations and more

> Monitoring

> Automation GetPolicyDetails HTTP @ Enabled Invocations and more

> Support + troubleshooting
ProcessTaskRequest HTTP @ Enabled Invocations and more
UpdatePolicy HTTP @ Enabled Invocations and more

Add or remove favorites by pressing Ctr(+Shift+F

Figure 9: Azure Function APIL.

2.4 Azure App Service For Web Application

This is an optional step which needs to be done only if the web application needs to be hos-
ted on the cloud. A new Azure app service needs to be created to host the web application
with runtime version of .Net 8 as shown in fig[I0] currently the application can be accessed
in this url https://ncimultitenantresearchproject.azurewebsites.net which can
be logged in with this email id - demouser@nidhianandhanl2gmail.onmicrosoft.com and
password - Ireland@2025

Azure App Service setup guide link - |Azure App Service, (2025)

2.5 Azure App Configuration Setup

Azure App configuration is used to store sensitive config values of .Net Core applications
which can be accessed during runtime by the web application and Function App the
following config values needs to be created as shown in the fig.

Azure App Configuration setup guide link - Azure App Confguration| (2025)



https://ncimultitenantresearchproject.azurewebsites.net

@ ncimultitenantresearchproject » *

Web App

R Search

@ Overview

Activity log

A Access control (IAM)

@ Tags

2 Diagnose and solve problems
@ Microsoft Defender for Cloud

Events (preview)

Deployment
Settings

Performance

Resource visualizer

| o « 7 Browse

A Essentials

Resource group (move)
Status

Location (move)

Subscription (move)

Subscription ID

Publishing model

App Service plan

API
Monitoring

Automation

>
>
>
>
> Development Tools
>
>
>
>

Runtime Stack

Domains

Default domain

Custom domain

Support + troubleshooting

Hosting

Plan Type

[ stop

Swap

: Running
Canada Central

: Azure subscription 1

: 7283d508-9a0c-4e72-8790-9728f92e357f

Tags (edit) Add tags
Properties  Monitoring  Logs
@ Web app

Name

< Restart

Capabilities

il Delete () Refresh L Download publish profile

Default domain

App Service Plan
Operating System
Health Check

GitHub Project

Notifications Recommendations

ncimultitenantresearchproject
Code

Dotnet - v8.0

nci hproject.

Add custom domain

App Service plan

D" Reset publish profile

[J Share to mobile 27 Send us your feedback

JSON View
1N esearchproject. net

: ASP-multitenantresourcegroup-953e

: Windows

: Not Configured

: https://github. dh danl 2! 3 final thesis

Figure 10: Azure Web Application App Service.

»= multitenantAppConfig | Configuration explorer *

App Configuration

+ Create ~ () Refresh

@ Create snapshots for safe

Filter all key-values:

Keys : Select key X

Search displayed key-values

Loaded 10 key-values with 10 unique keys.

(] key ™

O

OoOoooooo

MultitenantApp:Cache:Duration
MultitenantApp:Cache:Enabled
MultitenantApp:CacheForSimulation
MultitenantApp:lpAddress

MultitenantApp:Sentinel

Iti pp:ZT:Cache:Dr d:
MultitenantApp:ZT:Feature:Enabled
MultitenantApp:ZT:Policy:_default
MultitenantApp:ZT-Policy:1a420eae-511e-4fbd-bc8a-9.

MultitenantApp:ZT-Policy:269a99fa- 1fe1-482c-9aeb-8f.

Figure 11:

€33 Manage view ~ (O Collapse ()

versioning, and auditing

Labels : Select label <

Expand

Value
30
true

True

Tags : Select tags X

€§ Values & Advanced edit [il]

Learn more

Date : Select date X

192.168.0.1,192.168.0.2

2025-12-07T14:17:21.8834676Z

300

true

{

“version™ 1
“Version™: 0.

Ninrrinn wn

&7 Feedback

Label Last modified

(No label) 10/13/2025, 1:03:12 PM
(No label) 10/13/2025, 1:02:45 PM
(No label) 12/7/2025, 2:17:21 PM
(No label) 10/11/2025, 8:27:26 PM
(No label) 12/7/2025, 2:17:21 PM
(No label) 10/16/2025, 1:49:36 PM
(No label) 10/16/2025, 1:49:20 PM
(No label) 10/16/2025, 1:54:59 PM
(No label) 11/5/2025, 11:37:18 AM
(No label) 11/5/2025, 10:54:08 AM

Azure App Configuration.

) Default view

Content type

text/plain

text/plain

application/json

application/json

application/json



The following json should be added for in app configuration for each tenant level
policy as application/json content type.

{
"version": 1,
"tenantId": "269a99fa-1fel1-482c-9aeb-8fc998233f2a",
"displayName": "Tenant B",
"allowedPartitions": [
"TaskAssignment"
1,
"rules": {

"ipAddress": {
"enabled": true,
"weight": 10,

"mode": "AllowList",
"allowedCidrs": [
"192.168.0.5"

]

},

"geoLocation": {
"enabled": true,

"weight": 10,
"allowedCountries": [
||DE|| ,
n IEIl
]

},

"accessTime": {
"enabled": true,
"weight": 10,

"timezone": "UTC",
"allowedWindows": [
{
"days": [
"Mon",
"Tue",
"WED"
1,
"start": "08:00",
"end": "18:00"
}
]

1,

"readAccess": {
"enabled": false,
"weight": 80

1,

"writeAccess": {
"enabled": false,



"weight": 90

},

"denyAccess": {
"enabled": false,
"weight": 70

}

},
"thresholds": {

"low":70,

"medium": 80,

"high": 90

},
"actions": {

"onLow": '"deny",

"onMedium": "allow-read",

"onHigh": "allow-write"

}
}

3 Repository Application Setting Configuration

3.1 Admin Web Application App Settings

Replace the app settings values in the repository with the newly created Azure Infra-
structure based on entra id, function API url config values but for demo purposes this
are the existing values in the repository.

{

"AzureAd": {
"Instance": "https://login.microsoftonline.com/",
"Domain": "nidhianandhanl2gmail.onmicrosoft.com",
"TenantId": "ab4c602d-abbe-4731-ba2c-afa87453blab",
"ClientId": "777813d1-6c67-4e74-blee-0ce920e9bad2",
"CallbackPath": "/signin-oidc",
"ClientSecret": "AJq8Q QIXizUJOnJd2TpEsesXzdaKKkhUPA20bKc"

3,

"Graph": {
"BaseUrl": "https://graph.microsoft.com/v1.0",
"Scopes": "User.Read GroupMember.Read.All"

3,

"FunctionAppUrl": {
"GetAllPartitionKeysUrl": "",
"GetAllPartitionKeysWithMiddlewareUrl": "",
"EnableTestModeUrl": ""

3,

"AllowedHosts": "x"

+



3.2 Azure Function API App Settings

Replace the app settings values in the repository with the newly created Azure Infra-
structure based on cosmos database (primary key, connection string) config values but
for demo purposes we can leave the existing values as it is in the program.cs file as shown
in (12

builder.Services.AddSingleton<ICosmosDataAdapter>(options =>

{

// Retrieve configuration values from the "AzureCosmoDBSettings" section

//string url = builder.Configuration.GetSection("CosmosDb").GetValue<string>("URL");

//string primaryKey = builder.Configuration.GetSection("CosmosDb").GetValue<string>("PrimaryKey");
//string dbName = builder.Configuration.GetSection("CosmosDb").GetValue<string>("DatabaseId");

//string containerName = builder.Configuration.GetSection("CosmosDb").GetValue<string>("ContainerId");

string url = "https://x23286873cosmosdb.documents.azure.com:443/";
string primaryKey = "Rku3bLEzPuMikOfTA7RgWOLISWABVEBNZKOCFY6F2NIV32cIcmlpNKEsmluMz9irak2]GIpelg2DACDb7TXyQ==";
string dbName = "tenant_db";

string containerName = "Task";

// Initialize the CosmosClient

var cosmosClient = new CosmosClient(url, primaryKey);

// Return a new instance of TodoService, injecting the required dependencies

return new CosmosDataAdapter(cosmosClient, dbName, containerName);

s

Figure 12: Azure Function App Settings.

3.3 Azure Function Execution using Swagger

You can execute the Azure Function directly from the Admin Dashboard under Azure
Functions Tab, as shown in fig. we can pass the tenant id and valid details corres-
ponding to the tenant and get the API response. Some important details for each tenant
ID is Tenant A - 269a99fa-1fel-482c¢-9aeb-8{c998233f2a Tenant B - 1a420eae-511e-4fhd-
bc8a-94df05e9a7c8

3.4 NuGet Package of Zero Trust Middleware

This middleware is also packaged as a reusable Nuget Component. Nuget is a package
manager for .Net. which means that other SaaS developers can easily reuse this middle-
ware in their .Net Core applications with minimal code changes. This aligns with the
modular design principles suggested and discussed by researchers (Viswanathan et al.;
2024)), as shown in fig. [14] this package can be installed using this command. dotnet add
package Azure-Function-API-ZeroTrust-Middleware —version 1.0.1
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4 Performance Testing and Validation

4.1 K6 Load Test

Grafana k6 cloud scripts are used to perform performance and load testing of the mid-
dleware k6 can be installed using this command - choco install k6. Performance metrics
can be viewed in Graffana dashboard. The entire Graffana Dashboard design can be
exported directly as json format it is in this share point url - https://nidhianandan
12.grafana.net/d/nigqcgt/zero-trust-dashboard?orgld=1&from=now-6h&to=now
&timezone=browser and can be logged in using User Id - nidhianandhan12@gmail.com
and password - Ireland@2025

This following k6 script is used to compare the performance of the API with and
without the middleware.

import http from ’k6/http’;
import { check, sleep } from ’k6’;
import { Trend, Counter, Gauge } from ’k6/metrics’;

/e
// CUSTOM METRICS

/e
export let latency = new Trend(’latency_ms’);

export let trustScore = new Trend(’trust_score’);

export let allowCount = new Counter(’allow_count’);

export let denyCount = new Counter(’deny_count’);

export let decisionType = new Counter(’decision_type’);

export let ipRuleHits = new Counter(’rule_breakdown_ip’);
export let geoRuleHits = new Counter(’rule_breakdown_geo’);
export let timeRuleHits = new Counter (’rule_breakdown_time’);
export let positiveRequests = new Counter(’positive_requests’);
export let negativeRequests = new Counter (’negative_requests’);

// NEW: total test duration per API
export let totalDuration = new Gauge(’total_duration_ms’);

/e
// CONFIG
/]
export let options = {

vus: 10,

iterations: 500,
+;
/e
// API URLs
/e

const middlewareUrl =
"https://multitenantazurefunctionapi.azurewebsites.net/api/ProcessTaskRequest;

const noMiddlewareUrl =
"https://multitenantazurefunctionapi.azurewebsites.net/api/
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GetPartitionKeysWithoutMiddleware";

/e
// TOTAL DURATION TRACKING
[/ mmm
let startTimes = {

middleware: O,

no_middleware: O

let endTimes = {
middleware: O,
no_middleware: 0O

};

/] =
// Simulated Request Headers
[/ —=mmmmmmm oo
const positiveHeaders = {

’Content-Type’: ’application/json’,

’x-tenant-id’: ’_default’,

’x-client-ip’: ’192.168.0.1°,

’x-country-code’: ’IE’,

};

const negativeHeaders = {
’Content-Type’: ’application/json’,
’x-tenant-id’: ’_default’,
’x-client-ip’: ’10.0.0.1°,
’x-country-code’: ’US’,

};

A R R
// TEST LOGIC

A R R S
export default function () {

const isPositive = Math.random() < 0.5;

const headers = isPositive 7 positiveHeaders : negativeHeaders;

isPositive 7 positiveRequests.add(l) : negativeRequests.add(1);

/=
// 1) Middleware Request
/=
if (startTimes.middleware === 0) {

startTimes.middleware = new Date().getTime();
}

const resWith = http.get(middlewareUrl, { headers });
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latency.add(resWith.timings.duration, { type: ’middleware’ });
endTimes.middleware = new Date().getTime();

if (resWith.status === 200 || resWith.status === 403) {
try {
const body = JSON.parse(resWith.body);
const decision = body.Decision;
const score = body.ZeroTrustScore;
const breakdown = body.RuleBreakdown || {};

trustScore.add(score, { decision: decision });

decision === "deny" 7 denyCount.add(1) : allowCount.add(1);
decisionType.add(1l, { decision: decision });

if (breakdown.ip) ipRuleHits.add(breakdown.ip);
if (breakdown.geo) geoRuleHits.add(breakdown.geo);
if (breakdown.time) timeRuleHits.add(breakdown.time);

} catch (e) {
console.log("JSON parse failed:", resWith.body);

}
}
check(resWith, {
‘middleware status 0K/403’: r => r.status === 200 || r.status === 403
3}
/e
// 2) NO Middleware Request
/] =
if (startTimes.no_middleware === 0) {
startTimes.no_middleware = new Date().getTime();
}

const resWithout = http.get(noMiddlewareUrl, { headers });

latency.add(resWithout.timings.duration, { type: ’no_middleware’ });
endTimes.no_middleware = new Date() .getTime();

check(resWithout, {
’no_middleware status 200’: r => r.status === 200

B

sleep(0.1);
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5 Important Links And Details

e Admin dashboard: https://ncimultitenantresearchproject.azurewebsites.
net/

User ID: demouser@nidhianandhan12gmail.onmicrosoft.com Password: Ireland@2025

e Grafana dashboard: https://nidhianandanl2.grafana.net/d/nigqcgt/zero-t
rust-dashboard?orgld=1&from=now-6h&to=now&timezone=browser
User ID: nidhianandhan12@gmail.com  Password: Ireland@2025

e YouTube demo video: https://youtu.be/1_01tPtPUWO

e Code repository / SharePoint: https://studentncirl-my.sharepoint.com/per
sonal/x23286873_student_ncirl_ie/_layouts/15/onedrive.aspx?id=}2Fper
sonal’,2Fx23286873%5Fstudent’,5Fncirlj,5Fie’2FDocuments’2FFinal’,5FRepos
itory&ga=1

e NuGet Package : https://www.nuget.org/packages/Azure-Function-API-Zer
oTrust-Middleware

e Tenant Details
Tenant A ID - 269a99fa-1fel-482c-9aeb-8c99823312a
Tenant B ID - 1a420eae-511e-4fbd-bc8a-94df05e9a7¢8
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