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A Cross-Environment Evaluation Framework for 

Container Orchestration Tools: Optimizing Efficiency 

and Implementation Trade-offs for Real-World 

Workloads 
 
 

Configuration Manual 
 

Mohd Sajid Ali 

x23293519 

 
 

 

1 Introduction 
 

This configuration manual describes how to reproduce the on-premises, cloud, and hybrid 

testbed used to evaluate Kubernetes (k3s), Docker Swarm, HashiCorp Nomad, and Red Hat 

MicroShift with a Django Expense Tracker workload. The steps are organized to match the 

experimental methodology: 

 

1. Infrastructure setup for on-premises VMs, AWS EC2, and the hybrid layout. 

2. Deployment commands for each orchestrator (Kubernetes, Docker Swarm, Nomad, 

MicroShift). 

3. Running Apache JMeter load tests for each scenario and environment. 

4. Collecting metrics using the Python export script and other scripts. 

5. Executing the ANOVA analysis script. 

 

2 Infrastructure Setup 
 

The testbed consists of: 

- Two on-premises VMs (CentOS Stream 10 and RHEL 9) on VMware Workstation. 

- One AWS EC2 instance per orchestrator in the cloud (Amazon Linux 2023 or RHEL 9). 

- A hybrid setup where orchestrators run on EC2 and monitoring + JMeter run on-prem. 

2.1 On-Premises VMs (VMware workstation) 

Component Specification 

Host OS CentOS Stream 10 (Selinux=Permissive)/Rhel 9 

vCPUs 2/4 

RAM 3/6 GB 

Storage 30 GB SSD/30 & 20 GB 

Networking NAT (192.168.74.x), firewall open (ports 8000, NodePort range) 

Tools Docker Engine, k3s, Nomad, MicroShift, Prometheus, Grafana, 

JMeter 

On both VMs, configure basic OS settings (run as root or with sudo): 
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Set SELinux permissive (CentOS/RHEL): 
  sudo setenforce 0 

 
  sudo sed -i 's/^SELINUX=enforcing/SELINUX=permissive/' /etc/selinux/config 

 

Update packages and install base tools: 
  sudo dnf update -y 

 
  sudo dnf install -y git curl wget vim tar unzip net-tools python3-pip 

 

Install Docker from the official repository: 
  sudo dnf config-manager --add-repo https://download.docker.com/linux/centos/docker-ce.repo 

 
  sudo dnf install -y docker-ce docker-ce-cli containerd.io 

 

Enable and start Docker: 
  sudo systemctl enable --now docker 
 

Add your user to the docker group (log out and back in after this): 
sudo usermod -aG docker $USER 

 

   
 

2.2 Cloud (AWS EC-2 Instance) 

For each Operating System in the cloud environment, provision a separate EC2 instance in 

us-east-1: 

 

Parameter Value 

Instance Type t2.medium/t3.large (2 vCPU, 4/8 GB RAM) 

OS Amazon Linux 2023/Rhel 9 

Storage 40 GB EBS 

Network Default VPC (public + private IP) 

Orchestrator Nomad/K8s/Swarm/Microshift (single-node) 

Monitoring Prometheus 2.55, Grafana 11 

Load Test JMeter on EC2 

https://download.docker.com/linux/centos/docker-ce.repo
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After launching, connect via SSH: 

  ssh ec2-user@<EC2_PUBLIC_IP>     # Amazon Linux 

 

  ssh clouduser@<EC2_PUBLIC_IP>    # RHEL 9 

 

Update packages and install tools (Amazon Linux 2023): 

  sudo dnf update -y 

 

  sudo dnf install -y git curl wget vim tar unzip python3-pip 

 

Install Docker on Amazon Linux 2023: 

  sudo dnf install -y docker 

 

  sudo systemctl enable --now docker 

 

  sudo usermod -aG docker ec2-user 

 

 

2.3 Hybrid (AWS EC-2 Instance + On-Prem VMs) 
 

In the hybrid setup: 

- On-prem VMs host Prometheus, Grafana, Blackbox Exporter, Node Exporter, and JMeter. 

- Each orchestrator and the Expense Tracker workload run on a single EC2 instance. 

 

Component 

On-Prem VM 

(Monitoring) Cloud EC2 (Orchestration) 

VM OS CentOS Stream 

10/Rhel 9 

Amazon Linux 2023/Rhel 9 

vCPUs/RAM 2/4 vCPU, 3/6 

GB RAM 

2 vCPU, 4/8 GB RAM 

Orchestrators Docker-Compose 

(monitoring only) 

Swarm, K8s, Nomad, Microshift (single-node) 

Monitoring Prometheus, 

Grafana, 

Blackbox 

Node Exporter (exporters only) 

Load Testing JMeter (CRUD 

tests) 

N/A 

Communication HTTP + metrics 

over public IP / 

SG rules 

Exposed services on public IP:8000 
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Security group rules on each EC2 node should allow inbound traffic for: 

- SSH: 22/tcp (from on-prem public IP only) 

- Application HTTP: 8000/tcp (Django Expense Tracker) 

- Node Exporter: 9100/tcp (from on-prem Prometheus) 

- cAdvisor: 8080/tcp (from on-prem Prometheus) 

 

Example security group (ingress): 

  Type      Port   Source 

  SSH       22     <ON_PREM_PUBLIC_IP> 

  HTTP      8000   <ON_PREM_PUBLIC_IP> 

  Custom TCP 9100  <ON_PREM_PUBLIC_IP> 

  Custom TCP 8080  <ON_PREM_PUBLIC_IP> 

 

 
 

3 Deployment Commands for each Orchestrator and 

Monitoring stack 

3.1 Kubernetes (k3s) 

Install k3s on the orchestrator node: 
 

curl -sfL https://get.k3s.io | INSTALL_K3S_VERSION="v1.22.17+k3s1" sh -s - --write-kubeconfig-mode 644 

 

Verify cluster is running: 
  sudo kubectl get nodes 

 

NodePort service, expose HTTP on port 8000 and note the node IP: 
  kubectl get svc -n expense-tracker 

 

Apply manifests to run the application stack: 

 

 
 

3.2 Docker Swarm 
 

Initialise a Swarm on the Docker node (on-prem or EC2): 
docker swarm init --advertise-addr <NODE_IP> 
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The repo contains a Swarm stack file such as swarm/stack.yml, deploy: 
  docker stack deploy -c swarm/stack.yml expense-tracker 

 

Verify services and tasks: 
  docker service ls 

  docker service ps expense-tracker_web 

 

 
The application should be reachable on: 
  http://<NODE_IP>:8000/ 

3.3 HashiCorp Nomad 
 

Download Nomad 1.4.x and install (on CentOS/RHEL/Amazon Linux): 
  curl -fsSL https://releases.hashicorp.com/nomad/1.4.3/nomad_1.4.3_linux_amd64.zip -o nomad.zip 

 
  unzip nomad.zip 

 
  sudo mv nomad /usr/local/bin/ 

 

Create a minimal server/client config in /etc/nomad.d/nomad.hcl and enable the systemd 

service. 

 

Run Nomad and verify: 
 sudo systemctl enable --now nomad 
 

 nomad node status 

 

The repo contains a job file such as nomad/expense.nomad.hcl, run: 

 
   

nomad job run nomad/expense.nomad.hcl 

 

3.4 Microshift 
 

On the RHEL 9 VM dedicated to MicroShift, enable required repositories and install 

MicroShift 4.13: 

  sudo subscription-manager register --username <RH_USERNAME> --password 

<RH_PASSWORD> 

  sudo subscription-manager attach --auto 

  sudo subscription-manager repos --enable rhocp-4.13-for-rhel-9-$(arch)-rpms 

  sudo dnf install -y microshift-4.13* 

 

Enable and start MicroShift: 
  sudo systemctl enable --now microshift 
 

https://releases.hashicorp.com/nomad/1.4.3/nomad_1.4.3_linux_amd64.zip%20-o%20nomad.zip
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Kubeconfig is usually written to /var/lib/microshift/resources/kubeadmin/kubeconfig.  
 

Export: 

  export KUBECONFIG=/var/lib/microshift/resources/kubeadmin/kubeconfig 

 

Create Project and Namespace: 

 
 
Set path and necessary permissions and run tools required to send scraped data to 

Prometheus: 

 
 

 
 

Run application and database along with route service: 
 

 
 

 

 
Running Application on the VM ip and port: 
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3.5 Common monitoring stack for each Orchestrator 
 

Monitoring stack runs on docker compose for the tools on separate containers. 

 
 docker compose -f monitoring-compose.yml up -d 
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Prometheus dashboard: 

 

 
 
Grafana Dashboard: 

 
4 Apache Jmeter load tests for each scenario 
 

Run below commands to install Jmeter and use the available expense_crud_test.jmx file to 

execute the Jmeter bash script. 

 

Alos, create folders for results and report to store the metrics. 

 

sudo dnf update -y 

sudo dnf install -y tar wget java-17-openjdk java-17-openjdk-devel 

 

cd /opt 

sudo wget https://dlcdn.apache.org/jmeter/binaries/apache-jmeter-$JMETER_VERSION.tgz 

 

sudo tar -xzf apache-jmeter-$JMETER_VERSION.tgz 

sudo chown -R $USER:$USER apache-jmeter-$JMETER_VERSION 

 

export JMETER_HOME=/opt/apache-jmeter-$JMETER_VERSION 

export PATH=$JMETER_HOME/bin:$PATH 

 

jmeter -v 

 

https://dlcdn.apache.org/jmeter/binaries/apache-jmeter-$JMETER_VERSION.tgz
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echo 'export JMETER_HOME=/opt/apache-jmeter-5.6.3' >> ~/.bashrc 

echo 'export PATH=$JMETER_HOME/bin:$PATH' >> ~/.bashrc 

source ~/.bashrc 

4.1 Baseline Scenario 

 
 

cd ~/researchproject/jmeter 

 

export ORCHESTRATOR="nomad/k8s/swarm/microshift" 

export SCENARIO="baseline" 

./run_jmeter.sh 50 120 baseline 

 

4.2 Spike Scenario 
 

cd ~/researchproject/jmeter 

 

export ORCHESTRATOR="nomad/k8s/swarm/microshift" 

export SCENARIO="spike" 

./run_jmeter.sh 200 120 spike 

 

4.3 Fault Scenario 

cd ~/researchproject/jmeter 

 

export ORCHESTRATOR="nomad/k8s/swarm/microshift" 

export SCENARIO="fault" 

./run_jmeter.sh 100 120 fault 

 

 

Running Jmeter script: 
 

 
 

 

 

Baseline: 
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Spike: 
 

 
 

Fault: 
 

 

 

5 Scripts to capture metrics 
 
After each JMeter run, use the Python export script (e.g. export_metrics.py) to pull 

Prometheus time-series data and aggregate them into CSV files for analysis. 
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On the monitoring node (where Prometheus is running): 
 

cd ~/monitoring/scripts 

export PROM_URL=http://127.0.0.1:9090/api/v1/query (or IP of the target Prometheus) 

export ORCHESTRATOR="k8s" 

export SCENARIO="baseline" 

python3 export_metrics.py 

export_metrics.py uses environment variables: 

PROM_URL   = os.getenv("PROM_URL", "http://127.0.0.1:9091/api/v1/query") 

ORCHESTRATOR = os.getenv("ORCHESTRATOR", "microshift").lower() 

SCENARIO     = os.getenv("SCENARIO", "baseline").lower() 

 

The script builds queries for CPU, Memory and HTTP uptime and writes CSVs such as 

metrics_k8s_baseline_YYYYMMDD_HHMMSS.csv. 

Repeat for: 

- ORCHESTRATOR = "swarm", "nomad", "microshift" 

- SCENARIO = "fault", "spike" 

 

 
 

The export_metrics.py runs as a simple loop that periodically queries Prometheus for CPU, 

memory and HTTP uptime, and appends timestamped rows to a scenario-specific CSV file, 

providing a reproducible and orchestrator-agnostic metric export pipeline. 

 

 
Use the CSVs and JTLs for plots and ANOVA in analysis/ as required. 

http://127.0.0.1:9090/api/v1/query
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6 Anova Analysis 
 
Once all metrics CSV files have been generated (latency, throughput, CPU, memory, uptime, 

etc.), run the ANOVA analysis script to statistically compare orchestration platforms. 

 

The script should: 

- Load all metrics/*.csv files. 

- Compute one-way ANOVA for key metrics (average latency, throughput, CPU, memory, 

uptime). 

- Write per-metric p-values and group means to results/anova_summary.csv for inclusion in 

the report. 

 
 

 

 

  cd ~/research_project/expense_tracker/analysis 
 

  python3 anova_analysis.py \ 
    --input-dir ../metrics \ 

    --output results/anova_summary.csv 
 

 
 

References 
 

Prakash, R. (2023) “Benchmarking Container Orchestration Tools on Application 

Performance in the Cloud.” 

Link: https://norma.ncirl.ie/7403/1/ramprakash.pdf 

Malhotra, R., Bansal, A. and Kessentini, M. (2024) “A Systematic Literature Review on 

Maintenance of Software Containers,” ACM Computing Surveys, 56(8), pp. 1–38. 

https://norma.ncirl.ie/7403/1/ramprakash.pdf


13 
 

 

Link: https://doi.org/10.1145/3645092. 
 

Malviya, A. and Dwivedi, R.K. (2022) “A Comparative Analysis of Container Orchestration 

Tools in Cloud Computing,” in 2022 9th International Conference on Computing for 

Sustainable Global Development (INDIACom), New Delhi, India: IEEE, pp. 698–703. 

Link: https://doi.org/10.23919/INDIACom54597.2022.9763171. 
 

Pan, Y. et al. (2019) “A Performance Comparison of Cloud-Based Container Orchestration 

Tools,” in 2019 IEEE International Conference on Big Knowledge (ICBK), Beijing, China: 

IEEE, pp. 191–198. 

Link: https://doi.org/10.1109/ICBK.2019.00033. 
 

Pankowski, A. and Powroźnik, P. (2023) “Comparison of application container orchestration 

platforms,” Journal of Computer Sciences Institute, 29, pp. 383–390. 

Link: https://doi.org/10.35784/jcsi.3823. 
 

 

https://doi.org/10.1145/3645092
https://doi.org/10.23919/INDIACom54597.2022.9763171
https://doi.org/10.1109/ICBK.2019.00033
https://doi.org/10.35784/jcsi.3823

