\ National
Collegeof

Ireland

Configuration Manual

MSc Research Project
MSc Cloud Computing

Mohd Sajid Ali
Student ID: x23293519

School of Computing
National College of Ireland

Supervisor:  Ahmad Makki




‘ﬂ
National College of Ireland \ National
College

MSc Project Submission Sheet

Ireland
School of Computing

Student Name: Mohd Sajid Ali
Student ID: X23293519
Programme: MSc Cloud Computing Year: 2025/26
Module: MSc Research Project
Lecturer: Ahmad Makki
Submission Due Date:

11/12/2025
Project Title: A Cross-Environment Evaluation Framework for Container Orchestration Tools:

Optimizing Efficiency and Implementation Trade-offs for Real-World Workloads
Word Count: 1368 Page Count 13

I hereby certify that the information contained in this (my submission) is information pertaining to research I
conducted for this project. All information other than my own contribution will be fully referenced and listed in
the relevant bibliography section at the rear of the project.

ALL internet material must be referenced in the bibliography section. Students are required to use the
Referencing Standard specified in the report template. To use other author's written or electronic work is illegal
(plagiarism) and may result in disciplinary action.

Signature: Mohd Sajid Ali

Date: 11 December 2025

PLEASE READ THE FOLLOWING INSTRUCTIONS AND CHECKLIST

Attach a completed copy of this sheet to each project (including multiple copies) m]
Attach a Moodle submission receipt of the online project submission, to each project ]
(including multiple copies).

You must ensure that you retain a HARD COPY of the project, both for your own o
reference and in case a project is lost or mislaid. It is not sufficient to keep a copy on

computer.

Assignments that are submitted to the Programme Coordinator Office must be placed into the assignment box
located outside the office.

Office Use Only

Signature:

Date:

Penalty Applied (if applicable):




A Cross-Environment Evaluation Framework for
Container Orchestration Tools: Optimizing Efficiency
and Implementation Trade-offs for Real-World
Workloads

Configuration Manual

Mohd Sajid Al
x23293519

1 Introduction

This configuration manual describes how to reproduce the on-premises, cloud, and hybrid
testbed used to evaluate Kubernetes (k3s), Docker Swarm, HashiCorp Nomad, and Red Hat
MicroShift with a Django Expense Tracker workload. The steps are organized to match the
experimental methodology:

1. Infrastructure setup for on-premises VMs, AWS EC2, and the hybrid layout.

2. Deployment commands for each orchestrator (Kubernetes, Docker Swarm, Nomad,
MicroShift).

3. Running Apache JMeter load tests for each scenario and environment.

4. Collecting metrics using the Python export script and other scripts.

5. Executing the ANOVA analysis script.

2 Infrastructure Setup

The testbed consists of:

- Two on-premises VMs (CentOS Stream 10 and RHEL 9) on VMware Workstation.

- One AWS EC2 instance per orchestrator in the cloud (Amazon Linux 2023 or RHEL 9).
- A hybrid setup where orchestrators run on EC2 and monitoring + JMeter run on-prem.

2.1 On-Premises VMs (VMware workstation)

Component Specification

Host OS CentOS Stream 10 (Selinux=Permissive)/Rhel 9

vCPUs 2/4

RAM 3/6 GB

Storage 30 GB SSD/30 & 20 GB

Networking NAT (192.168.74.x), firewall open (ports 8000, NodePort range)

Tools Docker Engine, k3s, Nomad, MicroShift, Prometheus, Grafana,
JMeter

On both VMs, configure basic OS settings (run as root or with sudo):
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Set SELinux permissive (CentOS/RHEL):

| sudo setenforce 0|

| sudo sed -i 's/"SELINUX=enforcing/SELINUX=permissive/' /etc/selinux/config]

Update packages and install base tools:
| sudo dnf update —y|

| sudo dnf install -y git curl wget vim tar unzip net-tools python3-pip)

Install Docker from the official repository:
| sudo dnf config-manager --add-repo hitps.//download.docker.com/linux/centos/docker-ce.repo

| sudo dnfinstall -y docker-ce docker-ce-cli containerd.io

Enable and start Docker:
| sudo systemctl enable --now docker]

Add your user to the docker group (log out and back in after this):
lsudo usermod -aG docker SUSER

=N ile 8 D 2 O8O
o

Cent0S version 10 64-bit RHELS-MicroShift

FD CentOS version 10 64-bit

~ Description

2.2 Cloud (AWS EC-2 Instance)

For each Operating System in the cloud environment, provision a separate EC2 instance in
us-east-1:

Parameter Value

Instance Type t2.medium/t3.large (2 vCPU, 4/8 GB RAM)
OS Amazon Linux 2023/Rhel 9

Storage 40 GB EBS

Network Default VPC (public + private IP)
Orchestrator Nomad/K8s/Swarm/Microshift (single-node)
Monitoring Prometheus 2.55, Grafana 11

Load Test JMeter on EC2



https://download.docker.com/linux/centos/docker-ce.repo

After launching, connect via SSH:
| ssh ec2-user@<EC2 PUBLIC IP> # Amazon Linux]

| ssh clouduser@<EC2 PUBLIC IP> #RHEL 9

Update packages and install tools (Amazon Linux 2023):
| sudo dnf update -]

| sudo dnf install -y git curl wget vim tar unzip python3-pip|

Install Docker on Amazon Linux 2023:
| sudo dnf install -y docker]

| sudo systemctl enable —-now docker]

| sudo usermod -aG docker ec2-user]

Instances (2) info @ Connect ( Instance state ¥ ) ( Actions ¥ ) Launch instances ¥

| Q Find Instance by attribute or tag (case-sensitive) | | Allstates v |

[ Instance state Sirlinning) | X] ( Clearfilters ) 1 ]
[J | Namep v | Instance ID | Instancestate v | Instancetype ¥ | Statuscheck | Alarmstatus | Availability Zone v | PublicIPv4
[ cloud i-0b65cd84e5cf54cdS @ Running @ @ t2.medium @ 2/2 checks passec  View alarms + us-east-1a ec2-54-210
() rhel9-microshift i-055d9c1802692af73 @ Running @& & t2.large @ 2/2 checks passec  View alarms + us-east-1d ec2-3-87-1¢

4 »

2.3 Hybrid (AWS EC-2 Instance + On-Prem VMs)

In the hybrid setup:
- On-prem VMs host Prometheus, Grafana, Blackbox Exporter, Node Exporter, and JMeter.
- Each orchestrator and the Expense Tracker workload run on a single EC2 instance.

On-Prem VM

Component (Monitoring) Cloud EC2 (Orchestration)

VM OS CentOS  Stream | Amazon Linux 2023/Rhel 9
10/Rhel 9

vCPUs/RAM 2/4 vCPU, 3/6|2vCPU,4/8 GB RAM
GB RAM

Orchestrators Docker-Compose | Swarm, K8s, Nomad, Microshift (single-node)
(monitoring only)

Monitoring Prometheus, Node Exporter (exporters only)
Grafana,
Blackbox

Load Testing JMeter (CRUD | N/4
tests)

Communication | HTTP + metrics | Exposed services on public IP:8000
over public IP /
SG rules




Security group rules on each EC2 node should allow inbound traffic for:
- SSH: 22/tcp (from on-prem public IP only)

- Application HTTP: 8000/tcp (Django Expense Tracker)

- Node Exporter: 9100/tcp (from on-prem Prometheus)

- cAdvisor: 8080/tcp (from on-prem Prometheus)

Example security group (ingress):
Type Port Source
SSH 22 <ON PREM PUBLIC IP>
HTTP 8000 <ON PREM PUBLIC IP>
Custom TCP 9100 <ON_PREM PUBLIC_IP>
Custom TCP 8080 <ON_PREM PUBLIC_IP>

sudo firewall-cmd - trusted --
sudo firewall-cmd - public --r

sudo firewall-cmd - public -
sudo firewall-cmd - public --r
sudo firewall-emd --r d

3 Deployment Commands for each Orchestrator and
Monitoring stack

3.1 Kubernetes (k3s)

Install k3s on the orchestrator node:

|curl -sfL https://get.k3s.io | INSTALL K3S VERSION="v1.22.17+k3sl1" sh -s - --write-kubeconfig-mode 644|

Verify cluster is running:
|sud0 kubectl get nodes|

NodePort service, expose HTTP on port 8000 and note the node IP:

|kubectl get svc -n expense—tmckeﬁ

Apply manifests to run the application stack:
[onprem@localhost k8s]$% 1s -lrth
total 24K

-rw-r--r--. onprem docker 186 Oct 19:56 secret-db.yaml
-rw-r--r--. onprem docker 57 Oct 19:56 namespace.yaml
-rW-r--r--. onprem onprem 2.5K Oct 9 13:40 app.yaml
-rw-r--r--. onprem onprem 175 Oct 9 13:40 local-path-sc.yaml

-rwW-r--r--. onprem onprem 1.2K Oct 9 13:40 postgres.yaml
drwxr-xr-x. 2 onprem onprem 4.0K Oct 14 16:08 mon ng
drwxr-xr-x. 2 onprem onprem 172 Nov 19 00:12 sc

[onprem@localhost k8s1$

kubectl apply -f k8s/secret-db.yaml -f k8s/postgres.yaml -f k8s/app.yaml
kubectl -n expense get pods,svc

3.2 Docker Swarm

Initialise a Swarm on the Docker node (on-prem or EC2):
|docker swarm init --advertise-addr <NODE IP>|




The repo contains a Swarm stack file such as swarm/stack.yml, deploy:
| docker stack deploy -c¢ swarm/stack.yml expense-tracker]

Verify services and tasks:
docker service ls
docker service ps expense-tracker web|

export %(grep ¥ env X
docker qtack deplc:y -C qtack yml ${HTA1 K_NAME }

docker stack services ${STACK NAME}
docker stack ps ${STACK NAME}

The application should be reachable on:
http://<NODE_IP>:8000/

3.3 HashiCorp Nomad

Download Nomad 1.4.x and install (on CentOS/RHEL/Amazon Linux):
|curl -fSSL https.//releases.hashicorp.com/nomad/1.4.3/nomad _1.4.3 linux_amd64.zip -o m)mad.zip|

unzip nomad.zip)

|sudo my nomad /usr/local/bin/[

Create a minimal server/client config in /etc/nomad.d/nomad.hcl and enable the systemd
service.

Run Nomad and verify:
lsudo systemctl enable —-now nomad

lnomad node status|

The repo contams a job file such as nomad/expense.nomad.hcl, run:
0C:i t expense tracker]$ cd nomad/

host nomad]$ 1s

.hcl scripts
onaremu alhost nomad

nomad job run nomad/expense.nomad.hcl

3.4 Microshift

On the RHEL 9 VM dedicated to MicroShift, enable required repositories and install
MicroShift 4.13:

sudo subscription-manager register --username <RH USERNAME> --password
<RH PASSWORD>

sudo subscription-manager attach --auto

sudo subscription-manager repos --enable rhocp-4. 13-for-rhel-9-8(arch)-rpms

sudo dnf'install -y microshifi-4.13*

Enable and start MicroShitt:
Lgudo systemctl enable --now microshiﬁi



https://releases.hashicorp.com/nomad/1.4.3/nomad_1.4.3_linux_amd64.zip%20-o%20nomad.zip

Kubeconfig is usually written to /var/lib/microshift/resources/kubeadmin/kubeconfig.

Export:
|export KUBECONFIG=/var/lib/microshift/resources/kubeadmin/kubeconfi g1

Create Project and Namespace:
oC new-project expense-app

oc create namespace expense-app
oc status

Set path and necessary permissions and run tools required to send scraped data to
Prometheus:
KUBECONFIG PATH="/var/lib/microshift/resources/kubeadmun/kubeconfig"
sudo chown onprem:onprem $KUBECONFIG PATH
source ~/.bashrc
oc adm policy add-scc-to-user privileged -z cadvisor -n expense-tracker
oc apply -f cadvisor-daemonset.yaml

oc get route cadvisor -o jsonpath=

Run application and database along with route service:

[onprem@localhost microshift]$ 1s -1rth
total .

-rw-r--r--.
-rw-r--r--.
-rw-r--r
-rw-r--r
-rw-r--r
drwxr-xr-x.
-rw-r--r--.
drwxr-xr-x.
drwxr-xr-x.

onprem onprem 175 Oct 28 :37 service.yaml
onprem onprem 194 Oct 28 :37 route.yaml
onprem onprem 360 Oct 28 :37 README.md
onprem onprem 705 Oct 28 :37 postgres.yaml
onprem onprem 910 0Oct 28 :37 deployment.yaml
onprem onprem 79 Oct 29 base

root root 295 Oct 29

onprem onprem 92 Oct 29

onprem onprem 95 Oct 29 :

drwxr-xr-x. onprem onprem 4.0K Nov 2

drwxr-xr-x onprem onprem 4.0K Nov 19

[onprem@localhost microshift]$ |

(SIS I N BN B N e e

apply -f postgres.yaml

apply -f expense-deployment.yaml

apply -f service.yaml

apply -f route.yaml

Running Application on the VM ip and port:
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Your expenses

Track your daily spending and watch how it changes over time.

+Add new expense

By category
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B FOOD TRANSPORT

By month (mdsajidali)
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undefined

January February Hovember

All expense entries

Date Category Description ~ Amount Actions
Nov. 18, 2025 TRANSPORT Traviling to Conolly 1.06 Edit Delete
Feb.1,2025 TRANSPORT sam 0.03  EditDelete
Jan. 1,2025 FOOD Apples 20.00  Edit Delete

3.5 Common monitoring stack for each Orchestrator

Monitoring stack runs on docker compose for the tools on separate containers.

onprem@l
otal 12
rW=r=-r--. onprem m 235 Oct 28 18:37 prometheus.yml
MW=r=-r--. onprem ) D Oct 28 18 grafana-dashboard.json
Irwxr-xr-x. 2 onprem onprem 28 Oct 28
Irwxr-xr-x. 3 onprem e 22 0Oct 28
El==lfE= onprem m 353 Oct 28
Irwxr-xr-x. 2 onprem onprem 98 Oct 31 P th
rW=r=-r--. onprem onprem 950 Nov 2 01: 44 m1CI0qh1ft _grafana-dashboard. json
Irwxr-xr-x. 3 onprem onprem 146 Nov 19 00:37 scri
onprem@l st monitoring]$ cat docker-compose. yml
ersion: "3.9"
ervices:
prometheus:
inage: prom/prometheus:v2.54.1
volumes:
- ./prometheus.yml:/etc/prometheus/prometheus.yml:ro
ports:
- "9090:9090"

grafana:
unage: grafana/grafana:11.2.0
ports:
- "3000:3000"

environment:
- GF_SECURITY_ ADMIN USER=admun
- GF_SECURITY_ADMIN | PASSWORD=adm inpass
onprem@l t monltorlnq]$ |




Prometheus dashboard:

Welcome to Grafana

+ Grafana Assistant

4 Apache Jmeter load tests for each scenario

Run below commands to install Jmeter and use the available expense_crud_test.jmx file to
execute the Jmeter bash script.

Alos, create folders for results and report to store the metrics.

sudo dnf update -y
sudo dnf'install -y tar wget java-17-openjdk java-17-openjdk-devel

cd /opt
sudo wget https.://dlcdn.apache.org/imeter/binaries/apache-jmeter-$JMETER VERSION.tgz

sudo tar -xzf apache-jmeter-8JMETER _VERSION.tgz
sudo chown -R 8USER:$USER apache-jmeter-8JMETER VERSION

export JIMETER HOME=/opt/apache-jmeter-$JMETER VERSION
export PATH=$JMETER _HOME/bin:$PATH

Jmeter -v



https://dlcdn.apache.org/jmeter/binaries/apache-jmeter-$JMETER_VERSION.tgz

echo 'export JMETER HOME=/opt/apache-jmeter-5.6.3' >> ~/.bashrc
echo 'export PATH=$JMETER _HOME/bin:$PATH' >> ~/.bashrc
source ~/.bashrc

4.1 Baseline Scenario
( Jme

- FWXI-Xr-X. onprem onprem
- FWXr-Xr-X. onprem onprem 1.9K : run_j
- MWXr-Xr-x. onprem onprem

drwxr-xr-x. prem onprem

drwxr-xr-x. : prem onprem

-rwW-r--r--. prem onprem 5.9K 9 € backup_expense crud_test.jmx

-rw-r . prem onprem 15K 9 @ expense_crud_test microshift _hybrid.jmx
Sr=r==r== prem onprem 8. 1K 9 00:37 expense crud test.jmx

cd ~/researchproject/jmeter

export ORCHESTRATOR="nomad/k8s/swarm/microshift"
export SCENARIO="baseline"
Jrun_jmeter.sh 50 120 baseline

4.2 Spike Scenario

cd ~/researchproject/jmeter

export ORCHESTRATOR="nomad/k8s/swarm/microshift"
export SCENARIO="spike"
Jrun_jmeter.sh 200 120 spike

4.3 Fault Scenario

cd ~/researchproject/jmeter

export ORCHESTRATOR="nomad/k8s/swarm/microshift"
export SCENARIO="fault"
Jrun_jmeter.sh 100 120 fault

Running Jmeter script:

[onprem@localhost jmeter]$ ./run_jmeter.sh 56 120
“] Runn'wg 1Meter test p1an w1th 50 thr s for 120s...
anning to locate plugil 1 ill removed in a future rel
canning to locate pl 1 a L removed in a future rel
anning to locate pl 1 E removed in a future rel
anning to locate plugil will be removed in a future rel

re: 50 Started: 50 Finished:
Acti p Started: 5€

Active: 50 Started: 50 Finished:

Active: 50 Started: 50 Finished:

summary B3 in 00: vg: 6 Min: B Ma 3 : 1103 (lee

Baseline:
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5 Scripts to capture metrics
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each JMeter run, use the Python export script (e.g. export_metrics.py) to pull

Prometheus time-series data and aggregate them into CSV files for analysis.

DE OGB4 © > Upde

B:27:30  18:27:45

Average DNS Lookup

16.0 ps

Average DNS Lookup

16.0 ps

18:28:00




On the monitoring node (where Prometheus is running):

cd ~/monitoring/scripts

export PROM_URL=http://127.0.0.1:9090/api/v1/query (or IP of the target Prometheus)
export ORCHESTRATOR="kS8s"

export SCENARIO="baseline"

python3 export_metrics.py

export_metrics.py uses environment variables:

PROM _URL = os.getenv("PROM _URL", "http://127.0.0.1:9091/api/v1/query")
ORCHESTRATOR = os.getenv("ORCHESTRATOR", "microshift").lower()

SCENARIO = os.getenv("SCENARIO", "baseline").lower()

The script builds queries for CPU, Memory and HTTP uptime and writes CSVs such as
metrics_k8s baseline YYYYMMDD HHMMSS.csv.

Repeat for:

- ORCHESTRATOR = "swarm", "nomad", "microshift"

- SCENARIO = "fault", "spike"

EXpense_;
0 metric c
[INFO] 'I.Ir1t1ng data to ./datas/metric

Cpu_usa

Cpu_usa

Cpu_usa

cpu_u ) g 9 c L c B

: HTTP 128", port 32290 > t. (read timeout=18)
Cpu_usa Mory_usage:2071265280.0000 | http_uptime:e

Cpu_usa £ 1 y E | http_uptime:0.0000

cpu_usage:0.0149 ] y_! }64.0000 | http_uptime:8.0000

The export_metrics.py runs as a simple loop that periodically queries Prometheus for CPU,
memory and HTTP uptime, and appends timestamped rows to a scenario-specific CSV file,
providing a reproducible and orchestrator-agnostic metric export pipeline.

app"}im]))*,

te(node_cpu_t
( nnde memnw

n orchestrator '{orc}', using generic node metrics.")

‘avg(rate(nede_cps *idle"} im
node_memory_Mem; able_bytes)*,

Use the CSVs andJTLs for plots and ANOVA in analysis/ as required.
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6 Anova Analysis

Once all metrics CSV files have been generated (latency, throughput, CPU, memory, uptime,
etc.), run the ANOVA analysis script to statistically compare orchestration platforms.

The script should:

- Load all metrics/*.csv files.

- Compute one-way ANOVA for key metrics (average latency, throughput, CPU, memory,
uptime).

- Write per-metric p-values and group means to results/anova summary.csv for inclusion in
the report.

cd ~/research_project/expense_tracker/analysis

python3 anova_analysis.py
--input-dir ../metrics |
--output results/anova_summary.csv

jmeter.log kas al .py microshift monitering nomad requirements.txt scripts static swa

un_id from a filename or label.
es the rest as run_id.

or d in PROMETHEUS_DIRS:
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