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1 System Configuration 

• OS: macOS (works on Linux/Windows too) 
• RAM: 8–16 GB 
• Python: 3.10+ in a virtual env 
• Docker: Desktop installed (for Kafka/Zookeeper via docker compose) 
• Kafka: brought up by docker-compose.yml 
• Required Python packages 

 
pip install kafka-python streamlit pandas numpy scikit-learn joblib river altair 

• Project files (root folder): 
o docker-compose.yml – Kafka + Zookeeper 
o start_all.sh – helper to launch everything (Mac: opens new Terminal tabs) 
o kafka_producer.py – streams creditcard.csv into Kafka 
o kafka_consumer.py – scores messages, writes logs, sends alerts 
o app.py – Streamlit dashboard 
o Models: rf_model.joblib, scaler.joblib 
o Data: creditcard.csv 
o Outputs (created at runtime): 

stream_results.csv, kafka_alerts.csv, metrics_window.csv, kafka_drift_log.csv 

 
2 Execution Steps 
One Shot Laucher 

 
chmod +x start_all.sh 
./start_all.sh 

Manual: 
Terminal 1: 
docker compose up -d && docker compose ps 

 
Termial 2: Consumer 
source .venv/bin/activate 
python3 kafka_consumer.py 

Terminal 3: Producer 
source .venv/bin/activate 
python3 kafka_producer.py 
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Terminal 4: Dashboard 
source .venv/bin/activate 
streamlit run app.py 

 

3 Section 3 

3.1 kafka_producer.py 
 

Purpose: read creditcard.csv and publish each transaction to Kafka. 

Core flow: 

• Config: TOPIC="transaction_topic", BOOTSTRAP="localhost:9092". 
• Validates columns ['Time', V1…V28, 'Amount', 'Class']. 
• Serializes each row as JSON: includes tx_id, timestamps, features, and label. 
• Sends to Kafka with a tiny sleep (0.01s) to simulate real-time. 
• Why it matters: gives a controlled, replayable stream to test the online pipeline. 
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3.2 kafka_consumer.py 
 

 
Purpose: consume messages, score fraud probability, emit alerts, log metrics. 

Core flow: 

• Config: input topic transaction_topic, output topic alerts, THRESHOLD=0.20. 
• Loads rf_model.joblib and scaler.joblib, uses predict_proba on features. 
• Writes every prediction to stream_results.csv with columns: 

tx_id, pred, label, p_fraud, ts. 

• If p_fraud >= THRESHOLD, sends an alert to Kafka and appends to kafka_alerts.csv. 
• Maintains a rolling window (WINDOW_SIZE=1000) and every 

METRIC_EVERY=200 events logs precision, recall, F1, and average precision to 
metrics_window.csv. 

• Runs ADWIN drift detection on errors; on change, logs a timestamp to 
kafka_drift_log.csv. 
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• Why it matters: closes the real-time loop with decisions, observability, and drift flags. 
 

3.3 C. Dashboard app.py 
 

 
Purpose: live operations view in Streamlit. 

Core flow: 

• Page config: wide layout, title “Real-Time Fraud Detection – Live Ops”. 
• Safely reads append-only CSVs with a cached loader that skips malformed lines. 
• Panels: 

o Recent Alerts table (kafka_alerts.csv) – last few high-risk transactions. 
o Performance chart (metrics_window.csv) – precision, recall, F1 over time 

(Altair line chart). 
o Latest transactions table (stream_results.csv) – tail view with p_fraud. 

• Why it matters: gives you immediate feedback on model behavior and alert volume 
without digging into logs. 
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