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1. Introduction

The configuration manual has provided the complete details of the software and hardware specification for
executing the project along with the running process of the project. The step by step process of the project
development has been presented, which has helped for setting up the working environment, including the
installation of the required application runtime configuration and the proper execution of the developed model.

2. System Specification

The project has been developed by including the local environment and the runtime of the Google collab for
taking the advantage of the hardware accelerators
Local Environment Specification

e  Operating system: Windows 10/ Windows 11 (64 bit)

e Storage: 256 GB SSD (Minimum)
e RAM: 8 GB (Minimum)
e Processor: Intel core i5 or above

Google collab Runtime
e Runtime: Python 3

e Hardware specifications: GPU (NVIDIA)

e Minimum of 78 gb disk space available during Runtime

3. Dataset Specification

e The dataset contains the labeled network traffic data for different attack scenario
e There are two different classes, such as Normal and Anomalous
e The CSYV file contains the numerical and the categorical features both

e Link https://www.kaggle.com/datasets/deepthisudharsan/network-anomaly-dataset?resource=download

4. Project development

Google collab platform has been used in this analysis project for the efficient development of the project. After
completing the data cleaning and data preprocessing the machine learning model has been developed for
validating the data and the proper prediction.

4.1 Importing Libraries

The basic libraries and the machine learning model development libraries have been imported for the efficiency
model development and evaluation. Pandas and Numpy have been used for efficient data preparation. Therefore,
the Keras and the Scikit learn framework has been used for the efficiency in the machine learning model
development and evaluation.


https://www.kaggle.com/datasets/deepthisudharsan/network-anomaly-dataset?resource=download

4.2 Importing Data

After importing the data into the program, the dataset has been imported into the program by mounting the
google drive into google colab. First the dataset has been uploaded into the drive and the drive has been
imported into google colab for accessing the dataset.

4.3 Preprocessing and Validation of the data

e Highly correlated features removed
e (Categorical Features has been encoded
e Minmax scaling for the numerical features

e Data splitting into train and test

4.4 Modelling

CBAM Autoencoder with MultiHeadAttention
e Encoder are the MultiHeadAttention, Conv1D layers, CBAM modules

e Loss function is the Mean squared error
e Reverse ConvlD structure has helped in reconstruction

Isolation Forest
e Contamination rate for this model is 0.1

e Random state for this model is 42

Explainability— SHAP
e SHAP has been applied in the trained autoencoder

e Feature importance has been generated by both local and global interpretation

5. Runmng the project

Open Google collab
e Load data on the google drive
e Mount google drive into colab
e Load the dataset by defining the path of the dataset from google drive
e (lean data by removing null values and duplicates
e Preprocess the data by Label encoding and Minmax scaler
e Train model
e  Model performance evaluation

e SHAP analysis for increasing explainability
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