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1. Unzip the downloaded file and open in VVScode

) File Edit Selection View Go Run --

O Rajesh Project

BQEOU

uirements

> OUTLINE
; ELINE

2. Open new terminal as follows



File Edit Selection View

@ EXPLORER

 RAJESH PROJECT

Terminal New Terminal Ctrl+Shift+
Help

Run Ta:

Run Build T

Run Active File

Run Selected Text

Configure Tz

Configure Default Build Task...

» OUTLINE
» TIMELINE

3. Run the following commands
a. conda create —name my_project python=3.10 -y
b. conda activate my_project
4. Open notebooks folder and select Fake News Detection.ipynb. Then select the kernel
as follows

File Edit Selection View - Another Kemel

@ EXPLORER

v RAJESH PROJECT

rt display

_matplotlil

ectionipynb

equirements

, confusion_matrix, ac

> OUTLINE
> TIMELINE

5. Click on Run All button



File Edit Selection View

@ EXPLORER Fake News Detection.ipynb X

“ RAJESH PROJECT > k on.| y ing
ar All Outputs | g - Select Kernel

[
display
plt

t_matplotlib_formats

Detection.ipynb

nl ory
.download

requirements.xt
utils o s imp Dense, Embedding, LSTM, Dropo

pad_sequences
t Tokenizer

n_test_split

i port, confusion matrix
e ation_report, conf n_matrix,

> TIMELINE

6. Run the streamlit app using the following command

File Edit Selection View

@ EXPLORER

v RAJESH PROJECT

u nport (
validate_input:
image_to_bas:
analyze_image with_structured output,
generate_fake_news_from_image,
analyze text image consistency,
predict_fake news_lstm,
google_fact_check_claims,
google_vision_analysis
ect_misinformation_gpt4o,
test_api connections

\Rajesh Project> streamlit run app.pyl

> OUTLINE

> TIMELINE
{} Pyth

7. You’ll get to see an Ul like below



o [1 @ localhost8501 a e PP B OE <% 8 U

Deplay

 System Status

Check API connections and system readiness before analysis: A, TestAPIs

B Input

@ Original News Text i Related Image

Browse files

¥ Tipsfor Beter Fact: Check Results

# Howto Use

1. [ Enter Text - Provide news or text content

8. Upload an image and also the input text
o O @ localhost8s01 Qe PP oOoEx%e

Input

@ Original News Text Related Image

The image is related to a war happened in 2010 between india and pak (O Dﬂsf"dd Browse files

[}  screenshot 2025-07-11 192840.png

9 Tips for Better Fact-Check Resuits

9. Click on Analyse button to see the results



e) [ @ focalhost8s01 SRR~ . §

{4l Analysis Results

{®/ Al-Generated Fake News

& Secret Mission Revealed: Indian Soldiers Discover Hidden City Beneath the Himalayas!

B O0Ex9

ey 1

oepioy
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Deploy  §

he ade du intended to be
a . belieed )
The sold « marvelafer 5. Upon enteing  they were g -
could surpassing our own.
3 .
revolutionary advancementsintechnology.
breath for be the k one
thing
@ Key Claims:
« Indian soldiers discovered a hidden city beneath the Himalayas.
+The city contains advanced technology and artifacts.
@ LSTM Analysis
& originalText = GeneratedFake News
Classification: Real Classification: Real
Confidence: 0839 Confidence: 0.339
c [0 @ locahostasor Qe P L B O6 <%
@ LSTM Analysis
& Orginal Text 5 Ganeeated Fake Nosis
Classfcaton: Resl Classfcston: Resl
Confidence: 0833 Confidence: 0933
score: 09136 score: 09995
|4 Enhanced Image Analysis
& Mbsscrption - A Togs:
They aracarrying ot O salderls p galaeindianfan s mey el bl snde  fe  piaion
‘_ d clouds,duggoet y The anhaning
the ntensityofthe sceme. % scaninto
A Note: Google Viskan AP notavallble Typasuedoor
Using A pomwered Imoge analyst nstoad Wood: dramatic
8 Comsistency Score:
Medim: 0100
« 'Vaccines cause autism' « Thisimage shows diseases’
+ The Earthis flat’ + Medical infarmation is helpful
+'56 causes coronavirus® « 'Health is impaortant’
© Al Misinformation Analysis
& Misinformation Assessment: HIGH RISK
Confidence Score: 85/100
Analysis: The text claims an image i related to 3 war between Incia and Pakistan in 2010, but there is no record of a war between these countries n that year. The to be digitally
The use of the Indian flag in a dramatic setting suggests a sensationalized portrayal rather than a factual depiction.

P Red Flags Detected: Cre:

ity Indicators: Nane found
« Unsupported claims

+ Misteading association between text and image

+ Signs of manipulation or staging

@ Final Verdict & Overall Assessment

A MEDIUM RISK - REQUIRES VERIFICATION

Overall Risk Score: 41.2/100

from a conflict.




C [l @ Ilocalhost8501

[* Detailed Analysis Summary
@ LSTM Analysis:
+ Original Text: Real (0.833)
+ Generated Fake: Real (0.993)
Ul Consistency Analysis:
+ Text-Image Consistency: 50/100
&, Fact Check:

+ No fact-check sources found

@, SIFT Method Analysis

[

& @ STOP - Key Alerts
- LSTM Model: Flagged original text as Real with 0.539 confidence
« Consistency: Text-image consistency score of 50/100

« Al Analysis: Assessed as MEDIUM RISK - REQUIRES VERIFICATION with 41.2/100 risk score

@, INVESTIGATE - What's Suspicious

@ Misinformation Assessment:

+ Risk Level: MEDIUM RISK

- Confidence: 95/100

& image Analysis:

- Content: soldiers, military, Indian flag
- Scene: outdoor

- Mood: dramatic

I Performance:

« Total Analysis Time: 10.58s
+ Fact Check: 0.60s

« Al Analysis: 5 315

a e PLL0

B O6G%

Deplay

C [l @ localhost8501

- Al Analysis: 5.315

@, SIFT Method Analysis

[

@ STOP - Key Alerts

+LsTI : | tet Lwith confidence

« Al Analysis: Assessed as MEDIUM RISK - REQUIRES VERIFICATION with 41.2/100 risk score

@, INVESTIGATE - What's Suspicious
- Generated Comparison: Al-generated fake news was classified as Real
- Red Flags: 3 potential issues identified

-+ Image Analysis: 0 visual elements detected

I3 FIND BETTER COVERAGE - Retrieved Facts
« Fact-Check Sources: 0 professional fact-check results
- Allmage Analysis: 7 content tags identified

- Credibility Indicators: 0 positive signs found

7 TRACE CLAIMS - Origins and Context
- Content Type: outdoor stene with dramatic tone

+ Text Analysis: LSTM model trained d

« Multi. ificati bined Al analysis, fact-checking, and

a e @0

@ 0346

Deploy
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