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Hybrid SHAP-LRP for Adversarial Debugging in
Vision Transformers: A Layer-Wise Explainability
Approach

Shreyas Mukund Sawji

Msc. Data Analytics of MSCDAD_C
National College of Ireland
x23281065@student.ncirl.ie

Abstract

Vision Transformers (ViTs) have been shown to perform well on image classification tasks
but tend to be difficult to interpret and susceptible to adversarial attacks where small, often
imperceptible, changes to input images result in incorrect predictions. This paper addresses the
urgent needs of interpretability and robustness in ViTs through a new hybrid model that integrates
SHAP (Shapley Additive Explanations) and Layer-wise Relevance Propagation (LRP) to explain
and to diagnose adversarial vulnerability.

We trained a ViT-tiny Patch16-224 model on the CIFAR-10 dataset and applied adversarial
attacks created by the Fast Gradient Sign Method (FGSM) to it. Our solution paired SHAP to
map global feature importance and LRP to determine which internal transformer blocks were
most impacted by attacks. Results revealed that adversarial perturbations caused obvious changes
in SHAP attributions, and the model's attention shifted away from semantically important areas.
At the same time, LRP manifested irregular behaviour in early transformer layers, indicating
internal instability. By tracing those patterns, our method effectively identified not only
misclassifications but also internal, subtle perturbations caused by adversarial inputs transmitting
real-time alerts upon assessment.

This paper demonstrates that combining input and layer-level attribution methods provides
actionable interpretability and improves the safety profile of ViT models. Even though the current
work is evaluated on CIFAR-10 and FGSM attacks, future work will apply this hybrid mechanism
to more advanced datasets, more powerful adversarial environments, and real-world applications
such as diagnosis of medical imaging and autonomous systems.

Keywords- Neural Style Transfer, Generative Adversarial Networks, CycleGAN, Artistic
Style Transfer, VGG19, Image-to-lmage Translation, FID, SSIM, Deep Learning,
PyTorchlntroduction (The Growing Energy Demand of Big Data Analytics)

1 INTRODUCTION

Deep learning models are critical instruments in high-stakes decision making, especially when it comes to
medical diagnosis, autonomous driving, and financial fraud detection. In particular, Vision Transformers (ViTs)
have gained traction by presenting improved results over traditional convolutional neural networks for image
recognition tasks because of scaling up their self-attention mechanisms and the global context they are able to
model in images (Dosovitskiy et al., 2021). Despite this success, ViTs remain susceptible to adversarial
perturbations tiny, often imperceptible modifications to images that can cause high-confidence
misclassifications (Shao et al., 2023; Jain et al., 2022). These vulnerabilities can have serious safety
consequences in real-world applications.



ViT interpretation is an additional hurdle. Current explainability methods, especially those applying Grad-CAM
and its variants, provide useful information on the regions influencing a model's predicted label (Selvaraju et al.,
2017). However, these methods do not describe the internal decision-making of transformers and cannot locate
faults or disruptions in intermediate layers insights which are crucial when detecting adversarial attacks (Chefer
et al., 2021). This lack of transparency weakens trust and limits adoption in sensitive domains.

To address these issues, this research proposes a hybrid framework that uses SHAP (Shapley Additive
Explanations) for global input attribution (Lundberg and Lee, 2017) and Layer-wise Relevance Propagation
(LRP) (Binder et al., 2016) to trace internal relevance shifts in ViTs. The aim is to improve interpretability and
adversarial robustness by determining when and where adversarial perturbations disrupt model reasoning in
real-time.

The research question guiding this work is:

How can a hybrid SHAP-LRP framework be developed and applied to effectively explain and detect
adversarial attacks on Vision Transformers, providing actionable insights into model vulnerabilities?

From this, the research objectives are:

1. Investigate the current state of the art around Vision Transformer vulnerability and explainability
techniques.

2. Design a hybrid SHAP-LRP framework suited for adversarial attack detection in ViTs.

3. Implement and apply this framework on a pretrained ViT-tiny Patch16-224 model fine-tuned on the
CIFAR-10 dataset, using FGSM adversarial attacks for evaluation.

4. Evaluate the framework’s ability to detect adversarial manipulations both in predictions and within
internal transformer blocks, demonstrating its real-time alerting capability.

The main contribution of this research is a novel hybrid explainability—defense system that merges SHAP and
LRP, offering both input-level and internal-layer insights. This approach can not only visualise disrupted
regions under attack but also pinpoint vulnerable transformer blocks in real-time.
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Figure 1. Flowchart of Project architecture

2 LITERATURE SURVEY

Inducing Explanation in Vision Transformers

Vision Transformers (ViTs) revolutionized the computer vision landscape, rivaling traditional convolutional
neural networks (CNNs) on a range of benchmark tasks (Dosovitskiy et al., 2021). Their self-attention
mechanism not only offers a global receptive field from the initial layers but also helps them excel at long-range
dependency capture. But the same mechanism renders them difficult to explain. Decision-making is distributed
across multiple attention heads and transformer layers, and input tokenization into patches makes it even more
obscure that raw pixels directly lead to output predictions. Such transparency has become an issue in high-stakes
domains like healthcare or autonomous vehicles, where understanding the inner workings of a model is no
longer a luxury but a regulatory and ethical necessity (Carvalho et al., 2019).

Early work in interpretability of ViTs largely borrowed CNN methods, such as Grad-CAM, to apply to
transformer models (Selvaraju et al., 2017). Gradient-based heatmaps can highlight input positions that lead to a
prediction but tend not to capture sequential reasoning by layers, which results in noisy or smeared saliency
when considered in the context of tokenized representations. Loosely-ablated experiments in this work
confirmed these limitations: Grad-CAM on mid-transformer layers gave blurry attributions, not revealing
important object regions nor the internal motions that are caused by adversarial perturbations.

Attention rollout approaches (Abnar and Zuidema, 2020) attempted to rectify this by layer-summing attention
maps, giving a global sense of where the model looked. But such rollouts are coarse by definition, smearing the
high-resolution patterns onto which adversarial attacks are projected. They also subtly depend on attention
weights being stable and interpretable a conjecture that is not true under adversarial manipulation, where
attention can be manipulated to point to irrelevant tokens. This was a determinantal reason for the removal of
attention rollout from our approach.



Closely cropped surveys (Abnar and Zuidema, 2020; Selvaraju et al., 2017) confirm that most transformer
explainability methods are focused on spatial attribution but not on the internal decision process of the model.
The general agreement is that layered observation is crucial for completely understanding model behavior.
Nevertheless, methods capable of doing so, e.g., Chefer et al.’s ICEv2 (Chefer et al., 2021), are typically
designed for offline, post-hoc use, which makes them impractical for real-time monitoring.

Resilience to Adversarial Perturbations in ViTs

Even though they are formally doing global context modeling, ViTs are not necessarily more adversarially
robust than CNNs and in some targeted environments, they are actually more vulnerable (Shao et al., 2023;
Bhojanapalli et al., 2021). Shao et al. (2023) and Jain et al. (2022) both demonstrate that tiny, local
perturbations, which sometimes are even limited to one token or patch, can provoke high-confidence
misclassifications. These findings are consistent with our LRP-based vulnerability analysis, which found that
early transformer blocks are disproportionately affected by such adversarial perturbations.

Attempts to combat such vulnerabilities have involved architectural modifications like Robust Vision
Transformers (Mao et al., 2022) and defensive measures like randomized masking (Mao et al., 2021). Such
approaches can enhance accuracy under attack but seldom provide insight into why they fail. They are immune
to diagnosis, rendering users blind to the internal cascade of changes that inputs by attackers create. Our work
also discovers literature blessed with a dichotomy between robustness research and explainability the former
focusing on accuracy preservation, the latter focusing on interpretative post-analysis (Xu et al., 2020). This
dichotomy is one of the key imbalances our work aims to address.

Notably, while there are newer threats such as PGD or patch-based attacks (Madry et al., 2018; Naseer et al.,
2021) proposed in some studies, they are costly to compute, especially when coupled with computationally
heavy attribution methods such as SHAP. FGSM (Goodfellow et al., 2015) was selected for our initial
experiments within our study on grounds of efficiency and suitability for repeated computation of attribution
within constrained hardware setups. Our future work includes more computationally demanding threats.

Shapley Values and Hybrid Explainability Attempts in ViTs

Among attribution methods, Shapley Additive Explanations (SHAP) offer a theory-backed approach, with
foundations in cooperative game theory, to estimate each feature’s contribution to a prediction. Covert et al.
(2021) extended SHAP to ViTs using masked token perturbations, creating saliency maps that outperformed
attention-only approaches in fidelity. But the approach is computationally expensive: generating stable SHAP
attributions requires numerous forward passes per baseline condition, and it doesn't scale very well with image
size and patch count. On our latency tests, SHAP computation took 2—3 seconds per image even on modest
baselines, which is acceptable for interactive use but not real-time, high-throughput applications.

Chefer et al.’s ICEv2 (Chefer et al., 2021) integrates LRP relevance and attention scores into rich, layerwise
attributions. While effective for post-hoc analysis, ICEv2's reliance on unperturbed attention distributions makes
it vulnerable to adversarial manipulations of attention maps, and it has no built-in detection or warning
mechanism for unusual behaviour at inference time. This limits its deployment capability in live systems.

Binder et al. (2016) provided the theoretical foundation for LRP in deep networks. Applying canonical LRP to
ViTs is challenging, though, because of their multi-head attention and tokenisation. Approximate
implementations like Layer Conductance, applied in our work through Captum, provide a workable alternative
at the cost of some theoretical accuracy. Our experiments confirmed that while rough LRP introduces some
noise, it retains stable trends when cross-validated with SHAP and is hence also suitable for real-time tracking
of vulnerabilities.
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Gaps of Comparison and Research Motivation
Literature consistently shows that most techniques either:

e Focus on input-level explanations but not on tracking internal disruptions (Abnar and Zuidema, 2020;
Selvaraju et al., 2017).

o  Offer layerwise insights but only to offline research streams alone (Chefer et al., 2021).

e Boost robustness without explainability (Mao et al., 2022; Mao et al., 2021).

Few, or none, support all three: global attribution, local (layer/block-level) attribution, and live adversarial
alerting. That aside, even promising techniques like SHAP (Covert et al., 2021) and ICEv2 (Chefer et al., 2021)
have drawbacks that make them unusable in real-time applications in adaptive defenses: SHAP's latency,
ICEV2's reliance on continuous attention, and both techniques' lack of built-in detection capability.

Our approach crosses this gap by integrating SHAP and LRP to yield a two-tier attribution framework that is
executable in real time. Our hybrid offsets SHAP's input-only focus by introducing LRP's internal sensitivity, as
well as offsetting LRP's approximated noise by cross-validating patterns against SHAP's theory-driven scores.
Automated scoring and notification are also part of the framework, making attribution no longer an inert
analysis tool but a dynamic monitoring function. As surveys (Abnar and Zuidema, 2020; Selvaraju et al., 2017;
Zhang et al., 2023) and theory (Binder et al., 2016) confirm, such an integration is not prevalent in current
literature but essential for practical and safety-critical deployment.



3.Research Methodology

Here, the research process employed to investigate the proposed hybrid explainability method for merging
SHAP (Shapley Additive Explanations) and Layer-wise Relevance Propagation (LRP) to improve Vision
Transformer (ViT) interpretability and adversarial robustness is described in detail.

Research Approach

The study adopts an experimental approach where a ViT model is evaluated against adversarial inputs, and
its internal behavior is analyzed using layered attribution techniques. The goal is to determine if combined
global and internal relevance indicators accurately reveal adversarial perturbations and associated model
vulnerabilities.

Dataset and Preprocessing

The CIFAR-10 dataset containing 60,000 32x32 color images was selected due to its popularity in image
classification research and small size for easy experimentation under resource-limited environments
(Krizhevsky, 2009). The images belong to 10 categories such as airplane, cat, and truck with balanced
distribution. The original images are 32x32 and hence quicker to load and reproduce. As the ViT-Tiny Patch16-
224 model employed in this research accepts 224x224 input sizes, all images were resized via bilinear
interpolation. ImageNet normalization (Deng et al., 2009) was employed to align input distributions with the
pre-trained transformer weights without needing retraining. This rescaling was deemed appropriate, given that
the coarse semantic classes in CIFAR-10 remain identifiable when upscaled.

Model Design and Configuration

A pre-trained Vision Transformer (ViT) Tiny Patch16-224 model (Dosovitskiy et al., 2021) was transferred
to CIFAR-10 by replacing its final classification head that produces logits on the 10 CIFAR-10 classes. Model
weights except for the classification layer were frozen in experiments to primarily focus on interpretability and
robustness rather than retraining effects. All the computations were done on CPU for accessibility and
reproducibility.

Adversarial Attack Generation

In order to simulate adversarial conditions, the Fast Gradient Sign Method (FGSM) (Goodfellow et al.,
2015) was used because of its speed and demonstrated capability of deceiving image classifiers with minimal
perceptible distortion. The attack disrupts the input image by adding to the input pixels a scaled sign of the loss
gradient:

X adv=x+e-sign(VxJ(0,x,y))
where € controls the perturbation size, J is the loss function, 6 are the model parameters, and y is the true label.

Parameters for the size of the perturbation (epsilon values from 0.01 to 0.03) were set to balance
imperceptibility and attack success.

Every adversarial example was contrasted with its clean equivalent, facilitating paired comparison of the
internal and external changes in the model's behavior.

Attribution Techniques

SHAP (Shapley Additive Explanations) (Lundberg and Lee, 2017) was used via Captum's DeepL.iftShap
implementation. It approximates the contribution of input features by comparing against a reference distribution
of CIFAR-10 images, taking each pixel's global contribution to shift the model's output. SHAP values were
calculated separately for clean and adversarial images to observe changes in attention.

Layer-wise Relevance Propagation (LRP) (Binder et al., 2016) was computed using Captum's
LayerConductance module, which quantified the contribution of each transformer block's internal nodes, such as
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attention and MLP submodules, to the final decision. By comparing LRP results on clean and adversarial inputs,
the analysis identified which layers experienced disproportionate relevance spikes, indicating internal
compromise or model drift.

Data Collection and Analysis

For each test image, data collected included predicted class labels, corresponding SHAP attribution maps,
and LRP relevance scores per transformer block. Methodical comparisons were drawn between paired clean and
adversarial inputs. Quantitative analysis focused on measuring the changes in SHAP heatmap attention and
layer relevance score increases in LRP. The cases where the output of the model changed were analyzed for
patterns in attributions that deviate. A scoring system was also designed to detect transformer blocks with
abnormal relevance increases, which allows the system to send diagnostic warnings based on internal detection
rather than on output. Qualitative examination consisted of visualization of attribution heatmaps and layer
relevance trajectories, validating patterns of adversarial manipulation and localizing vulnerabilities.

Tools and Experimental Environment

The framework was implemented in Python utilizing PyTorch as the main deep learning backend (Paszke et
al., 2019). The most notable libraries were timm for loading models, Captum for attribution calculations, and
torchvision for preprocessing pipelines. All experiments were completed on Google Colab under CPU instances
as a means of providing maximal reproducibility and accessibility. Using this methodology enables rigorous,
reproducible testing of adversarial vulnerability in Vision Transformers due to the development of a new hybrid
explainability framework. By combining input attribution at a pixel level with internal relevance at a layer-wise
level, our research enables us to track not only whether a model's predictions are affected, but where specifically
they are affected. By relying on publicly available datasets, well established adversarial methods, and open-
source software, this paper provides transparency and allows for the easy continuity of research.

4. Design and Implementation Specifications

Design and Implementation Specifications

The following is an in-depth report of the design guidelines, system architecture, and real-world implementation
of the suggested hybrid explainability and adversarial robustness system for Vision Transformers (ViTs). The
explanation is consistent with the previously set research methodology while further describing system
components, tools, and procedures in an open way appropriate to experimental reproducibility and scientific
verification.
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Figure 3. Workflow of the hybrid SHAP-LRP explainability and adversarial detection framework for Vision
Transformers.

Model Architecture and Adaptation

The core of the system is the Vision Transformer Tiny model variant vit_tiny_patch16_224 enabled by the timm
library (Wightman, 2019), which is an open-source library. The architecture pretrained on the ImageNet dataset
(Deng et al., 2009) has been shown effective in feature extraction with the self-attention mechanism and was
well adapted to work with the CIFAR-10 dataset (Krizhevsky, 2009) used within this research. The initial head
of the ViT model was replaced by a fully connected linear classification head that output 10 logits for the 10
balanced CIFAR-10 classes (automobile, airplane, bird, cat, deer, dog, frog, horse, ship, and truck). We fixed all
pretrained weights other than the last classification head so we could maintain the ability to restrict analysis on
interpretability and robustness without the contamination from retraining or weight fine-tuning.

All calculations were done on CPU instances within Google Colab to ensure optimal availability and
replicability for the broader research community.

Data Preparation and Preprocessing

CIFAR-10 images, originally 32x32 pixels in dimensions, were resized to 224x224 pixels using bilinear
interpolation to match the input requirement of Vision Transformer. The resizing preserved class semantics well
enough to offer consistent classification despite the increased resolution. Following resizing, images were
transformed to PyTorch tensors and normalized per-channel with respect to ImageNet standards (mean: [0.485,
0.456, 0.406]; std: [0.229, 0.224, 0.225]) (Deng et al., 2009). This aligned the input distribution with that of the
pretrained ViT weights, which circumvented distributional shifts and rendered the retraining of images in
CIFAR-10 unnecessary.



Adversarial Attack Framework

Adversarial examples were generated using the Fast Gradient Sign Method (FGSM) (Goodfellow et al., 2015) to
test and stress the robustness of the ViT model. The attack taints input images by adding scaled sign of the loss
function's gradient over input pixels:

FGSM Epsilon Sensitivity

Misclassification Rate (%)
%) w B w [+)] ~ [+2]
o o o (=] o o o

=
o

0.000 0.005 0.010 0.015 0.020 0.025 0.030
Epsilon Value

Figure 4. Impact of FGSM epsilon values on Vision Transformer misclassification rate.

Attribution Extraction and Evaluation
e SHAP Attribution
Global feature attribution was computed through the SHAP approach (Lundberg and Lee, 2017) with
Captum’s DeepLiftShap module. Clean CIFAR-10 image references were used as baseline to satisfy
SHAP's distributional needs. SHAP values supplied pixel-wise explanations of the model's last

decision for clean and adversarial inputs and allowed us to recognize changes in model attention under
attack.

e Layer-wise Relevance Propagation (LRP)
Internal model relevance was quantified using LRP (Binder et al., 2016) with Captum's
LayerConductance on the MLP submodules within single transformer blocks. Fine-grained attributions
enabled relevance spikes in layers after the attack, which would have been impossible to identify using
input attributions.

Data Structuring, Visualization, and Detection Mechanism

SHAP and LRP-computed attribution values were aggregated into ordered formats in Pandas DataFrames
(McKinney, 2010). SHAP heatmaps and LRP layer-wise relevance scores were visualized with Matplotlib
(Hunter, 2007) for qualitative evaluation.

A robust triggering mechanism was employed to label adversarial detection only when two conditions were met:
an instance of misclassification and a marked increase in relevant LRP scores in selected transformer blocks
beyond a certain threshold relative to the clean baseline. Such a structure was aimed at preventing false alarms
by requiring both output instability and corroborating internal signal disruption before raising alerts, hence being
more interpretable and trustworthy.

Tools, Environment, and Reproducibility

The entire system was deployed on Python with PyTorch for deep learning (Paszke et al., 2019), timm for the
model architecture, Captum for attribution techniques, and torchvision for preprocessing data. Experiments were
executed on Google Colab CPU instances for the best reproducibility and availability across typical research
setups.



Outputs and Experimental Validation

The final outputs were class label predictions, SHAP spatial attribution maps, layer-wise LRP relevance scores,
and diagnostic signals indicating the existence and place of adversarial influence in the model. Systematic
comparisons between similar clean and adversarial samples identified patterns of attribution drift and indicated
some early ViT blocks that tended to be under adversarial noise. The design and implementation of the hybrid
SHAP-LRP methodology embody a modular, minimally invasive, and effective way of merging explainability
and safety monitoring in Vision Transformers. The use of open-source libraries, an open dataset, and replicable
experimental settings provides a solid foundation for extension and real-world deployment in domains
demanding transparent and resilient Al systems.

5.System Deployment and User Interface

Explanation of the Streamlit Dashboard and Its Features

To make the hybrid SHAP-LRP explainability and adversarial detection scheme operational, a Streamlit-based
interactive dashboard was implemented. The objective was to offer a functional, real-time setting where the
system's feature could be showcased without compelling the user to code or have advanced technical skills. This
dashboard serves two principal functions: (i) it is employed as an educational and demonstration device to
illustrate how adversarial detection and explainability can be used in conjunction, and (ii) it functions as a
diagnostic interface utilized for monitoring a Vision Transformer's decision-making process under clean and
adversarial settings. The application is also organized in the style of a series of well-defined tabs, each leading
the user through yet another component of interaction starting with an understanding of the purpose of the
system, through image upload and evaluation, up to looking at extended internal statistics.
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Figure 5. Example Streamlit Dashboard for Hybrid SHAP-LRP Explainability and Adversarial Detection

Key Features and Benefits
The Streamlit dashboard is more than a presentation aid; it is an end-to-end functioning demonstration of real-
time explainability and security monitoring. Its architecture presents several benefits:

¢ Real-time interaction: Inference, visualization, and detection are finished in real-time after uploading
images, avoiding the need for extensive re-runs of scripts or offline processing.

e Accessibility: The interface is purposefully created to abstract away technical complexity so that
sophisticated explainability concepts become more accessible to a wider audience.

e Actionable diagnostics: By correlating the attribution patterns with detection results, the dashboard
not only shows that an attack was detected but also where in the model it was disrupted.

e Customizability: One can change thresholds and visualization parameters, enabling one to adapt to
diverse operating environments and sensitivity requirements.

e Reproducibility and portability: The entire research pipeline is encapsulated in a portable web
application, enabling easy demonstration in academic, industrial, or educational environments without
dependency on a specific development environment.
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All in all, the dashboard reflects this project's research contributions by integrating hybrid SHAP—-LRP
explainability with live adversarial detection into an interactive, intuitive interface. It translates complex model
behavior into visual and textual forms that can potentially inform both real-time responses to attacks as well as
long-term model debugging strategies. This process recapitulates the project's overall objective: integrating
transparency and resilience into one practical system deployable in real-world high-risk Al contexts.

6. EVALUATION

This section provides findings from testing the proposed hybrid SHAP-LRP interpretability model on a
Vision Transformer (ViT-Tiny Patch16-224) model subjected to adversarial attacks via the CIFAR-10 dataset.
The purpose is to evaluate the performance of the framework in detecting and attributing adversarial attacks at
both the global and layer-wise level as well as measuring its usefulness and limitations.

A. Quantitative Performance: Accuracy and Confusion Matrix Analysis

Baseline test against clean CIFAR-10 images produced a classification accuracy consistent with state-of-
the-art results published for ViT-Tiny models for the same benchmark (above 85% accuracy). However, when
attacked by adversarial attacks generated by the Fast Gradient Sign Method (FGSM) with epsilon of 0.03,
accuracy dropped significantly to approximately 40%, confirming the model's vulnerability even to small and
visually not perceptible perturbations.

Table 1 summarizes the classification accuracy on clean and adversarial images.

Dataset Condition Accuracy (%)
Clean Images 85+
FGSM Adversarial (¢=0.03) ~40

Table 1. Classification accuracy under clean and adversarial conditions.

Adversarial confusion matrix examination revealed semantically related or visually overlapping confusion
classes. For example, adversarial image perturbations of "dog" tended to be misclassified as "cat", and "horse"
as "deer." These misclassifications follow patterns of model vulnerability in the model's first transformer blocks
(Blocks 0 and 1), where large Layer-wise Relevance Propagation (LRP) scores remained with input of
adversarial noise.

12
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Figure 6. Confusion matrix comparisons for clean vs. adversarial CIFAR-10 images

B. Attribution-based Prediction and Vulnerability Analysis

Clean and adversarial predictions were both recorded along with SHAP and LRP attribution scores for each
sample. The combination of interpretability methods presented complementary results:
SHAP values, as input-level feature importance, showed a notable decrease in mean attribution scores for
attacked images, indicating the global attention of the model being compromised and weakly concentrated on
significant content.
LRP values, as layer-wise internal relevance, commonly increased in early transformer blocks during
adversarial attacks, suggesting internal instability and feature misprocessing.

Table 2 presents indicative samples indicating the attribution patterns:

Sample True Prediction Prediction SHAP SHAP LRP LRP Vulnerable Blocks
Label (Clean) (Adv) (Clean) (Adv) (Clean) (Adv) Identified

0 Cat Frog Horse 0.0017 0.0005 0.0013 0.0023 Block 0, Block 1

1 Ship Truck Truck 0.0017 0.0008 0.0016 0.0022 Block 0

2 Ship Frog Frog 0.0010 0.0003 0.0017 0.0018 None

3 Airplane | Frog Cat 0.0012 0.0008 0.0012 0.0019 Block 0

4 Frog Bird Bird 0.0013 0.0004 0.0018 0.0022 Block 0

Table 2. Comparison of clean vs. adversarial predictions and attribution scores.
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Surprisingly, early transformer blocks (0 and 1) possessed the highest number of most common abnormal
LRP spikes, pointing to these layers as significant locations of adversarial effect.

Attribution Difference Map
(Where the Al's attention changed)

uonuany ui abueyd

0.10

0.05

Figure 7. Frequency of vulnerability flags across transformer blocks for adversarial CIFAR-10 images

Vulnerability Heatmap and Frequency

An aggregated heatmap of identified transformer blocks illustrates that Block 0 was abnormally activated in all
tested adversarial examples, and Block 1 also displayed notable sensitivity. Subsequent blocks had little or no
abnormal activity.

C. Correlation and Interpretability Insights
Correlation analysis between SHAP and LRP scores across more than 100 test samples in various
experiments under different attack scenarios revealed the following behaviors:

e Clean samples showed relatively stable, low correlation between the two attributions,
characteristic of stable, guided predictions and stability of internal processing.

e Adversarial samples showed a strong negative correlation trend lower SHAP scores (decrease in
relevant input focus) were linked to higher LRP relevance in certain blocks, indicative of internal
representational disturbance under global attribution degradation.

Sr.no. | Type True Label Prediction SHAP Score LRP Score
0 Original Cat Cat 0.0018 0.0036
1 Adversarial Cat Bubble 0.0007 0.0058

Table 3: Correlation between mean SHAP and LRP scores for clean vs. adversarial samples.

This difference in analysis enables the detection of “silent" internal drifts not apparent from input
attribution alone, enhancing robustness diagnosis.

D. Qualitative Case Studies
Single case analysis highlights the day-to-day relevance of the hybrid framework:
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e Case 1: Clear Attack Detection
A correctly initially labeled “cat" image had high SHAP attribution on face features and standard LRP
values for Blocks 0 and 1. Post-attack, the model misclassified the image with confidence as "bubble,”
SHAP attribution dispersed across background pixels, and early block LRP values increased by about
50%, indicating adversarial drift.

e Case 2: Benign Misclassification without Drift
A clean "ship" image misclassified as "truck" exhibited steady LRP values and consistent SHAP
attribution within the image region of interest, with no trigger activation demonstrating the ability of
the framework to distinguish benign error from attack-specified failure.

e Case 3: Recurrent Vulnerabilities
Different adversarial attacks repeatedly caused increased LRP activations in Blocks 0 and 1 and altered
attribution patterns, signifying systemic early-block vulnerabilities that could be addressed by model
design or defensive treatments.

Layer-wise Vulnerability Assessment

High Risk (30%)
Moderate Risk (15%)

0.7 1
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Figure 9: Layer wise Vulnerability assessment for blocks.
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E. False Positives and False Negatives

Detection reliability was assessed as follows:

e True Positives: All of the misclassified adversarial samples with significant LRP relevance increase
were detected successfully.
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e False Positives: Clean or benign misclassifications never spuriously triggered the detection, confirming
low false alarm rates.

e False Negatives: A few adversarial samples with minor or later-layer-only LRP modifications evaded
detection, revealing a sensitivity limitation.

F. Processing Efficiency and Scalability

In Google Colab CPU environments, a single image SHAP-LRP attribution computation took
approximately 2 to 3 seconds, which is demonstrable for near real-time or interactive use even with
computational overhead.

G. Interpretability and Confidence Enhancement

This work demonstrates that the combination of SHAP and LRP improves interpretability over either
technique alone by providing complementary, layered explanation knowledge indicating not only what input
changes can deceive the model but where its internal reasoning fails. This transparency is vital for practitioner
faith and operator confidence in safety-critical applications.

H. Limitations and Future Directions
Though successful for FGSM attack against CIFAR-10, the performance of the hybrid framework against
more complex attacks such as PGD, AutoAttack, and on complex, larger datasets is yet to be tested. Auto-tuning

thresholds and adaptive detection mechanisms are useful improvements.

7.CONCLUSION AND DISCUSSION

This study has successfully created, implemented, and verified a new hybrid explainability and adversarial
debuggingging framework for Vision Transformers (ViTs) with a focus on the key research question:

"How to improve interpretability and adversarial robustness of ViTs simultaneously through the
combination of global (SHAP) and layer-wise (LRP) attribution techniques?"

With SHAP being used for global feature importance and LRP being used for layer-wise detailed attribution, the
framework gains a multi-dimensional perspective of model behavior under adversarial perturbations. Illustrating
the system on a ViT-tiny Patch16 224 model trained and tested on the CIFAR-10 dataset and attacked by FGSM
adversarial attacks revealed:

e Clear deviations of global attention maps (SHAP) from semantically important features, reflecting
impaired decision-making.

e Crucial, anomalous bursts of LRP relevance scores in early transformer blocks (Block 0 and Block
1 specifically), revealing latent internal model instability.

e The ability to raise real-time alerts only when both external prediction failure and internal structure
violation occur, significantly reducing false positives.

This multi-faceted insight into where and how adversarial perturbations affect ViTs not only opens up
transparency and interpretability but also positions the model in proximity to the novel paradigm of self-
supervising and self-defending Al systems.

Challenges and Limitations
Throughout the project timeframe, several technical and conceptual challenges shaped the research trajectory
and outcomes:

e Computational Constraints and Model Elasticity
Due to the use of CPU-only Google Colab environments, experimentation was restricted to relatively
small batch sizes and the ViT-tiny model variant. This significantly limited the potential for
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experimentation with larger architectures, large-scale hyperparameter tuning, or multi-step attack
sequences. The resource limit also affected the speed of SHAP and LRP computation because both
include backpropagation which is costly in terms of computation. To surmount runtime instability and
session timeouts inherent in notebook-based workflows, the system was made available as a Streamlit
app. The environment ensured persistence, eased user access, and eliminated redundant computation
through real-time interaction with the pre-trained models and explainability tools. However, to scale to
larger and more complicated datasets or attack sophistication, integration with GPU-accelerated
environments and cloud infrastructure will be necessary in future work.

e Attribution Noise, Ambiguity, and Interpretability in Real-World Use

SHAP and LRP, while effective, sometimes struggle with attribution noise in the form of less
concentrated or overlapping visualization maps. Consistency could be disrupted by modifications in
SHAP baseline references or slight model state variations. LRP relevance sometimes extended across
several layers, and it was difficult to determine precise vulnerability positions. The practical
consequence is that not all of the adversarial samples produced immediately clear attribution patterns,
which may hinder non-expert users' rapid trust decisions. Iterative validation using opposed clean-
versus-adversarial comparisons enabled detection thresholds to be refined to remove interpretability
uncertainty and facilitate user trust.

Embedded within the Streamlit app, visual overlays combined with concise alert messages have proven
effective in contextualizing attributions, providing non-technical stakeholders actionable understanding of
model confidence and integrity.

e Attack Modalities and Dataset Scope

The focus on FGSM, a single-step attack method, limits the comprehensiveness of adversarial
robustness testing. Although FGSM's efficiency and simplicity make it suitable for early proof-of-
concept studies, real-world applications demand defense against stronger, iterative, or adaptive attacks
such as Projected Gradient Descent (PGD) or Carlini-Wagner attacks.

Similarly, the CIFAR-10 dataset comprises relatively low-resolution images with broad semantic
classes; it is non-trivial to translate robustness findings here to more advanced or domain-specific
datasets (e.g., ImageNet, medical imaging) due to different feature complexities and vulnerabilities.

Though the current framework demonstrated scalability potential, further validation on diverse datasets and
attack techniques is critical in order to ascertain generalizability and operational reliability.

Interpretation of Results and Scholarly Context

The results are highly consistent with existing literature pointing out the dual problems facing ViTs: their
vulnerability to imperceptible adversarial inputs and how they need more interpretability than surface-level
attention maps.
The observed negative correlation between the decrease in SHAP heatmap focus and increase in LRP relevance
scores during attacks provides novel evidence supporting a layered attribution perspective: adversarial
perturbations can shift global attention while triggering compensatory or anomalous internal activations that
standard attribution methods alone would not detect.
Furthermore, the framework's ability to disambiguate between benign and adversary-induced failures (with
perturbed internal layers) enhances practical robustness and gives foundations for trustworthy Al deployment in
high-stakes environments.

Practical and Theoretical Contributions

This work contributes significantly by combining explainability methods from two distinct perspectives
global input attribution and internal relevance propagation into a single unified diagnostic framework for Vision
Transformers. Model agnosticism, low overhead, and open-source implementation further increase its utility.
Practically, the comprehensive Streamlit demo offers a promising user-interactive tool for researchers and
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practitioners to visualize, detect, and analyze adversarial effects in near real-time, bridging experimental
research and operational deployment gaps.

Theoretically, the research extends understanding of adversarial effects on transformer internals, positioning
early layers as primary attack loci and highlighting the necessity of multi-layer monitoring for defense design.

Future Work
Building on current results, future directions include:

o Extended Adversarial Robustness: Evaluation against stronger, iterative, and adaptive adversarial
attacks to stress-test detection performance.

o  Wider Dataset Deployment: Deployment of the framework on larger, harder, and domain-specific
datasets, e.g., high-resolution ImageNet images and clinical medical imaging.

e Dynamic Thresholding and Adaptive Filtering: Development of context-dependent detection
thresholds and real-time filtering for enhancing sensitivity and specificity under diverse adversarial
conditions.

e Active Defense Integration: Binding attribution-based alerts to automated mitigation methods, e.g.,
patch-level remediation, input pre-processing, or targeted network re-initialization.

e Hardware and Deployment Scaling: Leveraging GPU and cloud architectures to render attributions
quick and enable deployment in latency-sensitive, real-world systems.

o User-Centered Design: Refining visualization interfaces and alerting mechanisms for clinical,
automotive, and security domain stakeholders through iteration to enhance usability and trust.

Overall Summary

As a summary, the suggested hybrid SHAP-LRP method addresses Vision Transformers' dual needs of
explainability and adversarial robustness through layered analysis and runtime detection. The approach not only
indicates whether but also where and why adversarial inputs undermine ViT performance, an empirical step
towards trustworthy, interpretable, and robust Al for safety-critical systems. The project is successful in its
tightrope walk between experimental rigor and real-world deployment, developing a modular, reproducible
system underpinned by open datasets and tools, and making an interactive demonstration platform available that
represents a valuable contribution to the novel field of explainable and secure computer vision.

Video demonstration link is attached here - x23281065 research video.mp4
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