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Abstract—Efficient processing of sensitive data in cloud
environments requires not only accurate analysis but also rigorous
privacy guarantees. The new generation of cloud-based Machine
Learning (ML) services therefore demands privacy-preserving
techniques that allow robust data analysis and individual privacy
to effectively coexist. Homomorphic Encryption (HE) addresses
privacy concerns by enabling computations over encrypted data,
providing security and confidentiality to users even .when
execution takes place on untrusted shared infrastructures. Lattice-
based HE schemes rely on the hardness of the Ring Learning with
Errors problem and natively support only addition and
multiplication operations, which poses significant challenges for
efficiently implementing non-linear models. In this paper, we
design and experimentally evaluate a specialized approach based
on cryptographically computable self-learning polynomials to
build accurate, low-complexity, and privacy-preserving Logistic
Regression (LR) models for confidential data processing. We
propose a method to increase the accuracy and performance of
privacy-preserving LR with HE (LR-HE) using Self-Learning
Activation Functions (SLAFs). SLAFs are polynomials with
trainable coefficients that are updated during training, together
with synaptic weights, to learn task-specific and LR-specific
features. Our results demonstrate the feasibility of applying
trained, problem-specific polynomial activations to generate HE-
compliant logistic functions, enabling efficient, accurate, and
privacy-preserving LR solutions in privacy-sensitive cloud
settings.

Keywords—Homomorphic encryption, logistic regression,
polynomial  approximation, privacy-preserving, self-learning
activation functions.

I.. INTRODUCTION

The widespread adoption of cloud computing has
transformed the deployment of large-scale Machine Learning
(ML) models by offering scalable storage, on-demand
computation, and cost-efficient infrastructures [1], [2].
However, outsourcing data processing to third-party cloud
providers raises significant privacy concerns, particularly when
sensitive information is involved, such as medical, financial, or
personal data [3]. The access of the model to the raw data can
create potential privacy risks because the data are in the cloud-
shared infrastructure [4].
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Conventional security mechanisms primarily protect data at
rest and in transit through an encryption process. However, a
decryption process is necessary when the data must be
processed, falling into. the initial problem of data vulnerability
[5], [6]. Homomorphic Encryption (HE) has emerged as a
promising solution to this challenge by enabling computations
directly on encrypted data without requiring decryption [7], [8].
HE systems protect the entire data lifecycle (transmission,
storage, and processing). Its correctness relies on the
homomorphism concept, a structure-preserving transformation
where two groups in different spaces can be mapped, e.g.,
polynomial rings, Galois fields, etc. Under this property,
operations performed on ciphertexts correspond, after
decryption, to the same operations applied to the original
plaintext values.

Despite its strong security guarantees, current HE schemes
impose strict limitations on the types of operations that can be
executed efficiently, as they natively support only arithmetic
additions and multiplications. These constraints implement
complex ML models particularly challenging. In recent years,
significant efforts have been devoted to integrating HE
cryptosystems with Logistic Regression (LR) models. However,
a fundamental obstacle remains: the standard logistic activation
function is non-polynomial and relies on operations—such as
exponentiation and division—that are not supported by HE
cryptosystems [9]. Therefore, the efficient implementation of a
cryptographically computable Sigmoid function becomes
imperative for developing a privacy-preserving LR model with
HE (LR-HE).

Several polynomial approximation techniques have been
proposed to address this limitation in LR-HE models, including
Taylor expansions, Chebyshev polynomials, least-squares
fitting, and composite polynomials, etc. While these
approximation methods enable HE-compatible inference, they
often suffer from a trade-off between approximation accuracy
and polynomial degree. Higher-degree polynomials improve
fidelity but significantly increase computational cost and noise
growth in HE, reducing practical feasibility.



The Cheon—-Kim—Kim—Song (CKKS) scheme [10] is
particularly relevant in this context, as it supports approximate
arithmetic over encrypted real numbers. While CKKS uses state-
of-the-art solutions to support approximations, they are still
inefficient in practice, and thus, the design of efficient HE-
compliant activation functions continues to be an active research
area [11].

Several limitations arise in reproducing the behavior of the
model using approximations in the ciphertext space [12]. The
main challenge is to control the trade-off between having a non-
linear transformation, which is needed by the learning
algorithm, and keeping the degree of the polynomials small to
make HE feasible [13], [14], [15].

To address these challenges, this paper proposes an adaptive
LR-HE model enhanced with Self-Learning Activation
Functions (SLAF). Instead of relying on fixed polynomial
approximations of the sigmoid function, our approach
introduces trainable polynomial activation functions whose
coefficients are jointly optimized with the model parameters
during training. This enables the model to learn task-specific and
dataset-specific nonlinearities while remaining compatible with
HE constraints.

By allowing activation functions to adapt to the data, our
method improves both the accuracy and efficiency of LR-HE
compared to static approximations. Furthermore, the proposed
framework preserves end-to-end data confidentiality, making it
suitable for privacy-sensitive applications in | cloud
environments, particularly in healthcare and other domains
where secure data processing is essential.

The content of the paper is structured as follows. Section II
introduces homomorphic encryption schemes and presents the
primitives of the CKKS scheme. Section IIT describes privacy-
preserving logistic regression. Section I'V discusses state-of-the-
art LR-HE models that polynomially approximate ' the
cryptographically non-computable Sigmoid function. Section V
introduces homomorphic self-learning activation functions.
Section VI defines the experimental setup. The experimental
results are presented in Section VIIL. Finally, we conclude in
Section VIII.

II. CKKS HOMOMORPHIC ENCRYPTION SCHEME

Homomorphic Encryption (HE) cryptosystems enable
algebraic operations to be directly computed on encrypted data
without requiring access to the secret key [7], [16]. As a result,
data can be processed in encrypted form while preserving
confidentiality, since both the inputs and the outputs of the
computation remain encrypted. HE systems protect the entire
data lifecycle (transmission, storage, and processing). Its
correctness relies on the homomorphism concept, a structure-
preserving transformation where two groups in different spaces
can be mapped, e.g., polynomial rings, Galois fields, etc. Under
this property, operations performed on ciphertexts correspond,
after decryption, to the same operations applied to the original
plaintext values.

Let m, denote the message a in plaintext, sk a secret key
for decryption, and pk a public key for encryption. The
corresponding ciphertext ¢, of m, is generated by the

encryption operation ¢, = Encrypt(pk, m,). Recovering the
information in an additively HE from a ciphertext c, is
performed by the decryption operation and the sk as m, =
Decrypt, where ¢, = Add(c,, c;) contains the result of the
homomorphic addition between ¢, and c; . Similarly, in a
multiplicative HE scheme, the homomorphic multiplication
operation produces ¢, = Mult(c,, c,). The HE schemes obtain
ciphertexts c, and ¢, , without knowing m, and m, .
Ciphertexts c, and c, cannot be computed with standard
encryption without the decryption of ¢, and c;,. Thus, an HE
scheme is a public-key encryptionscheme defined by KeyGen,
Encrypt, Decrypt, and homomorphic evaluation operations
over ciphertexts.

The Cheon—Kim—Kim=Song (CKKS) scheme is a lattice-
based HE scheme whose security is based on the hardness of the
Ring Learning with Errors (RLWE)  problem: CKKS
cryptosystem performs approximate arithmetic on encrypted
real (complex) numbers, making it particularly well suited for
privacy-preserving ML, applications  involving continuous
values. Given plaintext messages m, and m,, the scheme
allows the encrypted evaluation of approximate values of m, +
m,, and m, - m,, with a predefined precision.

A distinctive feature of CKKS is that the noise introduced by
the RLWE construction is treated as part of the approximation
error inherent to the computation. In CKKS, after selecting
parameters such as the polynomial ring degree N and the
ciphertext modulus g, real-valued inputs are encoded into
plaintext polynomials. The sk is a randomly generated
polynomial. The pk is created using sk, chosen parameters, and
some randomness. The plaintext polynomial is encrypted using
the pk and noise to increase security. After operations, rescaling
isperformed to reduce noise and preserve the ciphertext. Finally,
decryption using the sk yields an approximate plaintext
polynomial, which is decoded to recover the corresponding real
or complex output value.

Let the polynomial ring for a power-of-two N be R =
Z[X]/(XN +1) and R, = Z, [X]/(X" + 1) be a modulo-q
residue ring of R. Polynomial coefficients of the ring R, are
bounded by the modulo g and the degree of polynomials XV +
1. Let L be a level parameter that indicates the maximum
multiplicative depth. Modulo g = q, - q; - ...* q, is defined as
the product of co-prime moduli gy, ... q;, where g, = 2* - q, for
1<I<L.

The distribution Y., = HW (h) outputs a polynomial from
R4 of {£1}-coefficient having h non-zero coefficients, where
HW(h) denotes the set of signed binary vectors in {+ 1} whose
Hamming weight is h € Z, . X.n. and Y., denote discrete
Gaussian distributions with some predefined standard deviation.
U (Rq) refers to a uniform distribution over the modulo- g
residue ring R,,. Moreover, for a = ¥\°' a;X* € R[X]/(X" +
1), then [a] = XNta;]1Xt € R, where ] returns the nearest
integer of a real-number input, rounding upwards in case of a tie
[10].

CKKS encodes real values using a called canonical
embedding 7:R [X]/(XN +1) » CV/2 | where a plaintext
vector M = (my, ...,my,;) is transformed into T~1(7) €



R[X]/(XY + 1) and then rounded to an integer-coefficient
polynomial using a scaling factor A, i.e., |[A-t71(in)]. The
parameter A affects the accuracy of the computation in CKKS.

Let us discuss the main primitives of the CKKS scheme:

o KeyGen(N,q,L) = sk,pk,ek: Sets sk = (1,s), where
S < Xkey - Sets pk = (b,a) € R}, , where b = —as +
e(modq,), a < U(Ry,), and e « Xer,. The evaluation
key is set as ek = (b',a’) € R;z , where b’ = —a's +
e' + q,s?(modq?), a’ < U(Rz) and €' & Yepy.

e Encrypt(m, A, pk) - c¢: For a plaintext vector of real
(complex) numbers 7, it encodes m = |A - 771(m)] € R,
and provides the ciphertext c=v-pk+(m+
€o, 61)(7710qu), where v « Xenc and €0, €1 < Xerr-

e Decrypt(c, A, sk) - m: For a ciphertext ¢ = (¢cq,¢;) €
RZ ., decodes the message as m = ¢, + ¢; - s(modq;),
and outputs a plaintext vector m = A~ - 7(m).

e Add(cy,c;) = ¢y Add two ciphertexts ¢j,c, € RZ . It
returns ciphertext ¢, = ¢; @ ¢, = ¢; + ¢c,(modq;).

o Mult(cy, cyek) = ¢ : For two ciphertexts ¢; =
(Cl,O'Cl,l) , € = (CZ,O'CZ,l) € Rél , let (doy,dy,dy) =
((31,06'2,0' €1,0C21 + €11C20, C1,1C2,1)- It returns ciphertext
cx = ¢ ® ¢, = (do, dy) + g - d; - ek](modq)).

e Rot(c,r) > ¢ : Given an encryption c of m =
(mo, e, My /2), outputs ¢’ that encrypts the left-rotated
vector 1 = (M, ..., My 3, My, ..., M,_1) by 7 positions:

Because each 7 is scaled, the plaintext of ¢ « Mult(c,, ¢,)
is A-mym,, which results in the exponential growth of
plaintexts. To deal with such a problem, CKKS introduces the
so-called rescaling procedure:

2

e Resc(c) - c': For a ciphertext c € R,

19,/ qil* e(modq,).
In this paper, CKKS was employed as the underlying HE
cryptosystem. For more detailed information and additional

considerations on the CKKS, including the correctness and
security analysis, refer.to [10].

outputs ¢’ =

HI. LoGISTIC REGRESSION

Logistic Regression (LR) is a statistical learning method for
modelling the relationship between a set of input variables and
a binary (dichotomous) outcome. It has been successfully
applied across multiple domains, including healthcare, finance,
and security-sensitive data analytics. LR models the probability
of class membership through a non-linear transformation of a
linear predictor using the sigmoid (logistic) function.

Consider a dataset consisting of N samples, each
represented by a feature vector of dimensionality d. The input
data and corresponding binary labels are denoted by X €
RV*4 and Y € {0,1}", respectively. Each element is represented
as x¥ € R® with an associated label y® € {0,1}, for i =
12,..,N.

The LR inference function is defined as

he(x®) = g(67x®),

where 07 is a weight vector, the element x® and g () stands
for the Sigmoid function given by

9(2) = 1+e2

with the linear combination

@

z=0"xD =9, +0,x ®

+ 0,x, o

+ ot Oy,

The sigmoid function maps real-valued inputs to the
interval (0, 1), allowing the model output to be interpreted as a
probability estimate:

The efficiency of the inference in LR depends on the
likelthood function expressed in terms of the parameter 6. The
training phase of LR aims to determine the optimal parameter
vector 0 that maximizes the likelihood of correctly classifying
the training samples. This objective is commonly achieved by
minimizing the cost function error /(6) defined as

N
16 = 5 > 0log (1o (x))

+(1-yD)log (1 - he(x(i)))

The cost function J(6) quantifies the discrepancy between
predicted probabilities and true labels; lower values indicate
improved classification performance. Importantly, for standard
LR, this cost function is convex, guaranteeing convergence to a
global minimum under appropriate optimization conditions.

Gradient Descent (GD) is a commonly employed first-order
optimization method for minimizing J(6). At each iteration, the
parameter vector is updated in the direction of the negative
gradient —V,/(6). The magnitude of each update is controlled
by the learning rate &, which plays a critical role in convergence
behavior. Small learning rates may lead to slow convergence or
stagnation, while excessively large values can cause oscillations
or divergence.

Several variants of GD have been proposed in the literature,
differing primarily in the update rule of 8: Batch Gradient
Descent (BGD), Stochastic Gradient Descent (SGD),
Momentum Gradient Descent (MGD), Nesterov Accelerated
Gradient (NGD), among others.

BGD computes the gradient using the entire training dataset
at each iteration. While its updates are stable and deterministic,
BGD suffers from high computational and memory costs,
making it impractical for large-scale datasets. SGD updates the
parameters using individual samples or small subsets of the data,
typically combined with random shuffling to reduce bias. This
approach significantly improves convergence speed and enables
online learning, but introduces gradient noise that may prevent
convergence to an exact minimum. MGD incorporates a
momentum term that accumulates past gradient updates,
reducing oscillations and accelerating convergence along



consistent descent directions. This behaviour is often likened to
the acceleration of a ball rolling down a slope. Finally, NGD
considers an approximation of the future position in the search
to improve the performance of MGD. Its update rule uses the
momentum term, where the gradient is missing a full update to
change 8; it can significantly increase the performance of MGD.
Following the analogy of the ball in MGD, NGD provides a ball
with a notion of the direction that can slow down before the hill
slopes up again.

Adaptive learning-rate methods such as Adagrad, Adadelta,
RMSprop, Adam, AdaMax, and Nadam further enhance
optimization by dynamically adjusting « based on historical
gradient information. While effective in many scenarios, these
methods introduce additional computational complexity and
hyperparameters. Second-order optimization approaches, such
as the Newton—Raphson method, leverage -curvature
information by incorporating the Hessian matrix. Although
these methods can achieve rapid convergence, their
computational and memory requirements render them
impractical for high-dimensional datasets and large-scale
learning problems.

Once training is complete, the optimized parameter
vector 8* is used to classify unseen samples. Given a new
input x’ € R**1 | the predicted label y’ is obtained by
thresholding the output probability

I_{]-;
y_ 0’

where the threshold 0 < 7 < 1 is typically equal to 0.5.

if hg«+(x') 2 1,
otherwise,

Despite its favourable properties—such as interpretability,
convex optimization, and competitive performance—LR
presents notable challenges when deployed in privacy-sensitive
settings. In particular, both training and inference processes
traditionally require access to plaintext data and model
parameters, which raises significant concerns in untrusted or
shared environments. These limitations motivate the integration
of LR with privacy-preserving techniques, such as lattice-based
HE schemes.

IV. RELATED WORK

High-demand solutions such as LR-HE modelling require
efficient operations beyond HE additions and multiplication
[17], [18]. Moreover, an important challenge toward deploying
HE in cognitive models is overcoming the high computational
costs associated with these cryptosystems. Computing over
ciphertexts with state-of-the-art cryptosystems such as the
CKKS scheme represents. a slowdown of 4-6 orders of
magnitude compared to performing the same operations on
unencrypted data [19]. While several methods have been
proposed in the literature to accelerate the homomorphic
processing of these solutions, they remain inefficient in practice.
Therefore, designing efficient cryptographically compatible
solutions to optimize privacy-preserving models remains an
open challenge.

Naehrig et al. [20] investigate privacy-preserving LR using
a Ring-LWE-based somewhat HE scheme and efficient message
encoding techniques to support polynomial evaluations over

encrypted data. While their approach demonstrates the
feasibility of encrypted statistical analysis and regression-style
computations, it does not provide an HE-native approximation
of the logistic function; instead, non-linear operations such as
exponentiation and division are deferred outside the encrypted
domain or handled implicitly, which limits the ability to perform
fully encrypted end-to-end LR inference.

Aono et al. [21] propose a scalable LR-HE model and show
that encrypted training can be achieved using only additive
schemes by reformulating the learning objective. Specifically,
they derive a homomorphism-aware LR solution by
approximating the log-likelihood terms with a low-degree
polynomial approximation, enabling evaluation of the
approximate cost function using ciphertext additions and scalar
multiplications.

Kim et al. [22] propose a practical homomorphic framework
for LR using the CKKS scheme, where both training and
inference are performed over encrypted data. To enable non-
linear computations, they approximate the sigmoid function
with global least-squares polynomials of degrees 3, 5, and 7 over
a fixed interval, allowing encrypted GD to be evaluated using
only additions and multiplications.

Patra and Suresh [23] propose BLAZE, a privacy-preserving
ML framework for secure outsourced computation that supports
LR and Neural Network (NN) models under a three-server threat
model with one potentially corrupted party. Their design
substantially improves round complexity and communication
efficiency over both wide-area and local-area networks,
outperforming existing secure ML protocols for a range of
learning tasks.

De Cock et al. [24] introduced secure training of LR in a
multi-party computation setting, where data are distributed
across multiple parties. They introduce a protocol that supports
an efficient approximation of the sigmoid function together with
cryptographic  optimizations that significantly reduce
computation and communication overhead. The solution
provides an efficient training time of 26.90 seconds in local area
networks. The two-party computation model can provide a fast
and secure genome analysis.

An LR model can be viewed as a single-layer NN model
with a single output neuron and a nonlinear activation function.
Consequently, the challenge of implementing LR-HE solutions
is a special case of the broader problem of supporting NN
inference and training over encrypted data. In particular,
approximating the logistic activation in LR-HE is analogous to
approximating activation functions in NN-HE models, where
non-linear operations must be replaced with cryptographically
computable alternatives. This connection has motivated a
substantial body of work on privacy-preserving NN-HE models
[16], [25].

CryptoNets, introduced by Dowlin et al. [26], represents the
first model that addresses the challenge of achieving a blind,
non-interactive classification. It uses the leveled YASHE [27]
for inputs and propagates signals across the network
homomorphically. Although it enabled blind classification, its
reliance on a square activation function, high computational
cost, and security limitations of Y ASHE restricted both accuracy



and practicality. Subsequent work sought to overcome these
constraints. Chabanne et al. [28] improved CryptoNets by
introducing polynomial approximations of ReLU and batch
normalization, while Chou et al. [29] leveraged pruning and
quantization to accelerate encrypted inference under the BFV
scheme.

Bourse et al. [30] proposed Discretized Neural Network
(DINN) models for inference over encrypted data, which
achieve linear complexity in network size but require expensive
bootstrapping under the Fully Homomorphic Encryption
scheme over the Torus (TFHE), resulting in high overhead and
reduced accuracy. Sanyal et al. [31] extended this idea to Binary
NNs, enabling arithmetic through binary gate composition, but
at the cost of extremely high latency, with inference times
reaching several hours per input. Van Elsloo et al. [32]
introduced SEALion, an extensible CryptoNets-based
framework that automates encryption parameter selection to
improve encrypted inference efficiency.

CryptoDL [33] replaces standard nonlinearities with HE-
friendly low-degree polynomials, while Liao et al. [34] further
extend this approach by approximating Tanh, ReLU, and Swish
for encrypted sensor-data inference. Brutzkus et al. [35]
proposed Low-Latency CryptoNets (Lo-La), which pack entire
layers into single ciphertexts to reduce memory and latency,
although they remain constrained by ciphertext dimension:
nGraph-HE [36] and E2DM [37] introduce HE-aware
compilation and SIMD-based encrypted matrix arithmetic,
enabling large-scale encrypted inference, including fast batched
evaluation on MNIST [38].

Hardware-accelerated and high-capacity models have also
been explored. Badawi et al. [12] presented an efficient GPU-
based BFV implementation for NN-HE solutions, significantly
accelerating the classification process while maintaining
accuracy; it classifies MNIST in 2% of the time CryptoNets
takes. Lee et al. [39] demonstrated deep ResNet-20 inference
using RNS-CKKS with bootstrapping, but with inference times
of several hours per image due to the cryptographic overhead
and high-degree polynomial approximations. Pulido-Gaytan
and Tchernykh [40] proposed non-interactive privacy-
preserving SLAF-based CNN-HE models to classify CKKS-
encrypted data with improved accuracy and performance. The
authors show that a self-learning mechanism can achieve the
same accuracy as a non-polynomial ReLU over non-
homomorphic CNNs and increase accuracy and higher
performance than the state-of-the-art CNN-HE CryptoNets.
This line of work provides strong evidence that learning the
activations themselves, rather than relying on fixed polynomial
approximations, is a powerful strategy for improving both
accuracy and efficiency in encrypted ML models.

V. SELF-LEARNING ACTIVATION FUNCTIONS

In this section, we present the SLAF technique to design a
privacy-preserving LR-HE model. We approximate the non-
linear activation function by a polynomial with trainable
coefficients as

fie = af +a¥x + a¥x? + -+ akx™

where ak,ak, ...,ak denote the trainable coefficients of the
polynomial f;.

The fundamental objective of the SLAF training process is
to learn an effective mapping between the input and output
spaces by jointly optimizing LR weights and the coefficients of
polynomial activation functions. In contrast to conventional LR
models with fixed nonlinearities, this approach allows the model
to adapt both its synaptic weights and its activation behaviour
during training. As a result, LR models equipped with SLAFs
can capture richer representations from training data.

Beyond adjusting synaptic weights, the training phase
explicitly optimizes the coefficients of the SLAF polynomials.
Consequently, the LR-HE-SLAF activations become tailored to
the specific learning task, the chosen hyperparameters, and the
characteristics of the dataset. This joint optimization enables the
model to learn problem-specific nonlinearities while remaining
compatible with the arithmetic constraints imposed by HE
cryptosystems.

Given that SLAF can approximate any continuous activation
function f if its input domain is bounded to a desired error as a
function of the SLAF degree [40], [41], we consider SLAF with
n + 1 trainable polynomial coefficients a,, a4, ..., a,, initialized
by zero, allowing a search from the “zero point” of the solution
space.

By allowing activation functions to be learned rather than
fixed, SLAF-based LR-HE models not only uncover underlying
relationships in the data but also identify activation behaviors
that are inherently suited to a given dataset and computational
constraint. This property is particularly valuable in privacy-
preserving settings, where the form of nonlinear operations must
be carefully designed to balance expressiveness, efficiency, and
cryptographic compatibility.

VI. EXPERIMENTAL SETUP

The HE schemes, homomorphic operations, and NN-HE
models are implemented using PyTorch [42] and the open-
source Simple Encrypted Arithmetic Library (SEAL) v3.5.6
[43] through the Python TenSEAL library [44]. The
experimental evaluation is performed on a server Express x3650
M4 with Intel(R) Xeon(R) CPU E5-2650v2 95W at 2.6GHz, 64
GB. The server OS is Ubuntu 18.04.6 of 64 bits.

The experiments presented in this paper were performed
during a prior phase of a continuous, long-term investigation of
privacy-preserving learning under HE. These results have not
been previously published and provide a reliable, consistent, and
reproducible evaluation of the proposed approach.

This section describes the evaluation methodology, dataset
characteristics, and the experimental setup.

A. Security settings

The ciphertext size, scheme performance, multiplicative
depth, and security level depend on the security parameter
settings. We adopt the security settings specified in the HE
standard [45]. Table 1 summarizes the parameters used for the
CKKS scheme, where A denotes the security level in bits, N is
the polynomial modulus degree, A represents the scaling factor
used for approximate arithmetic, L is the supported



multiplicative depth, and g denotes the ciphertext modulus. The
security level A = 128 bits guarantees that an adversary needs to
perform 2128 elementary operations to break the scheme with a
probability one. A detailed description of these parameters is
provided in Section II.

TABLE L. SECURITY SETTINGS FOR CKKS SCHEME
Parameter Security settings

A 128

N 213

A 2 21

L 8

q [40, 21, ...,21, 40]

B. Dataset

An evaluation on real-world data is essential to assess the
practical performance of the proposed strategies. To this end, we
employ the Heart Disease Prediction dataset, a benchmark
dataset widely used in the literature. It includes patients'
information along with a 10-year risk of future Coronary Heart
Disease (CHD) as a label. The goal is to build a model that can
predict this 10-year CHD risk based on patient clinical
information and demographic attributes.

This dataset contains over 4000 patient records with clinical,
behavioral, and demographic features, including variables such
as age, sex, smoking status, blood pressure, cholesterol levels,
and other health indicators that are known risk factors for heart
disease. Each record is paired with a binary label indicating
whether a patient is expected to develop CHD within ten years:
1 =risk present, 0 = no risk.

Continuous input features are scaled to the interval [0;1]
using min—max normalization
x — min(x)

~ max(x) — min(x)’

xm;

where x is the original value, and x,,,, is the normalized value.
Feature scaling is critical for both numerical stability in the
training process and‘ for controlling noise. growth in HE
computations.

To ensure a robust evaluation of the LR-HE model
generalization, we adopt 5-fold Cross-Validation (5CV). This
protocol randomly partitions the dataset into five equally sized
folds; in each iteration, four folds are used for training and the
remaining fold for the testing task. The SCV strategy is standard
practice in the literature. Table 2 summarizes the main
characteristics of the dataset used, including the total number of
samples, the number of input features, and the size of the
training and testing subsets under the 5-fold cross-validation
protocol.

TABLE II. DATASET CHARACTERISTICS

Dataset N Features N-Training N-Testing

Heart Disease Prediction 4,240 15 3,392 848

C. Evaluation method

The performance of a classifier is determined by the number
of correct and incorrect predictions for each class. A Confusion
Matrix (CM) is commonly used to summarize the
correspondence between true and predicted labels over a set of
examples. From the CM, several meaningful performance
metrics can be derived, including Accuracy (A), Precision (P),
Recall (R), and Specificity (S). Accuracy measures the overall
proportion of correct predictions. Precision measures the
proportion of predicted positive instances that are correctly
classified. Recall (also known as sensitivity) measures the
proportion of actual positive instances that are correctly
identified, while Specificity measures the proportion of actual
negative instances that are correctly classified. These metrics are
defined as follows

T, + T,

A= ,
T, + T+ B, +F,

where T, and T,, denote the number of correctly classified
positive and negative samples, respectively, and F,
and F, represent the number of incorrectly classified positive
and negative samples.

The choice of classification threshold can significantly
influence the values of A, P, R, and S. Therefore, a threshold-
independent metric is desirable for comparing different models.
The Receiver Operating Characteristic (ROC) curve provides
such a tool by illustrating the trade-off between the True Positive
Rate (TPR), equivalent to Recall, and the False Positive Rate
(FPR), defined as FPR =FE,/(F, +T,) , across varying
decision thresholds applied to the classifier outputs. Each point
on the ROC curve corresponds to a specific threshold value.

Direct visual comparison of ROC curves can be challenging.
Consequently, the Area Under the ROC Curve (AUC) is
commonly used as a scalar summary that quantifies the overall
discriminative ability of a classifier. The AUC corresponds to
the probability that the classifier ranks a randomly selected
positive instance higher than a randomly selected negative
instance. Together, A and AUC provide complementary criteria
for evaluating and comparing the performance of the proposed
methods.

VII. EXPERIMENTAL ANALYSIS

This section presents the experimental results of the
proposed privacy-preserving LR-HE model evaluation on
encrypted data for heart disease prediction—the assessment of



the privacy-preserving solution centers on its accuracy and
latency.

A. LR-HE Training

Based on the security parameters reported in Table I, we
employ a ciphertext modulus chain of eight co-primes. While
the encrypted training pipeline has a multiplicative depth of
six—one level for the dot product, two for the polynomial
approximation, and three for backpropagation—the CKKS
scheme incurs additional level consumption due to rescaling and
scale alignment procedures. Under this 128-bit security setup,
we use a scaling factor of 21 bits and a polynomial modulus
degree of N = 8192.

A security level of A = 128 bits for our configuration
guarantees that an adversary needs to perform 2128 elementary
operations to break the cryptosystem with a probability of one
[46], [47]. The polynomial modulo degree N allows them to
support polynomials of degree at most 213 — 1. A larger N
allows for a larger ciphertext coefficient q to be used without
decreasing A , but makes -ciphertext sizes bigger and
homomorphic operations slower.

Since the logistic function cannot be evaluated directly over
encrypted data, it must be replaced by a polynomial
approximation, where lower degrees are preferred to minimize
the multiplicative depth and the associated HE overhead. The
main challenge is to control the trade-off between having a non-
linear transformation, which is needed by the learning
algorithm, and keeping the degree of the polynomials small to
make HE feasible [13], [14], [15]

We consider two approaches. First, we use a fixed degree-3
polynomial approximation of the sigmoid over the. interval
[=5,5], as proposed in Chen et al. [48], which provides a good
trade-off between approximation accuracy and computational
depth. Second, we adopt the SLAF method, in which the
coefficients of a low-degree polynomial are trained jointly with
the model parameters, allowing each activation to adapt to the
data and network structure. SLAFs can approximate continuous
activation functions with arbitrarily small  error while
maintaining low polynomial degree and HE efficiency. We
evaluate both approaches in our LR-HE framework and compare
their impact on prediction accuracy and encrypted computation
latency.

We analyze the distribution of the pre-activation term x -
w + b in both the plaintext and encrypted spaces to ensure that
it remains within the approximated interval. Since synaptic
weights evolve during the training process, we
apply L, regularization in order to constrain their magnitude and
prevent the pre-activation values from drifting outside this
range.

Figure 1 shows the distribution of the pre-activation inputs in
both the plaintext and ciphertext spaces, showing that the vast
majority of values remain within the target interval, preserving
numerical stability and approximation accuracy during
encrypted training.

The LR model is trained using Stochastic Gradient Descent
(SGD) with a learning rate of 0.01 and momentum 0.9 for 100
epochs. All input features are standardized to zero mean and unit

variance prior to training, which stabilizes optimization and
ensures that the pre-activation values remain within the range
required by the polynomial approximation of sigmoid and SLAF
approximations.

B. LR-HE Evaluation

We evaluated the performance of the privacy-preserving
LR-HE solution. Table III presents the LR-HE model latency
(Lat) and accuracy (Acc) for ciphertext inputs. Latency is the
time required to process a single encrypted request. On the other
hand, Table IV provides a more detailed characterization of the
model performance by reporting A, P, R, S, and AUC metrics
(see Section VI.C), enabling a comprehensive comparison
between static polynomial approximations and the proposed
SLAF-based model under HE.
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Fig. 1. Distribution of the pre-activation values for both the plaintext (top) and
encrypted (bottom) domains.

TABLE IIL. PERFORMANCE OF LR-HE
Model Polynomial
. . Acc (%) Lat (ms)
Approximation
Minimax 69.37 156
LR-HE
SLAF 76.58 129

We can see that the LR-HE implementation with a three-
degree polynomial SLAF improves accuracy concerning the
static minimax composition approach. By learning the
polynomial activation during training, SLAF improves accuracy
from 69.37% to 76.58% while also reducing encrypted latency
from 156 ms to 129 ms. These results highlight the efficiency of
LR-HE in terms of processing time without compromising



accuracy, suggesting promising potential for practical
applications.
TABLE 1V. ACCURACY (A), PRECISION (P), RECALL (R), SPECIFICITY

(S), AND AUC OF PRIVACY-PRESERVING LR-HE MODEL

Model Polynomial A P R S AUC
Minimax 69.37 7191 59.81 7826 7522

LR-HE
SLAF 76.58 7757 7477 7838 83.40

According to Table IV, SLAF-based LR-HE model
consistently outperforms the minimax baseline across all
evaluation metrics, increasing P from 71.91% to 77.57% and R
from 59.81% to 74.77%, while maintaining a similar level of
specificity. The increase in Recall is particularly important in
medical decision-support scenarios, as it corresponds to a
substantial reduction in false negatives. Moreover, AUC
improves from 75.22% to 83.40%, indicating a markedly
stronger ability to discriminate between positive and negative
cases across different decision thresholds.

These results demonstrate that adaptive, trainable
polynomial activations provide a more effective approximation
of the logistic function under homomorphic constraints than
fixed approximations, enabling a better accuracy—latency trade-
off for privacy-preserving LR-HE implementations.

VIII. CONCLUSION

Building on the principle of protecting computation and not
just data, this paper focuses on the design of privacy-preserving
LR models for classifying encrypted information using lattice-
based HE cryptosystems that enable secure data processing in
remote cloud environments. The homomorphic processing of
cognitive models requires operations not supported by HE
schemes, so efforts focused on-designing cryptographically
compatible non-linear functions capable of operating over
ciphertexts.

In this  paper, we propose an adaptive LR-HE model
enhanced with SLAF. Instead of relying on fixed polynomial
approximations of the sigmoid function, our approach
introduces trainable polynomial activation functions whose
coefficients are jointly optimized with the model parameters
during training. Experimental analysis on the Heart Disease
Prediction dataset shows that the proposed SLAF-based LR-HE
model reduces latency compared to state-of-the-art
approximation solutions without compromising security and
improving accuracy.

In future work, we will conduct a systematic review of state-
of-the-art hardware acceleration techniques to mitigate the
computational overhead inherent to HE and to improve the
practicality of LR-HE in real-world deployments. These include
highly parallel CPUs, graphic processing units (GPUs), field-
programmable gate arrays (FPGAs), application-specific
integrated circuits (ASICs), etc. In addition, we plan to
implement and evaluate the proposed models in realistic pilot
studies, such as medical image classification and privacy-
preserving smart transportation forecasting, to demonstrate their
effectiveness in privacy-sensitive environments.
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