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Abstract

Recommender systems are essential in today’s digital platforms, which
serve personalized content recommendations for better user experience in a
variety of industry sectors (e.g. e-commerce, entertainment, social media etc.).
These systems are based mainly on two filters: Collaborative Filtering (CF)
and Content-Based Filtering (CBF). CF is based on history to predict user
preferences, while CBF is based on properties of items to make recommenda-
tions. However, none of these techniques is free of limitations. In particular,
collaborative filtering faces the cold-start problem when there is insufficient
data for new users or items. On the other hand, content-based filtering may
be too specific and recommendations become too uniform. Hybrid recom-
mender systems such as combining CF and CBF have been proposed in recent
years to address the challenges while considering both CF and CBF to achieve
the strengths of both on more accurate and diverse recommendations.

However, hybrids are also susceptible. With the deepening of their integra-
tion into decision making, they are vulnerable to adversarial attacks. These
attacks corrupt the input data to deliberately affect the performance of the
system. In particular, white-box attacks, such as Fast Gradient Sign Method
(FGSM), and projected gradient descent (PGD) can change input to create bi-
ased or wrong recommendations. An increasing number of such attacks require
an understanding the behavior of hybrid systems under adversarial setting.

In this work, we study the robustness of hybrid recommender systems
through the FGSM and PGD adversarial attacks and analyse the performance
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drop in real-world settings. In the light of adversarial testing, it is anticipated
that hybrid systems can be studied more in detail to be made robust, so that
their efficiency and effectiveness will not be affected by any possible attacks.
The results will have an impact on the improvement of security countermea-
sures, leading to improved trust in recommendations and for users to trust
recommender systems in different domains.

1 Introduction

Recommender systems play a vital role in recent applications. These types of systems
aim to improve the user’s experience by filtering large volume of data, and identifying
the items that are relevant to the user, based on user preferences or user activity. The
reliance on personalized recommendations significantly increased their popularity
and they have become a cornerstone of a range of digital platforms that allow to
the users to tackle the problem of choice in front of a large quantity of content.
The recommender systems mainly work on two filtering mechanisms: Collaborative
filtering and content-based filtering. Collaborative filtering uses the actions of users
to recommend items, as it assumes that if a user performs an action on a particular
item, it’s a predictor of how another user would act on the same item. On the other
end, content-based filtering is based on the features of the items, for example, genre,
director, or tags, to recommend items that are similar to those that the user has
liked in the past (Ricci et al., 2015).

Although one is successful under some conditions and the other is also successful
in other conditions, but each has a drawback. A problem that the collaborative fil-
tering recommendation algorithm always faces is called cold-start, where new user or
item cold-start phenomenon occurs, and accurate recommendation results are hard
to be gained (Schein et al., 2002). Content-based filtering is effective in some cases,
but can be limited in its ability to make diverse recommendations due to the fact
that it only looks at the item metadata given. For example, if metadata does not
contain all the relevant information about an item, the recommender system may
not be able to produce a diverse set of suggestions, potentially limiting how much
a user s exploration and choice set can expand (Adomavicius and Tuzhilin, 2005).
Hybrid systems have been developed to address these obstacles and achieve bet-
ter performance of recommendation systems. Hybrid approaches attempt to benefit
from the advantages of both collaborative and content-based algorithms to yield a
more comprehensive and reliable solution by harnessing the power of different data
sources and recommendation techniques (Burke, 2007). These systems can comple-
ment drawbacks of individual methods and provide more accurate, personalized, and
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diverse recommendations.
However, the hybrid recommendation systems have their own weaknesses. As

recommendation systems are being incorporated more and more into actual decisions,
they are also likely to suffer attacks. White box Adversarial attacks An adversarial
attack is defined as a deliberate attempt to manipulate the internal mechanism of the
system by influencing its input date pattern in such a way that it produces incorrect
or misleading predictions. In a recommender system, adversary attack can be applied
to ratings of a user to spoiling such system’s recommendations, or to features of an
item to inflame disapproval suggestions (Zhang et al., 2019). Such attacks can reduce
effectiveness of recommender systems in practice and diminish the trust of users to
the recommendations. For instance, an adversarial perturbation like FGSM or PGD
slightly warps input so that the system fails while remaining transparent for the user
(Goodfellow et al., 2014).

The prevalence of recommender systems’ practical applications has pushed us to
gain insights on how hybrid systems deal with such adversarial attacks. The re-
sistance to such attacks is of utmost importance, as it ensures system robustness
and reliability in real-world settings. While hybrid systems provide better recom-
mendations, their resilience against adversaries is yet to be examined. The focus of
this paper is on analyzing the resistance of hybrid recommendation systems to ad-
versarial attacks (FGSM and PGD), and on evaluating the recommendation quality
of the system before and after attacks. Studying how these systems behave under
adversarial environments will shed light on the security of recommender systems as
well as how they can be safeguarded so that the quality of recommendations be not
’tampered’ with from the outside.

2 Related Work

Hybrid recommender systems have aroused much interest, because they are able to
make use of the advantages of both CF and CBF. Each of these systems tackles the
individual limitations of the respective methods independently. Collaborative fil-
tering, which produce recommendations in terms of user-items interactions, has the
problem of cold start: when there are not rich enough data for new users or items,
it is hard to recommend accurately for them (Schein et al., 2002). The cold-start
issue can be addressed by content-based filtering which uses metadata of an item
(e.g. genre, director) to recommend items based on being like the user’s top rated
items; however, this approach can also over-specialize in information, i.e. recom-
mend the same type of information time and time again (Adomavicius & Tuzhilin,
2005). Hybrid systems, that combine CF and CBF, address these weaknesses and
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enhance accuracy/discrimination. Burke (2007) organized hybrid recommender sys-
tems along different architectural dimensions. Outputs of the CF and the CBF in
weighted hybrids are combined by some weights for those methods, and weights can
be learned by (e.g. user behavior or data conditions). Switching hybrid selects one
particular model that is best suited for the context (e.g., user’s past or content type)
while mixed hybrids amalgamate results of different recommenders to generate a
final recommendation list. These architectures improve the freedom of the model,
and have become popular in personalized recommendation systems of various areas,
like e-commerce, health and entertainment. In the context of CF, matrix factoriza-
tion has deeply contributed to the advancement of the field. Neighborhood-based
Latent Factors Koren (2008) proposed a neighborhood-basedlatent-factor model and
achieved significant improvement on the Netflix Prize contest criterion. His was al-
gorithm was O(n log n) which significantly reduced the computation complexity and
integrated temporal dynamics modeling together with a possibility of changes in user
preferences over time, which further raised the quality of recommendations.

Rendle et al. (2009) proposed Bayesian Personalized Ranking (BPR) for per-
sonalized ranking in implicit feedback. BPR treats unobserved feedback as negative
feedback and employs a pairwise learning scheme, which has been reported to en-
hance recommendation diversity by 40% without sacrificing precision. The ease with
which BPR can be adapted to work with many data sources contributed to BPR be-
coming the method of choice for implicit feedback-based recommendation systems.
In the era of deep learning, the susceptibility of recommender systems to the adver-
sarial attacks has emerged as an important issue. Goodfellow et al. (2014) developed
the Fast Gradient Sign Method (FGSM), showing that slight distortion of input data
can fool this neural networks very efficiently, achieving an accuracy of 97% on pop-
ular benchmarks (MNIST). This finding has emphasized the security vulnerabilities
of machine learning models, including recommender systems. Madry et al. (2018)
extended adversarial study with PGD, which constructs more powerful adversarial
attacks through iterative perturbation of input data. Key findings of attack eval-
uation are that such defenses are ineffective by the PGD attacks and the accuracy
rate of attacked models to samples with the target is larger than 80% against MF
models, suggesting recommenders with critical vulnerabilities requiring defenses to
be strengthened. Papernot et al. (2016) were invaluable with respect to how adver-
sarial examples transferred between models. They showed that adversarial examples
may be transferable, in the sense that if they are generated for one network, they can
often be applied to another network with similar decision boundaries. This result is
crucial for black-box attacks, that is when the attacker has only partial access to the
internals of the recommender model.
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Ribeiro et al. (2016) proposed LIME (Local Interpretable Model-agnostic Expla-
nations) to enhance the interpretability of machine learning models. LIME Learn
with local surrogate models is able to produce instance-specific, human-interpretable
explanations of predictions, which enable users to discern why certain items are rec-
ommended. This approach has found widespread application for explainable AI, for
instance in recommendations systems. In the field of explainable recommendations,
the most relevant work is the review of explainable recommender systems by Zhang
and Chen (2018). They classified explanation approaches based on their tactics
and range, analyzed over 85 systems across different domains, and identified issues
such as explanation-user congruence. Their contribution paved the way for future
research in this field and established a clear roadmap for the development of explain-
able methods that are effective and user-centric. Zhang and Wang (2020) proposed a
distributed recommendation framework in distributed systems for recommendation
systems at largescale. Their technique used matrix partitioning and dynamic load
balancing, with a quick consensus algorithm for fastening the data processing time. -
They achieved 40x speeding up processing of netflix data, which means that process
100M raw data in size of 100M rows within half an hour on 16 nodes, leading to
a break thru for scalable recommendation system. Do et al. (2020) introduced a
hybrid recommender system based on reinforcement learning that scales component
weights based on real-time metrics. Their method showed a 15-25% performance
improvement, particularly in presence case of concept drift (i.e., the user’s prefer-
ence may change over time). It is especially suited for systems requiring continuous
adaptation to new data, such as real-time user interactions.

Federated learning for recommendation systems is emerging as a promising ap-
proach to privacy-preserving systems. Sun et al. (2025) carried out a study on fed-
erated recommendation systems, comparing 45 models regarding privacy, efficiency,
and accuracy[]. They showed that the performance of cross-device federated learn-
ing is 92-97% of that of centralized systems, but the non-independent and identically
distributed (non-IID) nature of users and devices were still challenges. Tang et al.
(2020) investigated adversarial training in multimedia recommendation systems to
enhance robustness. They applied perturbations in multimodal embedding space
and achieved a 35-50% enhancement in defense against PGD attacks. Their method
also demonstrates the importance of adversarial training for recommender systems
dealing with complex data (e.g., multimedia materials), which have more diversified
input space.

Deldjoo et al. (2020) extended the adversarial taxonomy for recommender sys-
tems and organized attacks according to goal, knowledge and type of perturbation.
They also emphasized that hybrid recommender systems are asymmetrically vulner-
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able, where content-based ones are subject to feature perturbations and collaborative
ones to rating manipulations. Their work was first to introduce the recommender-
specific benchmark and evaluation prototcols on adversarial attacks. Zhou et al.
(2023) conducted an overview of recommender systems using deep learning. Of
180+ papers analyzed, they found overarching architectures that were more preva-
lent including Autoencoders, CNNs, RNNs, GNNs, and Transformers. They found
GNNs to perform well in sequential recommendation, achieving 8%–12% improve-
ments in NDCG. This paper gains some insights of how to use different popular deep
architectures for recommender systems according to different application criteria.
Zhang and Yang (2020) proposed neural hybrid models that are endonetwork gate
combinations between attention modules and cross-component gating. Their model
combined feature-aware attention with collaborative memory networks, resulting in
a stable improvement of 5-8% over six datasets. The integrated content-collaborative
model with neural architecture largely demonstrates how neural models are able to
address shortcomings in traditional hybridization and become more powerful for a
range of today’s recommendation systems. Nguyen et al. (2024) did a survey of
poisoning attacks on recommender systems by studying 85 attacks over the span
of 12 scenarios. Results showed that 68% of attacks could reduce a system’s per-
formance with 5% or less malicious profiles, proving the fairness vulnerabilities of
the recommender systems. The study also analyzed some defense methods which
can contribute to the security of the recommender systems in practical applications.
Rong et al. (2020) presented an equivalent substitution based distributed training ap-
proach for large-scale recommender system in which 90% of communication overhead
was reduced via mathematical equivalences still keeping the accuracy. Their method
overcome the ubiquitous bottleneck issues in distributed training, and achieve scaling
recommendation training when some nodes are failed based systems working on big
data. Batmaz et al. (2019) investigated challenges of deep learning in recommender
systems, and identified data sparsity, coldstart degradation, computational overhead,
and explainability obstacles. Their results found some discrepancies between labo-
ratory and real-world performance by the recommendations and paved the way for
future research in developing practical approaches for real-world recommendation
systems. They stressed that the existing play play playfor deep learning models
do not yet formally support the implementation of such a techniques in a scalable
fashion.
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3 Methodology

In this section, we present the methodology employed to create a hybrid recommen-
dation system, which integrates collaborative filtering and content-based filtering.
The approach consists of different steps from data gathering, data pre-processing,
model building and finally the construction of the hybrid recommender system. It
also outlines some of the problems encountered in the development of the project,
in particular with respect to memory management and the solutions which were
implemented to deal with these problems.

Figure 1: Methodology followed for the research

Project Data The data for this project were obtained from Kaggle and have three
primary data sets (Movies Metadata, Ratings, Credits). The The Movies Metadata
dataset contains details of 45,000 movies with features such as title, genre, production
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company and release date. This is the base dataset used to create the content-based
recommender. Since we do not use the comments themselves but the metadata of the
movies, meaning that we are able to recommend movie that are similars. The Ratings
dataset has the user ratings for the long list of movies that includes the user ID, the
movie ID and the rating. This data was then used to train the collaborative filtering
model to model the past behavior or interactions between users. The Credits dataset
includes details on a film’s cast and crew as well as the person who directed the film,
which were significant for adapting the content-based Recommendations. The next
step was to merge these datasets together using the movie ID, resulting in a dataset
with both metadata and ratings and which can be used for both collaborative and
content-based models. The datasets were all pre-processed to remove any erroneous
data. The Movies Metadata dataset had numerous columns with missing data refer to
budget, revenue and even languages. Rows containing missing values were removed
by the. dropna() method, keeping only records with all values for analysis. In
the Ratings dataset, we discarded the timestamp column since it was there only to
indicate the moment the ratings occurred, and the rest of the table was containing
only the user ratings. For consistency across databases, ID’s were converted to
int for the columns related to the movie ID in each of the three databases. The two
datasets were joined on the movie ID, yielding a combined table of both metadata and
ratings for each movie. A pre-processing stage was the identification and treatment
of the genres and the director feature. The genres were already saved as JSON
objects as strings (which were parsed and unparsed into a list of the genre names).
This enabled movie representation by a set of genres that readily served as for the
similarity support for the content based filtering model. The director information
was also pulled out from the Credits dataset and it was last included in the merged
data. This way each movie was represented by its features in a usable format for
further analysis.

The content-based recommender was developed using the metadata associated
with the movies. This approach is based on comparison of movies by features like
genres, director and movie overview. First, the summary, genre, and director for
each movie were concatenated to obtain a movie description. This text data was
then pre-processed by stopwords removal and stemming. The processed text data
were transformed into numerical vectors using the term frequency-inverse document
frequency (TF-IDF) vectorization approach that can represent the importance of
the words according to not only single document but also whole documents. Next,
the cosine similarity between movies was calculated using the TF-IDF matrix to
generate a similarity matrix that represents how similar each movie is to the movies
represented in the rows of the matrix based on the feature sets.
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Figure 2: Similarity Matrix for content based recommender

Collaborative filtering was implemented by building a user-item matrix from the
Ratings dataset. In the matrix, rows are of users, and the columns are of movies.
Each entry in the matrix denotes the ratings that users provided for the respective
films. Where a user did not have a rating for a movie, the missing rating was replaced
with a 0. This matrix was sparse, most of the entries being zeros, as customers
generally rated only a few of the movies. In order to effectively work with sparse
data, the user-item ratings matrix was transformed into a Compressed Sparse Row
(CSR) matrix thereby reducing memory size but still maintaining its sparsity. It is
a compact data format where its data storage format is optimized for storage and
computation on large, sparse matrices.
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Figure 3: Pivot Table

They then utilized the K-Closest Neighbors (KCN) algorithm to select similar
users according to their rating patterns. We trained the KNN model with the cosine
similarity as the distance metric applied to the CSR matrix, in the purpose to find
the most similar users to a target user. These ratings of such similar users were used
to suggest unrated movies to the target user using the tastes of these neighbors.

The hybrid model algorithm was developed with a combination of collaborative
filtering and content-based filtering. The hybrid method was to combine the two
models recommendations and callings up by applying the weighted system. The
weight of each model in the hybrid recommender system could be adapted according
to the data used, which gives the possibility to the system to optimize the priority of
recommendations. It used default configuration for this task, equal sum of weights
(initial values were 0.6 for collaborative filtering model, which is built upon user per-
formance and 0.4 for content-based model, which uses some movie data). But this
weighting mechanism can be dynamically tweaked based the user input. Adjusting
the weights, user can tune the hybrid recommender to reflect a better the under-
lying nature of the data or the user taste, improving the system adaptability and
performance. After combining the recommendations from both models, the repeated
movies were discarded to have in the final output a list of unique suggestions. The
hybrid recommendation system was finally used to create a recommendation list for
a user, according to similarity and the neighbouring user preferences.

A significant issue obtained in the development of recommender systems is that
managing large sparse matrices required large amounts of memory (Propens and
Zwiener, 2003). The user-item matrix, especially when there were millions of users
and movies, was too big to be directly fed into the model for training. To overcome

10



it, the matrix was transformed to the CSR format for efficient memory distribution
and operation. Another drawback was the computational cost of computing the
similarity matrix for the content-based recommender as the dataset scaled. This
was overcome by the use of batch processing, as well as the storage of the similarity
matrix in a sparse representation, in order to minimize the memory requirement and
enable the system to be scalable.

To conclude the methodology used in this study we successfully included col-
laborative filtering, and content based filtering for building a hybrid recommender
system using the approach proposed in this work. Through solving memory require-
ment and computational complexity, the technique was able to grow and provide
the accurate prediction. The hybrid model which leverages the advantage of both
methods, takes advantage of better results in term of movie recommendation, and
able to recommend personalized recommendation to the users and reflects the item
features.

4 Adversarial Attacks

4.1 FGSM Attacks

The content-based similarity matrix that includes pairwise similarity scores between
movies using features of the movies (e.g., genres, director, overview) was attacked
via FGSM. In one such approach, a change is made in the similarity scores in the
matrix by modifying the similarity score. The perturbation, or noise amplitude, is
controlled by a parameter denoted as epsilon (taking the value of 0.3 in this case).
The formula used to generate the perturbed similarity matrix is:

Figure 4: Formula to generate the perturbed matrix

The gradient of the loss is sign functioned to find the direction of perturbation.
Resulting similarity scores are then clipped to maintain them as valid values in
the range [0, 1]. This attack perturbation aims to deceive the experimenter of a
content-based recommender to produce modified recommendations and to see if it
is able to resist small controlled perturbations. As for the collaborative filtering,
FGSM attacked the user-item rating matrix (represented as a sparse matrix in CSR
format). The scores, in a similar fashion, were jittered, with epsilon a control for the
amount of perturbation. Ratings were truncated to be in the range (0.5, 5).
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4.2 PGD Attacks

The PGD attack includes a further iterative step which is to perform perturbations
several times at the several steps and expects to maximize the loss. In order to learn
the similarity score for content-based Recommendation, I update the similarity score
iteratively using a step size alpha and a predefined number of iterations (num steps).
The perturbation is added iteratively and the gradients are updated at each step to
push similarity scores further away from their original values. The same PGD attack
was used for the rating matrix with collaborative filtering. Iterative perturbations
were applied, where changes in ratings across all perturbation steps were clipped
to lie inside the rating scale from 0.5 to 5. This multiple step attack enables to
perturbate the data more aggressively thereby allowing a greater challenge to the
system’s ability to cope with stronger adversarial perturbations. These attacks were
performed to test the behavior of the hybrid recommendation system in the presence
of adversarial changes of the system input and in order to understand its robustness
and ease-of-manipulation.

5 Results & Conclusions

5.1 Results of the Hybrid Recommender System

When a hybrid recommendation based on Jumanji was generated and the list of
top movies are shown in the figure. These results also illuminate the operation of
the hybrid system of both collaborative and content-based filtering. The recipient
of recommendations were calculated using both the user behavior (Collaborative
filtering) and attributes of the movies themselves (Content-based filtering). This
method guarantees the recommended movies to be of the same type of the ones the
user has interacted with and fit well into the content (in terms of genre, cast, and
director).
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Figure 5: Recommender results without any attacks

5.2 Results of the Hybrid Recommender System with FGSM
Attack

For the FGSM attack on the hybrid recommender system, only few movies had
changed in the given recommendation list for Jumanji. Recommendations output
of the recommender are given in figure. ***** On the other hand, the relatively
small impact on FGSM attack indicates that, although the adversarial example was
crafted to change similarity scores slightly or ratings slightly, the ultimate recom-
mendation was not changed significantly. The resistance of the system to such small
perturbations demonstrates robustness to low-level adversary intervention.

Figure 6: Recommender results under FGSM Attack
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5.3 Results of the Hybrid Recommender System with PGD
Attack

Moreover, when the hybrid recommender system was subject to a PGD attack, the
changes made to the best recommendations for Jumanji were more radical. The
movie title suggestions in figure transformed as shown in the figure. This fact can
be explained by the nature of the PGD attack and the possibility to apply iterative
perturbations to the similarity scores and ratings. The appearance of completely new
movie titles, such as The Amazing Panda Adventure and Nell, along with the total
disappearance of some old ones namely, Colonel Chabert and Batman Forever, clearly
exemplifies how the PGD attack can not only attack but control the recommender
system more efficiently than FGSM.

Figure 7: Recommender results under PGD Attack

5.4 Conclusions

The experimental results of the hybrid recommender system on Jumanji indicate that
the system can produce personalized movie recommendations by using a combination
of collaborative and content filtering methods. Combining these two approaches, the
hybrid system can include both user preferences and movie features and produce not
only diversified but also relevant recommendations. But the resistance of such sys-
tem to adversarial attacks was not uniform. Recommendations were not significantly
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affected by the FGSM attack, which demonstrated that the hybrid system is robust
to small perturbations. This is likely because the system aggregates together many
streams of data—user preferences and item properties—leading to a diffusion of the
impact of individual changes. That the output of the hybrid recommender remains
unchanged assuming adversarial changes of this kind proves the robustness of the
hybrid recommender model under simple adversaries. However for the PGD attacks
the recommendations of the recommender system were more altered. The iterative
process of the PGD attack allowed it to incrementally control the system and mix
in new movies and leave some out. This indicates that the hybrid recommendation
approach is robust to simple adversarial attack, but is sensitive to complex, itera-
tive perturbation. This suggests that hybrid recommender systems are resistant to
basic, while potentially vulnerable to more advanced, adversarial attacks. That ad-
versarial reflections have an impact on recommendations should highlight the need
for developing robust methodologies on these systems against a variety of attacks.

6 Future Work

Although the experiments of this paper indicate that hybrid recommender systems
can be robust under small adversarial perturbations, the existence of PGD attacks
imply that the resulting system may be open to more sophisticated types of fraud.
Under this premise, the natural question arises on how to defend hybrid recom-
menders from adversarial attacks. One solution might be to adversarially train the
system, e.g. a model trained on clean data and data that is contaminated. This
would enable the system to learn to detect and withstand adversarial perturbations
by becoming more robust. Another interesting direction for further work would be
to improve the defence mechanism in this case, so that our hybrid system would be
able to cope better with PGD-type attacks. Work on methods like gradient mask-
ing or robust optimization to reduce the impact of perturbations at each iteration.
Moreover, in the case of the hybrid recommender system, more sophisticated defense
algorithms can also be developed, which can target on detecting and neutralizing
adversarial attacks in real-time, this ensure the system can detect and neutralize
dangerous manipulations in a timely manner.

Furthermore, this work could be extended in the future by running a wider set
of adversarial attacks (Carlini-Wagner or DeepFool) to test the general resistance of
hybrid recommender systems. By challenging the system with different attackers, it
becomes feasible to have a deeper insight on its weak point requiring a particular
strengthening. Another interesting direction of research might be to incorporate
the use of other data sources and models in the hybrid recommender system, such
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as neural networks or graph-based models, and study how the choice of various
architectures affects the robustness of the system to adversarial attacks. It is possible
to compare traditional hybrid systems and latterly developed, more sophisticated
hybrid models to uncover which will provide the greatest resistance to adversarial
manipulation.

Finally, analyzing the user experience after exposure to adversarially attacked
recommendations would give insight into the impact of these changes on user trust
and engagement. It is important to to interpret the wider effects of adversarial
attacks on user satisfaction and decision-making in the design of robust and more
user-oriented recommender systems that perform reliably in real-world scenarios.
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