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1 Introduction

The configuration manual completely documents the setup and implementation of four
SIEM solutions, Wazuh, ELK, Huntress and LimaCharlie across Windows or Ubuntu.
The aim of this manual is to provide the steps for replicating the environment used for
performance evaluation of our research. Among the selected tools, Wazuh was deployed
offline as a self-hosted instance, while Huntress, LimaCharlie and ELK were accessed
from cloud-based portals. This guide includes installation, system configuration, data
verification for each solution.

2 System Configuration

2.1 VirtualBox

VirtualBoa (2025)) VirtualBox was used to simulate both Windows and Linux systems in
isolated environments. It was ensured that enough memory and resources were allocated
to the systems for operations.

2.2 Internet access on VMs

Internet connectivity was required for downloading and updating agents and for commu-
nication with SIEM solutions hosted on cloud.

2.3 Windows 11 and Ubuntu ISO images

Fresh installation of Windows 11 Pro and Ubuntu 22.04 was configured. No additional
applications were installed and snapshots of VMs were taken to restore after testing each
SIEM, to maintain consistency across tests.



2.4 Virtual machine configurations

Parameter | Windows System Ubuntu System
OS Version | Windows 11 Pro Ubuntu 22.04 LTS
RAM 4 GB 4 GB

CPU 2 vCPU 2 vCPU

Disk 80 GB SSD 60 GB SSD

Network NAT + Host Adapter | NAT + Host Adapter

Table 1: System Configuration for Virtual Machines

3 Tool Setup Overview

Tool Deployment Type | Tested OS Test Types(eicar.;2025)7
Wazuh Offline (self-hosted) | Windows and Ubuntu | EICAR anti-malware file |
ELK Stack | Cloud hosted Windows and Ubuntu | EICAR anti-malware file
Huntress Cloud hosted Windows Only EICAR and Login brute-force
LimaCharlie | Cloud hosted Windows and Ubuntu | EICAR anti-malware file

Table 2: SIEM Tool Setup Summary

4 Configuration Steps

4.1 Wazuh (Offline - Self-hosted)(Wazuh; 2025)
4.1.1 Environment

e Installed Wazuh on ubuntu virtual machine using ova file.

e Windows and Ubuntu endpoints were configured by installing Wazuh agents.

4.1.2 Steps

e Installed Wazuh Manager, Server and Indexer using Ova file on Ubuntu server
virtual machine.

e Configured the ossec.conf file for file integrity monitoring and virustotal integration.
e Installed agents using scripts on Windows and Ubuntu.

e Triggered the alert by downloading malicious EICAR file.

4.1.3 Verification

e Wazuh detected eicar file download, which was visible on the wazuh dashboard.

e The MTTD and MTTR metrics noted



@ Jul 12,2025 @ 19:27:38.997  Linux fhome/root 1404/Downloads/eicar_com(1).zip added File added to the system. 5 5

Figure 1: The image shows the detection of EICAR malware file on Ubuntu machine.
This alert is categorized as File Integrity Monitoring, and included metadata such as
file path and file hash. This verified the ability of Wazuh to monitor the endpoint’s file
systems in real-time

4.2 ELK Stack (elastic; 2025)

4.2.1 Environment

e Elastic Cloud (Free Tier Trial)

4.2.2 Steps
e Registered and deployed ELK Stack through Elastic cloud portal.

e Installed EDR Agent on Windows and Ubuntu through scripts.
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Figure 2: The image shows displays the Elastic Agent being downloaded and installed
through powershell script on Windows machine. This involves the enrollment token and
fleet server for secure registration. It is crucial when integrating Windows with ELK for
monitoring.

e Connected the agents into fleet models by using enrollment tokens.



e Downloaded the EICAR test file, which triggered the EDR agent.

4.2.3 Verification
e The alerts were triggered on Elastic EDR dashboard.

e The “Malware Prevention Alert” was observed on screen.

Malware Alert
Elastic Security prevented eicar.com

Figure 3: The Elastic EDR generated a “Malware Alert” on the endpoint. This detection
reflected ELK’s integration with Elastic agent for the policies. This triggered the alert
which was correlated with file hash, process and file behaviour

g [ e © Jul 9, 2025 @ 19:13:43.098 Malware Prevention Alert
e 2 eon Jul 9, 2025 @ 19:13:41.627 Malware Prevention Alert

Figure 4: The log output captured the timing of event, including exact timestamps for
when the EICAR file was detected. This helped to calculate MTTD and MTTR for ELK.
These logs help further in real-world forensic analysis

4.3 Huntress (huntress; 2025)
4.3.1 Environment

e Huntress Cloud portal via free subscription

4.3.2 Steps

e Registered on the Huntress portal
e Installed Huntress agents on Window machine.

e Windows default antivirus was integrated.

Alert was triggered through:

1. Brute force login attempts
2. EICAR file download.

Logs viewed in dashboard.



4.3.3 Verification
e The alerts were triggered on Elastic EDR dashboard.

o The “Malware Prevention Alert” was observed on screen.

4.4 Huntress
4.4.1 Environment

e Huntress Cloud portal via free subscription

4.4.2 Steps

Registered on the Huntress portal

Installed Huntress agents on Window machine.

Windows default antivirus was integrated.

Alert was triggered through:

1. Brute force login attempts
2. EICAR file download.

e Logs viewed in dashboard.

4.4.3 Verification
e Login attempts and download of EICAR file was detected.

e The timestamps confirmed the significant delay in detection.

4.5 LimaCharlie (lizmacharlie; 2025)
4.5.1 Environment

e LimaCharlie Web Ul

4.5.2 Steps

Registered for LimaCharlie Free Trial

Created sensors for Windows and Ubuntu with tag lc-system.

Installed agents on Windows and Ubuntu system with a unique key for enrolment.

Setup file monitoring rule on agents for “Downloads directory”.



4.5.3 Verification
e The log showed “Action:Modified” for EICAR file download due to FIM.

e Process hash along with Process ID was captured for the activity.

Event Routing °©

Searched up to 2825-87-13 14:36:41 Keep searching for earlier events

"event™: {

2025-87-13 14:39:87 DNS_REQUEST Domain: www.eicar.org IP Address: 8q .
"ACTION": "modified"

2025-87-13 14:39:07  DNS_REQUEST Domain: www.eicar.org IP Address: 23 ) ] o
2025-87-13 14:41:28 FIM_HIT PID: 5032 Path: C:\Users\abc\Downlod FILE_PATH": "C:\Users\abc\Downloads\eicar_com\eicar.com:Zone.Identifier

2025-87-13 14:41:28 FIM_HIT PO "HASH": "86c24be81f256bfcaaf3bc7429de8c2de184bca33cebfe649201bf25c8797f80 A
¥ "PROCESS": {
You're up-to-date! Jump to present "BASE_ADDRESS": 140695972413440
"COMMAND_LINE": "C:\WINDOWS\Explorer.EXE"
"CREATION_TIME": 1751908724288
"FILE_IS_SIGNED": 1
“FILE_PATH": "C:\WINDOWS\Explorer.EXE"
"HASH": "b121d7f22bal2fd42e3663de08305654c280f64c7daead4arp47b7d88e366346"
"MEMORY_USAGE" : 260603904
"PARENT_PROCESS_ID": 4984
"PROCESS_ID": 5032
"THIS_ATOM": "f40132d39deb2cb5a10b8e2b6873c33b"
"THREADS": 82
"TIMESTAMP" : 1752417083005
"USER_NAME" : "DESKTOP-8BLNEgV\abc"
¥

"PROCESS_ID": 5032

X

}
¥ Download m

Figure 5: LimaCharlie detected the malware file on Windows. This detection included
the file hash value, path and rule. This confirmed tool’s usage for FIM

2025-07-13 16:42:55 NEW_DOCUMENT Path: /home/root1484/Downloads/eicar_com/eicar.com PID: 12744 {"FILE_f

Figure 6: LimaCharlie detected the malware file on Linux machine. This detection
included the file path, process id and rule. This confirmed tool’s usage for FIM

TERMINATE_PROCESS 2025-87-13 16:43:06 v details": { X
v event": {
TERMINATE_PROCESS 2025-87-13 16:43:84 "FILE_PATH": "/home/root14e4/Downloads/eicar_com/eicar.com”
"HASH" :
RERSEROCESS 2020 BRI 2 "275a021bbfb6489e54d471899F7dbod1663fc695ec2Fe2a2ca538aabf651Fdof"
"PROCESS_ID": 12744
TERMINATE_PROCESS 2025-87-13 16:42:54 }
v"routing": {
NEW_PROCESS 2025-87-13 16:42:55 “arch™: 2
ndidns
NEW_DOCUMENT 2025-87-13 16:42:55 5 34O T o
- event_id": "4c2524f2-cedb-4e30-8c70-678f36Tb70c5
"event_time": 1752424975178
NEW_PROCESS 2025-87-13 16:42:52 -

"event_type": "NEW_DOCUMENT"
"ext in": "185.134.146.66"

Figure 7: This log shows the event generated when the EICAR file was downloaded on
the machine. This data includes timestamp and path which helps to evaluate the MTTD
and MTTR. This log can be used for SOC investigations



5 Logging Path and File Monitoring

5.1 Windows path for EICAR testing

e C:\Users\abc\Downloads
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Figure 8: The screenshot shows the EICAR file being downloaded in Windows machine.
This posed as a trigger after being unzipped for ELK, where for others the presence was
detected and alerted. This file was used consistently to ensure standardization.

5.2 Linux path for EICAR testing
e home/root1404/Downloads

eicar_com(1).zip Properties x

Basic Permissions Open With

Name | eicar_com(1).zip

Type Zip archive (application/zip)
Size 184 bytes

Parent folder fhomej/root1404/Downloads

Accessed  Saturday 12 July 2025 07:27:39 PM
Modified Saturday 12 July 2025 07:27:38 PM
Created Saturday 12 July 2025 07:27:38 PM

Figure 9: The image shows EICAR file being in the Downloads folder of Ubuntu machine.
This process was repeated across all STEM solutions to maintain uniformity



6 Tool Results

6.1 MTTD and MTTR Metrics

Tool oS Test Type | MTTD (sec) | MTTR (sec)
Wazuh Windows | EICAR 4 177

Ubuntu | EICAR 1 82
ELK Windows | EICAR 46 115

Ubuntu EICAR 54 104
Huntress Windows | EICAR 219 337

Windows | Login 361 481
LimaCharlie | Windows | EICAR 122 122

Ubuntu EICAR 10 70

Table 3: Mean Time to Detect and Respond across

6.2 Resource Utilization Comparison

SIEM Tools

Tool OS CPU Usage | Memory Usage | Agent Disk Size
Wazuh Windows | 8% 14.2 MB 55.2 MB

Ubuntu 0.5% 62.7 MB 26 MB
ELK Windows | 6% 450 MB 661 MB

Ubuntu 0.5% 315 MB 830 MB
Huntress Windows | 10% 24 MB 34.2 MB
LimaCharlie | Windows | 3% 1.5 MB 1.8 MB

Ubuntu 2% 1.2 MB 1.6 MB

Table 4: Agent Resource Utilization for Each Tool
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