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1 System Requirements

Laptop requirements

Hardware and OS details:
Operating System: Windows
RAM : 32 GB

Disk: 954 GB free space

Server requirements:

Host OS: Windows

2 Tools and Configuration

1. Cisco VPN:

As Nessus is hosted on an internal server it can be accessed only via Cisco vpn

Cisco secure client’s AnyConnect VPN is use with version 5.1.3
@ Cisco Secure Client X

il
cisco

Secure Client

Copyright © 2004 - 2024, Cisco Systems, Inc. All rights reserved.

Terms of service
Privacy statement
Notices and disclaimers

Third-party licenses and notices

Installed Modules:

Name Version

AnyConnect VPN 5131k
Customer Experience Feedback 5.13E
DART 5.1.18
Secure Client UI 5.11

Secure Firewall Posture 5.1.18
Umbrella 5.1.3%

Fig 1: Cisco Secure Client
To connect to AnyConnect, click on the cisco client and enter the credentials and
authorize it via authentication app and then it will be connected




[@ Cisco Secure Client | L ks X

Please enter your username and password.
Group: o e ™ et
Username: i s

Password: ok ok ok ok ok ok ok ok ok ok Kok koK

OK Cancel

Fig 2: Cisco Secure Client AnyConnect authentication
2. Nessus installation and configuration:

e Install Nessus from Tenable Nessus site .

e Ensure to select appropriate package as per operating system and processor .

e Select the package between Tenable Nessus Manager, Tenable Nessus Professional,
and Tenable Nessus Expert.

e After once selecting , you will receive a activation code determines which Tenable
Nessus product is installed (Tenable.com, 2025a).

e After downloading Nessus , it can be installed on different operating systems .

e Navigate to the download folder where Tenable Nessus is downloaded and complete
the installation

e An InstallShield wizard for tenable Nessus screen appears select “Next” to continue
and then accept “License Agreement” where the terms of software license will be
mentioned (Tenable.com, 2025b).

e Once accepting this , a screen to change the installation folder for Nessus will pop up.
Once that is done ,select “install”” button.

e After the installation Welcome to Nessus page loads in the default browser. It can even
be accessed by going to “https://<remote IP address>:8834”

e Once installed correctly, go to the URL and visit the Nessus expert domain and login
using credentials

e There create a folder and in that a scan can be scheduled or a new scan be .Click on
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Fig 3 :Nessus Expert Platform
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e Select the appropriate scan templates. Select the web application tests and basic
network scan as it will help to identify all network and web-based vulnerabilities.
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Fig 4 :Nessus Expert Scan Templates

e In that fill the basic details such as the Target Ip address or domain and name for the
scan .Here a scan be scheduled as well.

New Scan / Web Application Tests
< Back to Scan Templates

Settings Credentials Plugins
BASIC )
General Settings
General
Name
Schedule
Notifications Description
DISCOVERY
ASSESSMENT
Vulnerability Scan -
REPORT Folder Yy
ADVANCED
Targets
Upload Targets Add File

Post-Processing

Live Results

Fig 5: Nessus Scan settings

e Once the scan is complete a complete report can be generated according to the
requirement.
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Fig 6: Nessus Report generation

3. Shodan:
e Sign up at https://account.shodan.io/
e Generate the API key to access the shodan via shell(Shodan.io, 2025).
e To access and get information , login to Shodan account.
e Then search the Ip of the host on shodan and get information about the host.

® SHODAN Explore Pricing 2

Search Engine for the

Internet of Everything

Fig 7: Shodan Search

4. Censys:
e Sign up at https://search.censys.io/ (Warner, 2023).
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Fig 8: Censys Search

5. Tor Browser:

e Tor browser can be manually downloaded from “ https://www.torproject.org/” (Brave
Software Inc, 2025).

e But for this project , TOR was accessed via Brave browser

e So first install “brave” browser from https://brave.com/download/ and install the
browser.

¢ Once installation is done the tor browser can be accessed by clicking on “New private
window with Tor” from the brave menu.

B New window Ctrl+N
B New private window Ctrl+Shift+N
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. [ Bookmarks and lists >
& Downloads Ctrl+)
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[ Delete browsing data... Ctrl+Shift+Del
@ Zoom - 100%  +
@ Print.. Ctrl+P
[@ Find and edit >
@ Search the web privately with Al [ Save and share >
& More tools >
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Fig 6: Brave Browser
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Fig 6: TOR connection on Brave Browser
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