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Configuration Manual 
Sachin Radder  

 x23305371 

 

1 Introduction 

This configuration manual documents the setup and deployment of three open-source IDS tools like 
Snort, Suricata, and Zeek in a virtualized environment. This was done with the objective of 
replicating a SME’s network to make comparative analyses of intrusion detection and prevention 
capabilities. As a mimicking malicious traffic, a Kali Linux machine was applied in generating attack 
traffic (port scans, brute force attempts, SSH authentication) against Ubuntu-based IDS systems. 
Detection efficiency, resource consumption and integration ease were then measured with logs 
collected and compared. 

The installation of Zeek was successful but was found to have limitations in configuration, notably in 
dependency management and integration with SIEM dashboards. This is observed as a limitation 
and one of the gaps in the research. 

 

 

2 System Configuration 

2.1 VirtualBox 

The simulation of the test environment was carried out using VirtualBox on several VMs simulating 
attacker, IDS nodes and SIEM collector. To assure consistency in repeated tests, snapshots were 
taken. 

 

2.2 Internet access on VMs 

Internet connectivity was required for downloading and updating IDS systems on VM 
and for integration with ELK for logs and alerts creation which was hosted on cloud. 

 

2.3 Operating Systems 
 

• Kali Linux - Attacker machine (Nmap, hping3, Hydra) 
 

• Ubuntu 22.04 LTS (Snort, Suricata, Zeek) 
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2.4 Virtual machine configurations 

 

Parameter Ubuntu IDS Nodes Kali (Attacker) 
OS Version Ubuntu 22.04 LTS Kali 2024.2 
RAM 4 GB 4 GB 
CPU 2 vCPU 1 vCPU 

Disk 70 GB SSD 40 GB SSD 
Network NAT + Host Adapter NAT + Host Adapter 

Table 1: System Configurations of  VMs 

 

3 Tool Setup Overview 
 

 

Tool Deployment Type Tested OS Traffic Source 

Snort On-prem VM Ubuntu Kali-generated 
Suricata On-prem VM Ubuntu Kali-generated 
Zeek On-prem VM Ubuntu Kali-generated 

Table 2: IDS/IPS Tools Setup overview 

 

4 Configuration Steps 

4.1 Snort (Signature-based IDS) 

4.1.1 Environment 

• Installed Snort 2.9 on Ubuntu via source packages. 
 

 
4.1.2 Steps 

• Installed Depends (libpcap-dev, libpcre3-dev, etc.) 

• Built Snort from source. 

• Configured /etc/snort/snort.conf with community rules. 

• Traffic in enp0s8 was captured and Nmap scans, and other traffic were sent for test 
from Kali. 

 

 
4.1.3 Verification 

• Alerts on attempts for port scanning, ICMP flooding and SSH authentication attempts. 

• The logs are written on to /var/log/snort/alert. 
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Fig 1: The screenshot shows snort running on the VM 

 
 
 

 
Fig 2: The screenshot shows snort capturing logs for custom rules set 

 
 

 
Fig 3: The screenshot shows custom rules set for traffic detection 

 

 

4.2 Suricata (Signature + Protocol Analysis IDS) 

4.2.1 Environment 

• Installed Suricata from PPA 

 
4.2.2 Steps 

• Installation package Suricata - apt install suricata. 

• Configured suricata.yaml with custom ruleset. 

• Kali simulated SYN flood and Hydra simulated SSH brute force with used hping3. 
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4.2.3 Verification 

• Suricata produced eve.json alerts that are highly detailed (protocol metadata). 

• Logs sent over Filebeat to be analyzed. 

 

 
Figure 1: The screenshot shows suricata running on the VM 

 
 

 

 
Fig 2: The screenshot shows suricata capturing logs for custom rules set 

 

 

Fig 3: The screenshot shows custom rules set for traffic detection 
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4.3 Zeek (Anomaly-based IDS) 

4.3.1 Environment 

• Installed Zeek from source (/usr/local/zeek) 

 
4.3.2 Steps 

• Compiled  ./configure and make and make install. 

• Ran test with Zeek -i enp0s8 local. 

• Some dependency and log parsing problems were experienced when integrating with SIEM. 
 
 
4.3.3 Limitations 

• Zeekctl needs to be setup manually tuned. 

• Integration with ELK is not straightforward while pulling logs. 
 
 

 

Fig 1:  Zeek Installation failed due to multiple errors which were tried to fix but never got fixed due 
to broken dependencies
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4.4 Elastic Cloud  

4.4.1 Environment 

• Elastic cloud was installed to pull the logs, and a free trial version was being used. 

 
4.4.2 Steps 

• Registered account on Elastic cloud platform with MFA. 

• Downloaded Agents to Ubuntu machine where logs of IDS tools are collected. 

• In Kibana → Fleet → Agent Policies → Add Integration for IDS systems 

• Added the below integrations: 

1) Suricata Integration: Automatically parsed eve.json logs. 

2) Zeek Integration: Monitored conn.log, dns.log, and http.log. 

3) Custom Logs Integration: For Snort alerts (/var/log/snort/alert). 

 

• Verified the logs are pulled to the Elastic cloud.  

• Created alerts and cases rule for malicious traffic which is being detected.  

 
4.4.3 Verification 

• Suricata dashboards filled with events of attacks (port scan, brute force). 

• Under custom logs index, Snort alerts were shown. 

• The timestamps confirmed the significant delay in traffic being logged. 
 
 

 
Fig  1:   Snort and Suricata Integration  added to Agent policy 
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Fig 2:  Logs getting populated in Elastic cloud 

 

 

 

 

Fig 3: Alert rules  are made to corelate logs which are getting populated 
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5 Tool Results 

5.1 MTTD and MTTR Metrics 

 

Tool Test Type Action Time MTTD 

(Time) 

MTTD 

(sec) 

MTTR Time 

(Alert 

Creation) 

MTTR 

(sec) 

Snort ICMP 

Traffic 

29/08/2025 3:52:00 PM 15:52:24 24 15:53:18 54 

SSH Attempt  29/08/2025 3:53:00 PM 15:53:30 30 15:54:23 53 

Command 

Execution  

29/08/2025 3:55:00 PM 15:55:21 21 15:56:05 44 

Suricata ICMP 

Traffic 

29/8/2025 12:38:00 PM 12:38:35 35 12:39:42 67 

SSH Attempt  26/8/2025 03:53:00 AM 3:54:35 35 3:55:23 48 

NMAP Scan 

Detected 

29/8/2025 12:54:00 PM 12:54:19 19 12:55:10 70 

                        Table 3: MTTD and MTTR across IDS Tools 

 

5.2 Resource Utilization Comparison 

 

Tool OS CPU Usage Memory Usage Agent Disk Size 

Snort Ubuntu 10% 102.9 MB 51 MB 

Suricata Ubuntu 8% 67.9 MB 214 MB 

Table 4: IDS tool Resource Utilization 
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